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Abstract—Distributed Hash Tables (DHTSs) remain to this day
a central component of modern peer-to-peer (P2P) systems, which
rely on complex DHT protocols to scale to millions of nodes. The
correct operation of DHTs is therefore essential for the proper
functioning of these systems. For this reason, formal methods
have been employed to model and verify a range of correctness
properties of various DHT protocols. However, these verification
efforts have focused on protocol-specific properties, such as
topological invariants, instead of functional properties. This focus
limits our understanding of the precise guarantees offered by
each protocol. We propose a protocol-independent axiomatization
of DHT properties using Allen Temporal Logic (ATL). To validate
our axiomatization, we have implemented it in the Alloy analyser
and used our implementation both to establish a number of DHT-
derived properties and to generate a set of DHT execution traces
that cover an exhaustive list of DHT corner case behaviours.

Index Terms—Formal Verification, Distributed Hash Tables,
Protocol Axiomatization, Allen Temporal Logic, Linear Temporal
Logic, Alloy.

I. INTRODUCTION

DHTs [1], [2], [3], [4], [5], [6], [7] play a crucial role
in today’s peer-to-peer systems [8], [9], [10], [I1]. Their
behaviour is analogous to that of regular hash tables, mapping
keys to unique values. However, in contrast to hash tables,
which store all key-value pairs within a single storage unit,
DHT key-value pairs are distributed across multiple network
nodes, with each node being responsible for a specific subset
of keys. Typically, DHT protocols make use of self-organizing
topologies, requiring each node to know only a fraction of the
other nodes in the network, thereby enabling efficient read and
write operations.

The complexity of existing DHT implementations, along
with their importance to many relevant P2P systems, has led
to the emergence of several lines of work to prove correctness
properties of DHT protocols, including Chord [2], [12], [13],
Pastry [3], and Kademlia [1]. Among these efforts, P. Zave’s
work [14], [15] was particularly successful, having uncovered
various errors in Chord’s original specification.

Despite recent successes, the existing formalizations of
DHTs [15], [16], [17], [18], [19] suffer from an important
limitation: they mainly focus on protocol-dependent topolog-
ical properties instead of functional properties that DHTs are
expected to satisfy. For instance, existing formalizations do not
characterize the offered guarantees regarding stored keys and
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their associated values, which is the fundamental functionality
that motivates the use of DHTs. This limitation makes it
impossible to rigorously compare the functional guarantees
provided by different DHT designs and protocols.

To improve the formal analysis and verification of DHT
protocols, we propose the first implementation-independent
axiomatization of DHT properties. This axiomatization estab-
lishes the set of key properties that DHTs are expected to
offer, and enables a formal comparison between the guarantees
provided by different DHT protocols.

Axiomatizing the properties of DHTSs requires us to reason
about the time intervals during which DHT operations occur
as well as their interrelations. For example: if a read operation
for a key returns a specific value, then that value must
have been previously stored in the DHT. There are several
logics for reasoning about time-spanning operations and their
interrelations [20], [21], [22], [23], [24]. In this work, we
chose to use Allen Temporal Logic (ATL) [20], [21], because
it was specifically designed to compactly express relationships
between time intervals.

Although ATL is an established formalism for temporal
reasoning [25] used in AI planning, there are currently no
systems available for the automatic verification of ATL spec-
ifications. Therefore, we developed a new encoding of ATL
into First Order Linear Temporal Logic (FO-LTL), which we
implemented as an Alloy library [26], [27]. Our ATL Alloy
library is also a contribution of this work, since it enables the
specification and verification of systems that require reasoning
about time-spanning operations, not being, therefore, limited
in application scope to DHTs.

The main contributions of this work are the following:

o The first implementation-independent axiomatization of
DHT properties that focuses on the functional properties
that DHTs are expected to satisfy; and

« An encoding of ATL into FO-LTL implemented in the
Alloy formal specification language, that was used to
validate our DHT axiomatization.

The structure of this document is as follows: Section II
provides an introduction to ATL and discusses several popular
DHTs. Section III provides an overview of existing formal-
ization efforts of DHT properties and of logics for reasoning
about time-spanning events. Section IV introduces a generic



DHT API and axiomatizes its properties using ATL. Section V
describes how ATL was encoded in Alloy and how this
encoding was used to develop an Alloy model that captures
our DHT axiomatization. Section VI discusses the validation
of our DHT axiomatization. Finally, Section VII concludes the
document, including some ideas for future work.

II. BACKGROUND
This section gives an introduction to DHTs and ATL.

A. DHT Overview

A DHT is a distributed abstraction that maps keys to values
providing a functionality akin to a regular hash table, but
where data is distributed across different nodes of the network.
Each node is responsible for a subset of keys, and the mapping
of keys to nodes is based on hash functions applied to both
keys and node identifiers. DHTs use decentralized topologies,
where each member knows only a subset of the others. These
topologies allow for efficient read and write operations without
requiring the participation of all members. In the following,
we briefly describe different DHT protocols, focusing on how
the network routing information is maintained.

Chord [2], [12] was one of the first DHT protocols to be
proposed. It organizes nodes in an ordered ring according to
their identifiers, assigning to each node a set of keys for which
it is responsible based on the ring topology. To enforce the ring
topology, Chord executes various maintenance operations that
are capable of restoring the correct topology when nodes enter
and/or exit the ring and even when nodes fail.

Pastry [3] was proposed after Chord with the goal of min-
imizing message travel distance by maintaining in each node
information about a greater number of neighbours in the form
of a routing table. The idea is to keep more information about
nodes that are close and less about more distant nodes. Pastry
uses a prefix-based proximity metric, where node identifiers
are matched progressively digit by digit.

Tapestry [4] is similar to Pastry, but it relies on hierarchical
routing tables. This design provides enhanced flexibility and
fault tolerance through increased redundancy, leading to more
efficient message routing complexity compared to Pastry.

Kademlia [1] further increases redundancy compared to
previous approaches by allowing the same key to be stored in
multiple nodes. Analogously to Pastry and Tapestry, Kademlia
also uses a logical distance metric, with nodes organizing their
view of the identifier space into a binary tree, divided into non-
overlapping segments, each covering specific distance ranges
from the current node.

CAN [6] organizes nodes and keys in a virtual d-
dimensional Cartesian coordinate space, where each node
assumes responsibility for a specific zone. Keys are determin-
istically mapped to points in the Cartesian space using a hash
function, and these keys are stored by the node that manages
the corresponding zone. To facilitate efficient routing, each
node maintains a routing table containing information about
close nodes within the Cartesian space, enabling effective
communication and routing across the distributed network.

Koorde [5], inspired by Chord, optimizes the trade-off
between the number of neighbours maintained by each node
and the routing distance in DHTs. It retains Chord’s simplicity
while leveraging de Bruijn graphs [28] for efficient routing.
Koorde maps keys to nodes in an identifier space like Chord,
with each node maintaining a tunable number of neighbours
that range from two to O(log n), with n being the total number
of nodes. The mechanisms for joining and maintaining the
overlay topology are similar to those of Chord but adjusted
for de Bruijn graph generation.

Kelips [7] differentiates itself from other DHTs by using
a relaxed topology that enables fast and fault-tolerant key-
value storage, albeit with increased communication through
gossip exchanges [29]. Each node is assigned to an affinity
group based on their identifiers and maintains as neighbours
one node from each of the other affinity groups and k from its
own. Keys are mapped to affinity groups using hash functions.

While the variety of topologies and routing procedures used
by these protocols makes it difficult to accurately verify their
functional properties and compare their guarantees, we do
note that at a functional level (and abstracting minor aspects
on APIs exposed by different solutions) all existing solutions
provide mechanisms to, locate a node responsible for a given
identifier, store a value associated with an identifier, and
retrieve the value(s) associated with a given identifier.

B. ATL Overview

ATL [20], [21] is an interval-based temporal logic initially
designed to capture the temporal reasoning required for artifi-
cial intelligence applications. Its core components are temporal
intervals and propositions. Intervals are continuous, occur
only once, and can be infinitely divided into sub-intervals.
In contrast, propositions may hold at various non-continuous
periods, distinguishing them from intervals.

ATL can represent the uncertainty and incomplete infor-
mation of time-spanning events by specifying the relations
between intervals instead of the precise time points in which
they occur. These relations are expressed in the form of binary
interval predicates and predicates that associate propositions
with intervals. Table I summarizes the ATL predicates, which
are illustrated in Figure 1. Besides the classical predicates
of ATL, we include the additional predicate Finite, which
distinguishes finite intervals from infinite ones. This predicate
is essential for modelling DHTs, as their modelling requires
reasoning about non-terminating intervals that cannot be ex-
pressed in standard ATL.

Using these interval predicates, we can derive auxiliary
predicates to improve the readability of ATL formulas. The
In(i1,i2) predicate holds when i; is contained in is; put
formally:

In(iy,i2) <= During(i1,iz) V Starts(iy,iz) V
Finishes(i1,12)

The Requires(iy,i2) predicate holds when i; starts while iy
is ongoing, i.e. 7 requires o to be ongoing in order to start;



Table I: Summary of ATL predicates.

Predicate Meaning

Equal(iy, i)
Before(iy,ia)
Meets(iq,12)
Overlap(iy, i)
During (i1, i2)
Starts(i1,i2)
Finishes(iy,12)

Interval 7; and 75 coincide.

Interval 7; ends before i, starts.

Interval i, starts immediately after ¢; ends.

Interval ¢, starts before io and ends during 5.

Interval ¢, is strictly contained within 5.

Interval ¢, starts simultaneously with 72 and ends earlier than i,.
Interval ¢ ends simultaneously with 75 and starts later than ¢o.

Holds(p, 1) Proposition p holds throughout interval 4.
Occurs(p, i) Proposition p holds at least once during interval .
Finite(7) Interval ¢ eventually ends.
A B c ants [13] that ensured the following correctness property: if
o~ °* * * no nodes fail, Chord’s maintenance protocol is always able
(@) E;(ezrinczltis()f a trace satisfying the Before(A, B) and Meets(B, C) to restore the network’s topology to an ideal state, where
. A c each node points to its correct successor. P. Zave produced
. * o— counterexamples showing violations of the invariants and
B o o o proposed corrections to the protocol’s maintenance operations.

(b) Example of a trace satisfying the During(B, A), Starts(C, D), and
Finishes(E, D) predicates.

A
*r——=o
B
*r——=o
o]
@

(c) Example of a trace satisfying the Equal(A, B) and Owerlaps(B, C)
predicates.

Figure 1: Illustrations of ATL interval predicates

put formally:
Requires(iy,i2) <= Equal(iy,iz) V In(iy,ia) V
Overlap(iz, i1) V Starts(ia, i1)
The Precedes(i1,i2) predicate holds when i ends before iy
starts; put formally:

Precedes(i1,i2) <= Before(i,i2) V Meets(i1,i2)

The Intersects(iy,i2) predicate holds if ¢; and i are ongoing
during one common instant; put formally:

Intersects(iy,ia) <= Fqual(i1,iz) V In(iy, i) V
In(is,i1) V Overlap(iy, i) V
Overlap(ia, 1)
III. RELATED WORK

This section gives a high-level overview of both the verifi-
cation efforts for popular DHTs and the logics for reasoning
about time-spanning events.

A. DHT Verification

P. Zave [14], [15], [16] used Alloy [26] to formally verify
Chord’s ring-maintenance protocol and assess its correctness
claims. Chord’s original specification proposed seven invari-

As part of this work, P. Zave also proposed a global invariant
that guarantees the reachability of an ideal state.

T. Lu [17], [30] was the first to formally specify the Pastry
protocol, creating a TLA+ [31] model that aimed to verify the
correctness of Lookup operations. To this end, T. Lu used the
proposed model to establish that the closest node to a key is
always responsible for that key. However, this property was
shown not to hold as concurrent joins could break it. To fix
this, T. Lu proposed a modification to the Pastry protocol that
limits each node to handle a single join operation at a time.
Later, N. Azmy et al. [18], [32] extended T. Lu’s work by
providing a complete proof that the targeted property holds in
a simplified pure-join model.

These verification efforts focused on protocol-specific topo-
logical properties, while we aim to specify the functional key-
value properties that DHTs are expected to uphold.

B. Logics for Reasoning about Time

Linear Temporal Logic [22] extends classical propo-
sitional logic with temporal operators. It was first pro-
posed for the formal verification of computer programs by
A. Pnueli [22] in 1977. Propositional Linear Temporal Logic
(LTL) is too low-level for specifying complex distributed
systems. Extending LTL with first-order quantification can
make such specifications much easier. In our case, this is
essential since most DHT properties require quantification over
the parameters of DHT operations.

Temporal logic model-checkers enable the automatic check-
ing of the satisfiability of LTL formulas. They can be divided
into two main groups: bounded model checkers [33] that
consider a bounded number of time points, and unbounded
model checkers [34], [35] that consider an unbounded number
of time points. Although there are many model-checkers for
LTL (e.g. [36], [37]), few exist for FO-LTL, the extension
of LTL that includes first-order quantification. Examples of
model checkers that support FO-LTL are TLC for the TLA+



specification language [31], and the 6th version of the Alloy
Analyser which now supports the specification of temporal
requirements besides first-order structural properties [26].

Allen Temporal Logic [38] is an interval-based temporal
logic [38] proposed by J. Allen in 1981 to reason about
time-spanning actions in the field of Artificial Intelligence
and Planning. Despite its large impact on Computer Science
research, for a long time, there was no model-checking tech-
nique for ATL. Rosu and Bensalem [39] were the first to
show how to verify ATL formulas by encoding them into
LTL [22], which required restricting ATL to discrete time.
However, the proposed encoding has several limitations: it
lacks an implementation; it does not support infinite intervals;
and it uses nested temporal operators, which negatively im-
pact performance. As part of this paper, we propose a new
encoding of ATL into FO-LTL that addresses these limita-
tions by providing an executable implementation, supporting
infinite intervals, and simplifying temporal operators for better
solver performance.

IV. AXIOMATIZATION OF DHTSs IN ATL

In this section, we introduce a generic DHT API, and
specify its desired properties using ATL.

A. DHT API

We present a generic DHT API, which includes most of the
operations offered by the state-of-the-art DHTs [1], [2], [3].
We strived to make the API applicable to as many DHTs as
possible regardless of their implementation. To achieve this
we make minimal assumptions about the topology established
between nodes executing the DHT protocol. The assumptions
made are that the network configuration consists of uniquely
identified nodes and that nodes store key-value pairs; the
mapping of keys to nodes is left to the implementation
with the only requirement being that the mapping must be
deterministic. No further assumptions are made about the
configuration information that each node maintains nor the
operations used to update and correct this information.

The operations exposed by the API use the following types
of parameters: uniquely identified nodes n € N, keys k € K,
and values v € V. The generic DHT API exposes the following
entry points:

« store(n, k,v)~ n’: The client asks node n to add the
key-value pair (k,v) to the DHT; the store operation
is completed at node n’, which notifies the client when
it ends.

« lookup(n, k)~ (n',v): The client asks node n to re-
trieve the value associated with the key &k from the DHT;
the lookup operation is completed at node n’, storing the
key-value pair (k,v), which sends the requested value v
to the client.

« findNode(n, k)~ n': The client asks node n to find
the node n’ responsible for storing the key k; the find
operation is completed at node n’, which responds to
the client.

o remove(n, k)~ n': The client asks node n to remove
the mapping for the key k from the DHT; the removal
operation is completed at node n’, which notifies the
client when it ends.

« join(n): Node n joins the network, resulting in a con-
figuration in which node n is a member of the network.

o leave(n): Node n leaves the network, possibly triggering
maintenance operations to update the network configu-
ration and transfer stored mappings to other nodes; the
operation results in a new configuration where node n is
no longer a member of the network.

o fail(n): Node n fails without performing maintenance
operations, resulting in a new configuration where n is
no longer a member of the network.

Note that even though the lookup and findNode opera-
tions do not change the stored mappings, they can still result in
new configurations. This is possible because implementations
may take advantage of these operations to update routing
information as is the case of Pastry and Kademlia.

B. DHT Axiomatization in ATL

In this section, we formalize the key properties DHTSs
should exhibit. Some properties are expected to hold under
any conditions while others are expected to only hold under
specific network configuration states and regimens; in such
cases we additionally specify those conditions. The use of
ATL to formalize DHT properties allows us to reason about
the effects of the API operations while abstracting the state of
the system, which in this case is the network configuration.
More concretely, we specify the properties of DHTs using
the ATL predicates applied to API operations, abstracting
away implementation details such as the concrete aspects of
network configurations.

IV-B1 Component Model We model a generic DHT by
defining its core components: nodes, keys, values, and op-
erations. Operations are categorized into two types: functional
and membership operations. Functional operations handle keys
and values, while membership operations modify the view that
nodes have of the network. With the exception of the fail
operation, all operations span time. Nonetheless, we model all
operations as intervals, with fail operations being represented
as instantaneous intervals. We express operation execution in
ATL by annotating the operations with the interval ¢ during
which they occur. For example, store(n, k, v); indicates that a
store operation was executed during interval ¢ where node n
initiated the storage of the key-value pair (k,v). In this
expression, the operation may or may not have terminated.
To indicate that a functional operation definitely terminated we
include the result. The example store(n, k,v) ~; n’ indicates
the operation terminated and n’ is the node that notifies the
client that the operation has concluded.

Besides operations, we also model node membership using
intervals, as nodes are members of the DHT for periods of
time. For instance, we write member(n);, to mean that



node n is a member of the network during interval 7;. As nodes
can join and leave the network repeatedly, there may exist k
distinct intervals i1, --- ,%; during which n is a member of
the network, member(n);, with j =1,--- k.

For clarity, in the following, we simplify the notation by
omitting existentially quantified variables that are not further
constrained, using the — symbol. We also abbreviate quantifi-
cations as follows:

dstore(—, k,v) ~; n' = Ik, v,n’ i: store(—, k,v) ~; n’

Furthermore, quantifiers only apply to variables that have not
been previously quantified. In the example below, the second
find operation uses the same key £ as the first operation
because it was already quantified. The node no and interval i
are quantified for the first time in the second quantifier and
they may have the same values as m; and ¢; since nothing
restricts it.
IfindNode(—, k) ~;, n:
IfindNode(—, k) ~~;, no: Before(iy,is)

As the properties of the remove operation largely coincide
with those of the store operation, we model the remove
operation as a special store operation that associates the
special value | with the key to be removed. This way we
avoid restating the same properties twice.

IV-B2 Operation Preconditions Here, we formally define
several basic properties that capture the necessary precondi-
tions for the application of DHT operations. For example, a
node cannot join the network if it is already a member. Each
operation has preconditions that we detail below to ensure
accurate modelling.

a) Non-repeated Operations
The proposed axiomatization establishes that nodes cannot
repeat operations that have not yet terminated, i.e., nodes
cannot initiate operations if they have previously initiated an
identical operation and have not yet received a reply. Below
we specify this property for the store operation.

I
Vstore(n, k,v);,,store(n, k,v), : i1 # iz —>

Precedes(i1,i2) V Precedes(iz,i1)
L ]

The property ensures that if node n triggers multiple store
operations with the same key-value pair, then they do not
overlap, i.e., one operation terminates and precedes the other.
The non-repeating properties of the remaining operations are
identical and, hence, omitted.

b) Membership Operation Preconditions

DHT operations have preconditions related to membership,

which we model below.

1)Vstore(n, —, —);,

) : 3member(n);,
2)Vjoin(n);, : ~Imember(n);,

)

)

: Requires(i1,12)
: Requires(i1,12)
3)Vleave(n);,

4)Vfail(n);,

(
(
( : 3member(n);, : Requires(i1,i2)
( : 3member(n);, : Requires(i1,i2)

The first property ensures that node n can only start a
store operation during an interval where it is a member of the
DHT. Recall that the predicate Requires(i1,i2) holds when iy
is ongoing when ¢; starts. Conversely, the second property
ensures that a node can only join the network if it is not a
member. Finally, the third and fourth properties state that a
node can only leave the network and fail, respectively, if it is
a member.

c) Network State and Runtime Regimens

Certain DHT properties are expected to hold only under
specific network conditions. For instance, if two lookup
operations for the same key are executed, while the network
is in an ideal state and no store operations are ongoing,
then the two lookup operations should return the same value.
To specify this type of property, we identify two types of
such network conditions: (1) runtime regimen conditions that
characterize the type of DHT operations that are ongoing at a
given instant and (2) network state conditions that characterize
the network’s state at a given instant.

When it comes to runtime regimen conditions, we intro-
duce two runtime regimens modeled using the following two
interval predicates:

o Stable(iy) denotes that during interval i; no operations
that alter the node membership status occur (i.e., no join,
leave, or fail); put formally Stable(i1) is defined by:

Vig: (Fjoin(—),, V Jeave(—);, v Ifail(—);,)
= —Intersects(iy,i2)

e ReadOnly(i1) denotes that during interval 4; neither
membership status nor store operations occur (i.e., no
store, remove, join, leave, or fail); put formally
ReadOnly(iy) is defined by:

Vig: (Hjoin(—)iz
Jstore(—, —, —,

V Jleave(—);, V IHfail(—),, V
)i,) = —Intersects(i1, iz2)

When an interval is not in a Stable or ReadOnly regimen,
it is considered to be in a Standard regimen. We do not define
a predicate for this regimen, as it is not needed to model
DHT properties.

When it comes to network state conditions, some DHT
properties depend on whether the network is in a state where
every node holds sufficient information to forward messages
to every other node correctly. We refer to these states as ideal
states and use the predicate Ideal to model them, i.e., Ideal(i)
means that the network is in an ideal state during interval <.
The definition of ideal states is implementation-dependent. We
consider the network to be in an invalid state if it cannot reach
an ideal state through a sequence of implementation-dependent
maintenance operations.

The states Ideal and Invalid, can be seen as the standard
two-point lattice Invalid < Ideal, since all properties that hold
in invalid states also hold in ideal states. Similarly, the network
regimens, ReadOnly, Stable, and Standard, form a three-
point lattice, Standard < Stable < ReadOnly. This means
that, assuming no changes in network state, properties that



Ideal ReadOnly Ideal, ReadOnly
I Stable I Ideal, Stable Invalid, ReadOnly
Invalid i
Ideal, Standard Invalid, Stable
Standard

Invalid, Standard

Figure 2: Network state, runtime regimen, and product lattices.

hold in the standard regimen also hold in the stable regimen,
and those that hold in the stable regimen also hold in the read-
only regimen. Figure 2 illustrates both lattices and the product
of the two, resulting in a final lattice that describes the states
and regimens relevant for specifying DHT properties.

IV-B3 Functional Properties In the following, we present
our axiomatization of the functional properties DHT oper-
ations are expected to observe. Table II summarizes these
properties and indicates which DHT protocols are supposed to
satisfy each property. To make this assessment, we conducted a
detailed analysis of the relevant papers, examining the protocol
specifications and the algorithmic mechanisms underpinning
their design. For instance, the Responsibility Transfer property
requires protocols to include an explicit leave operation, which
is absent in Chord, Pastry, Kademlia, Koorde, and Kelips. In
Kelips, however, values associated with keys are shared among
the nodes of the same affinity group, resulting in implicit
responsibility transfer when a node fails or leaves.
We divide DHT properties into three groups:

o Value properties capture guarantees related with the val-

ues stored in the DHT;

o Key properties reason about the responsibility of nodes

with respect to keys;

e Structural properties capture aspects related to the net-

work structure and the membership of the DHT.

In the remainder of this section, we explain each property
together with its specification. To improve readability, we write
lookup(—, k,v) ~; (n/,v) € R to mean that the lookup
operation is contained in a network state or regimen R, where
R € {Ideal, Invalid, ReadOnly, Stable}. We use the same
notation for all other operations.

Property 1 Lookup Consistency. If a lookup obtains a key-
value pair, then it was previously written by a store operation.

I 1
Vlookup(—, k) ~;; (—,v): Istore(—, k,v)i,:

Precedes(iz2, 1) V Intersects(i1,i2)
L ]

The specification states that if a lookup for key k obtains value
v during interval i1, then a store of the key-value pair (k,v)
occurred during interval ¢5 which started before i; terminated,
meaning that either the store completed before the lookup
started (i.e., Precedes(iz,i1)) or the two operations occurred
concurrently (i.e., Intersects(iy,i2)).

Property 2 Value Consistency. In an Ideal state during a
ReadOnly regimen, all lookup operations for a given key
return the same value.

I
Vloeokup(—, k) ~4; (—,v1),
lookup(—, k) ~i, (—,v2) € ReadOnly, Ideal: vi = v

The property states that if two lookups for key &k occur during
an ideal state and read-only regimen, then both operations
obtain the same value (v; = v2).

Property 3 Value Freshness. In an Ideal state all lookup
operations for a key return the value written by the write
operation that most recently terminated, one of its concurrent
write operations, or an ongoing write operation.

I
Vleokup(—, k) ~;, (—,v) € Ideal:
Jstore(—, k,v)s, : Intersects(i1,i2) V
dstore(—, k, v)i, € MostRecentStores(i1): Precedes(iz,i1)
|

Where we use store(—,k,v);, € MostRecentStores(iy) to
mean that the store during ¢ is one of the most recent stores
that precede the interval i;, put formally:

Vstore(—, k, —);,: Precedes(iz,i1) = —Precedes(ia,i3)

The property states that if a lookup operation returns a
value v during an ideal state, then: (1) either the lookup
is concurrent with a store operation that stored the value v
(Intersects(i1,12)), or (2) the store operation that stored the
value v is one of the most recent stores that terminated before
the lookup started (Precedes(iz,i1)).

We also define a weaker variant of this property, called
Weak Value Freshness, that is only required to hold under
ReadOnly regimens. In an Ideal state and a ReadOnly regimen
all lookup operations return the value written by the most
recent write operation.

I
Vlookup(—, k) ~;, (—,v) € ReadOnly, Ideal :

(
Jdstore(—, k,v);, € MostRecentStores(i1): Precedes(iz,i1)
| |

Property 4 Key Consistency. In an Ideal state and Stable
regimen, all members agree on which member is responsible
for a key.

I 1
vVfindNode(—, k)~ n1, findNode(—, k)~ na € Ideal, Stable:

ny = Ng2
| |

The property states that if two find operations for key k occur
during an ideal state and stable regimen, then both operations
obtain the same answer (ny = ns).

Property 5 FindNode Lookup Consistency. If the lookup of

key k returns a value stored by node n, then n must be an
obtainable answer to the operation findNode of key k.

I
VfindNode(—, k) ~;, n:
Jdresponsible(n, k)i, : Intersects(i1,i2)
Vlookup(—, k) ~;, (n,—):
Jresponsible(n, k)i, : Intersects(i1,i2)




Table II: DHT properties, their respective classes, and whether protocols guarantee them.

Class Property

Chord Pastry Tapestry Kademlia CAN Koorde Kelips
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1) Lookup Consistency
2) Value Consistency
3) Value Freshness

Value Properties

4) Key Consistency
5) FindNode Lookup Consistency
6) Responsibility Expiration
7) Responsibility Transfer

Key Properties

8) Membership Guarantee
9) Reachability
10) Termination Completeness

Structural Properties

S SNX SN NSNS
NSNS X S XSNISSS
NSNS X SISSS
N X KX N XXX XN
S S NSNS
NS SNNX SN NSNS
N X NN X XN XS

Similarly to the member interval, we express that node n is
responsible for key & during interval ¢ as responsible(n, k);.
This allows us to define properties that explicitly reason about
responsibility for keys. The property states that if a find
operation during interval i; obtains the answer n for key
k, then n was responsible for £ during an interval i that
intersects ¢;. The same applies to a lookup operation that
obtains the answer n.

Property 6 Responsibility Expiration. When a node fails

and does not rejoin, it eventually stops being responsible for
any key.

I 1
Vfail(n);: NonJoin(n,i) =—> Vresponsible(n, —);: Finite(i)
| |

Where we use NonJoin(n,i) to mean that node n does not
join the network after interval ¢ ends, formally:

NonJoin(n,i1) <= Vjoin(n),,: Precedes(iz,i1)

The property states that if node n fails during interval ¢ and
does not rejoin, then all of its responsibility associations later
terminate, therefore eventually it will not be responsible for
any key.

Property 7 Responsibility Transfer. When a node leaves the
network it immediately ceases to be responsible for any key.

I 1
Vleave(n);, : NonJoin(n,i1) = ViindNode(—, —) ~=;, n:

Precedes(iz,i1) V Intersects(i1, i2)
L ]

In contrast to the previous property, departing nodes are tasked
with updating the remaining network and transferring their
key responsibilities. The property states that if node n leaves
during interval 7; and does not rejoin, then find operations that
return n must have happened before or concurrently with the
leave operation.

Property 8 Membership Guarantee. The node returned by

a functional operation must have been a member for at least
one instant during the execution of the operation.

I 1
Vlookup(—, —) ~»i; (n,—): 3member(n);, : Intersects(i1,i2)
| |

The property states that if a lookup operation for key £ returns
a node n during the interval ;. Then n was a member during
an interval ¢ such that ¢; and io intersect. This property
is a family of axioms that needs to be written for each
operation that returns a node, here we presented it for the
lookup operation.

Property 9 Reachability. If a node n is a member during an
Ideal state, then all findNode operations of the key with the
same identifier as node n must return n.

I
vVfindNode(—, k) ~;, n € Ideal, member(n’);, :

k=1id(n') A In(i1,i2) = n=n'
|

This property uses the function id which maps nodes to their
identifiers. It states that if one performs a findINode operation
during an ideal state on a key corresponding to the identifier
of a member node, then the reply should be the node itself.

Property 10 Termination Completeness. Functional opera-
tions that start during an infinite stable regimen terminate.

I 1
Vstore(—, —, —)i,,i2: In(i1,42) A Stable(iz) A —Finite(iz)
= Finite(i1)
L ]

The final property states that in the absence of membership
disruptions, every operation terminates. This property is a
family of axioms that needs to be written for each functional
operation, here we presented it for the store operation.

V. ALLOY MODEL

This section describes our encoding of ATL in Alloy and
how it was used to develop an Alloy model of our DHT ax-
iomatization.

A. Encoding ATL in Alloy

The main component of ATL are intervals. All intervals
must start, so all intervals have a starting boundary, but
since they may never end, intervals have one or zero ending
boundaries. Intervals are thus defined by their boundaries.
In our ATL library we model both intervals and boundaries
with signatures, which are used in Alloy to declare sets of
entities. To associate intervals with the respective starting and



ending boundaries we use two binary fields, which in Alloy
are relations containing pairs of elements, the first belonging
to the domain signature (where the field is declared) and
the second to the target signature. Field declarations can
include a multiplicity keyword that restricts the number of
target elements associated with each domain element. The
variable signatures ongoing and Happens are used to capture
the subset of intervals and boundaries that occur at each state
along a trace.

sig Boundary {}

abstract sig Interval {

start : one Boundary, end : lone Boundary

}
var lone sig Happens in Boundary {}
var sig Ongoing in Interval ({}

Two auxiliary functions are used to define the subset of
intervals that are currently starting and ending. Starting in-
tervals are those whose start boundary occurs, represented
by start.Happens, and ending intervals are those whose
end boundary occurs, represented by end.Happens. Here we
used the dot-join composition operator to determine the set
of intervals associated with any boundary currently in the
subset Happens.

fun Starting :
fun Ending

Interval { start.Happens }
Interval { end.Happens }

Using these functions we can concisely specify the contents
of the ongoing intervals with the following fact.
fact { always {
(Starting + Ending) in Ongoing
Ongoing’ = Ongoing - Ending + Starting’ }
}

Inside the temporal logic operator always we first specify
that all intervals that are starting or ending (denoted by
Starting + Ending, Where + is the set union operator) are
also contained in ongoing. Then, we specify the set of ongoing
intervals in the next state (denoted by ongoing’, where prime
is the operator that determines the next state value of an
expression) as the union between current ongoing intervals
that do not end (denoted by ongoing - Ending, where - is
the set difference operator) and those that start in the next
state (denoted by starting’).

With the signatures and their rules established, it is now
possible to model the interval predicates. Below, we define
the Starts predicate.
pred Starts[il

eventually
eventually

Interval, i2 Interval] {
((i1 + i2) in Starting)
(12 in Ongoing and il not in Ongoing)}

The first expression ensures that 7; and 7o start simultaneously,
while the second expression ensures that ¢; ends before 5.

Our encoding also allows for intervals that span a single
time instant (i.e., that start and end at the same state), which
we refer to as singletons. The predicate singleton holds when
an interval is a singleton.

pred Singleton [i : Interval] { i.start = i.end }

B. DHT Component Model in Alloy

To translate our DHT axiomatization into Alloy we first
declare signatures to model keys, values, and nodes. For sim-
plicity, nodes and keys are represented by their corresponding
identifiers. Since they are of the same type, we opted to define
node identifiers as an extension of key identifiers, meaning that
some key identifiers are also node identifiers.

sig Key, Value {}
sig Node extends Key {}

Each DHT operation is modeled as a signature that extends
the Interval signature, effectively identifying each operation
by the interval during which it occurs. To simplify the model,
we group functional operations into an abstract signature
FunctionalOperation and membership operations into an
abstract signature MembershipOperation. These signatures
hold all the attributes that the respective operations have
in common. The FunctionalOperation abstract signature is
declared as follows:
abstract sig FunctionalOperation extends Interval ({

node, key, replier : one Node
}{ not Singleton[this] }

This signature has three field declarations: node, representing
the node on which the operation is invoked; key, representing
the target key of the operation; and replier representing
the replier node. Furthermore, we require that the interval
associated with each functional operation is not a singleton
(i.e., it must span more than one time instant) via the signature
constraint not Singleton[this].

The store, lookup, and findNode functional operations
are then declared as extensions of FunctionalOperation:

sig Store,
value:

Lookup extends FunctionalOperation ({
one Value

}

sig FindNode extends FunctionalOperation {}

Note that the signatures store and Lookup have an additional

field va1lue representing the value being stored or looked up.
The MembershipOperation abstract signature is declared

as follows:

abstract sig MembershipOperation extends Interval {

node: one Node

}

It has a single field node, representing the node on which the
operation is invoked. In contrast to functional operations, not
all membership operations are required to be non-singleton
intervals. In particular, the fail operation spans a single time
instant. Hence, the membership operations that are required to
span multiple instants must explicitly include that constraint.
sig Join, Leave extends MembershipOperation {} {

not Singleton[this]

}

sig Fail extends MembershipOperation{} {
Singleton[this]

}

Lastly, we also model membership status, regimens, and
states as intervals:



sig Member extends Interval { node : one Node }
sig Ideal, ReadOnly, Stable extends Interval{}

A Member interval represents an interval during which its
corresponding node is a member of the DHT.

C. Modelling DHT Properties in Alloy

Basic properties can be translated directly to facts using
the ATL predicates provided by the library described above.
As an example, consider the Alloy specification of the non-
repeated operations property. We specified this property for
the store operation as:

Vstore(n, k,v);,,store(n, k,v);, :
i1 # iy = Precedes(iy,i2) V Precedes(iz,i1)

In Alloy it is specified as follows:

fact { all disj il, i2 : Store {
{ il.node = i2.node
il.key = i2.key

il.value = i2.value

} implies
(Precedes[il, i2] or Precedes([i2, il]) }

The Alloy fact is an almost direct encoding of the property
and ensures that for every pair of different store operations
with the same arguments, one operation precedes the other.
Note that the requirement that i; # i is specified by the disj
modifier on the universal quantifier.

Since operations that share the same properties are grouped
into abstract signatures we can specify some properties just
once for the abstract signature, instead of repeating them for
each operation. For example, the membership requirement

property was previously formalized for store as follows:

Vstore(n, —, —);, : Jmember(n);,: Requires(iy,iz)

In Alloy we can generalize this property for all func-
tional operations by quantifying over the abstract signature
FunctionalOperation:
fact { all il : FunctionalOperation {

some i2 : Member ({

il.node = i2.node and Requires[il,

b}

i2]

VI. EVALUATION

This section evaluates our ATL encoding and DHT axioma-
tization, aiming to address the following two evaluation ques-
tions: (1) Does the DHT axiomatization cover the main classes
of DHT interactions present in current implementations?
(2) Does the DHT axiomatization prevent undesirable be-
haviours that violate fundamental DHT properties? To answer
these questions we relied on a combination of two techniques:
scenario exploration and verification of derived properties. The
analysis was conducted using the MiniSAT solver with Alloy’s
bounded model-checking engine, with scopes of 10 intervals,
15 boundaries, 5 keys, and 5 values. Results were obtained
on a machine with 16 GB RAM and an Intel Core i7-8565U
CPU. Times are reported in seconds.
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Figure 3: Alloy generated trace of scenario S4.
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Figure 4: Abstract representation of Alloy generated trace of sce-
nario S4.

A. Scenario Exploration

We used our Alloy DHT model to describe a range of valid
DHT execution scenarios and checked whether Alloy could
generate execution traces corresponding to each of them. The
specified scenarios were the following:

S1: All nodes initiate at least one operation;

S2: All nodes initiate at least one operation that terminates;

S3: All nodes either fail or initiate at least one operation;

S4: Concurrent lookup operations return different values;

S5: Every type of operation is executed;

S6: Every type of functional operation is executed and

terminates;

S7: A lookup operation reads a value written by a concur-

rent store operation;

S8: A node that leaves the network is later the returned

node of a find node operation;

S9: A node fails and is later returned as the answer to a

find node operation;

S10: A find node operation is performed using a key that

matches the identifier of a node that previously left.

As expected, Alloy successfully generated valid traces for all
of the above scenarios. Table III reports the time taken by
Alloy to generate each scenario and the required minimum
trace length.



Table III: Alloy Analyzer performance in scenario exploration.

Scenario | Time (s) | Steps
S1 49 2
S2 48 3
S3 98 3
S4 102 3
S5 99 3
S6 110 4
S7 98 3
S8 165 4
S9 168 4

S10 254 5

Figure 3 depicts a trace with five steps generated for the
fourth scenario, where two lookup operations obtain different
values for the same key. Figure 4 illustrates an abstract
representation of the same trace. To improve readability, we
represent the starting intervals in green, the ending intervals
in red, and the remaining intervals in white. The whole
trace occurs in an ideal state, where each member can send
messages to every other member, and during a stable regimen,
where nodes do not exit nor join the network. The generated
trace is as follows: (1) At instant ¢1, node ng initiates a store
operation of the key-value pair (k,vp) which terminates at
instant to with a reply from n;. (2) Concurrently, at instant
t1, node n; initiates a store operation of the key-value pair
(k,v1) which terminates at instant ¢, with a reply from ng. (3)
At instant ¢5, node n initiates a lookup operation for £ which
terminates at ¢3 obtaining value v1; (4) At instant ¢35, node ng
initiates a lookup operation for key k& which terminates at t4
obtaining value vg. This trace captures the fact that if two store
operations for the same key overlap, then either of the two
corresponding values may be returned by subsequent lookup
operations.

These results show that our DHT axiomatization can be
used to generate non-trivial workloads to test real DHT
implementations.

B. Derived Assertions

As a second way of validating our axiomatization, we
devised a number of assertions that must be satisfied by
any DHT protocol satisfying our axiomatization and used
Alloy to verify their bounded correctness. More specifically,
we instructed Alloy to generate counter-examples for the
following assertions:

Al: No functional operations are initiated if there are

no members;

A2: During a global ideal state, lookups do not return

stale values;

A3: Value Freshness implies Weak Value Freshness;

A4: If the network is always in the ideal state, then Value

Freshness implies Lookup Consistencys;

As expected, Alloy could not find counter-examples for the as-
sertions above, thereby establishing their bounded correctness.

Table IV: Alloy Analyser performance checking derived assertions.

Time (s)

Assertion | 10 steps | 15 steps | 20 steps
Al 775 1375 2410
A2 649 1387 2352
A3 100 321 712
Ad 122 183 328

Table IV reports the time required to check these assertions
for 10, 15, and 20 steps. As expected, the time increases
significantly as the number of steps grows.

VII. CONCLUSION

DHTs are essential for large-scale decentralized peer-to-peer
systems, enabling node discovery and efficient and effective
data storage. To reason about their correctness, we proposed
an implementation-independent axiomatization focusing on
the functional guarantees DHTs are expected to provide.
This axiomatization allows systematic reasoning and facili-
tates comparisons between the guarantees offered by different
DHT designs and protocols. To model this axiomatization we
developed a new encoding from Allen Temporal Logic into
FO-LTL, implemented as an Alloy library. This library enables
the specification and verification of systems that involve time-
spanning events, extending its utility beyond just DHTs. The
proposed ATL to FO-LTL encoding and the DHT axiomatiza-
tion are available as two separate open-source projects.'

As future work, we plan to analyse concrete DHT imple-
mentations, evaluating which axiomatization properties they
uphold. To achieve this we will instrument the targeted DHT
implementations to log node operations and use the generated
logs to check which axiomatisation properties are satisfied.
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