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Abstract

Distributed Systems are becoming increasingly prevalent in our daily lives and their rele-

vance has never been so prominent in everyday activities. This naturally leads systems to

increase in complexity and dimension, with users having much higher expectations about

the performance and correctness of these systems. This creates a significant pressure for

conducting systematic and detailed performance assessments of novel proposals through

experimentation.

Conducting experiments on distributed systems can be challenging, since one has

to launch multiple processes and retain control over them. While you can manually

run and control experiments for small distributed systems, such possibility becomes

daunting when large-scale distributed systems such as peer-to-peer systems or recent

proposes in the context of Web 3.0. To be able to extract key performance metrics, which

depend heavily on the underlying network, and since the networks where these systems

operate are many times unstable, this can lead to inconclusive results. Moreover, when

considering systems operating at a global scale, it is extremely hard to have access to

competitive resources in many locations, to achieve realistic conditions. To emulate the

underlying network realistically we can use Linux tc to shape links between the end

hosts to exhibit target properties. To do this for large systems with thousands of nodes is

however, very complex.

In this work, we introduce a tool that assists in defining and executing experiments for

large scale distributed systems, using container technology and network emulation. We

present an architecture where a manager node exists per physical machine, and this man-

ager is responsible for all the application nodes in that physical machine. This responsi-

bility goes from receiving the experiment information (network topology, link properties,

dynamic events), to ensuring that every application node receive their corresponding

events. Lastly, we evaluated our tool by conducting experiments and comparing it against

state-of-the-art tools, evaluating their performance when emulating large distributed

systems.

Keywords: Large Scale Distributed systems evaluation, network emulation, container

technology
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Resumo

Os sistemas distribuídos estão cada vez mais presentes no nosso dia-a-dia, e a sua impor-

tância nunca esteve tão em destaque nas actividades do dia-a-dia. Naturalmente, isto leva

a que os sistemas aumentem a sua complexidade e dimensão e que os seus utilizadores

tenham maiores expectativas sobre o desempenho e exatidão destes sistemas. Isto cria

uma pressão significativa para a reliazação de avaliações sistemáticas e detalhadas do

desempenho de novas propostas através de experimentação.

A realização de experiências em sistemas pode ser desafiante, uma vez que se tem de

lançar múltiplos processos e manter o control sobre estes. Enquanto se pode executar e

controlar experiências manualmente em sistemas distribuídos pequenos, tal possibilidade

torna-se impossível quando em comparação com sistemas distribuídos de larga escala,

tais como sistemas entre-pares (do Inglês peer-to-peer, P2P) ou propostas recentes no

contexto da Web 3.0. A extração de métricas de desempenho dependem fortemente da

rede subjacente, e uma vez que estas redes onde os sistemas operam são muitas vezes

instavéis, isto pode levar a resultados inconclusivos. No entanto, quando consideramos

sistemas que operam numa escala global, é extremamente difícil ter acesso a recursos

competitivos em muitas localizações, para conseguir alcançar condições realistas. Para

emular realisticamente a rede subjacente, podemos usar o Linux tc para moldar ligações

entre os end hosts para exibir as propriedades alvo. Para o fazer para grandes sistemas

com milhares de nós é, no entanto, muito complexo.

Nesta dissertação, introduzimos uma ferramenta que assiste na definição e execução

de experiências para sistemas distribuidos de larga escala usando a tecnologia de contai-
ners e emulação de rede. Introduzimos uma arquitectura onde existem um nó gerente

por máquina física, sendo este nó responsável por todos os nós aplicacionais naquela má-

quina física. Esta responsabilidade vai de receber informação relevante para a experiência

(i.e. topologia de rede, propriedades das ligações, e eventos dinamicos) de modo a asse-

gurar que cada aplicação recebe os seus correspectivos eventos. Por ultimo, realizámos

experiências e comparámos a nossa ferramenta com outras existentes, avaliando a sua

performance ao emular grandes sistemas distribuidos.
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1

Introduct ion

1.1 Context

Distributed systems have become essential in our daily lives. In broad terms, a distributed

system can be de�ned as a group of processes, many times executing on di� erent ma-

chines, that exchange information through a network as to cooperate to achieve a given

goal. Due to their increasing relevance, their dimension and complexity have also be-

ing increasing, which leads to signi�cant challenges when testing and validating their

correctness.

Correctness can be demonstrated by formal methods, enabling to show that under a

given set of assumption regarding networks and faults (among others) the system is able

to continue to operate and produce correct results. Another aspect that is also relevant is

the attained performance, since the expectations, from users are also becoming increas-

ingly strict. In this context, it becomes essential to reliably measure key performance

indicators, such as latency or throughput, in a realistic execution environment.

Creating realistic experimental conditions, when addressing large-scale distributed

system, such as peer-to-peer systems, where thousands of processes are executing on

machines scattered throughout the world with variable network conditions, is not an easy

task as this environment is hard to create (i.e. access thousands of machines scattered

throughout the world). Unfortunately the performance of such systems is many times

highly dependent of the real network conditions, and scale.

One way to circumvent this challenge is to rely on simulation tools. However, these

might (easily) produce results that are not accurate since the logic being executed is not

exactly the same as in the real application, while the network conditions, will in most

tools, not fully capture the intrinsic characteristics of the real execution environment.

An interesting alternative to this is to rely on emulation, where the real system code is

executed in an emulated network, meaning under a network that is de�ned and controlled

by software to exhibit similar properties to the real network where one expects the system

to operate in reality. However, when considering large-scale systems, with thousands or

more processes running on di� erent machines, emulating such complex network is hard

1



CHAPTER 1. INTRODUCTION

and error-prone. Moreover, coordinating the execution of a large number of processes

over the emulated network is also daunting, specially when considering that multiple

physical machines might be required.

In the case of our work, an emulated network is achieved by controlling the links

connecting each node. Controlling such links is achieved by using Linux tra � c control

to shape outgoing tra� c at the host to the desired properties. While this task may seem

simple, it runs into many obstacles such as scalability issues with the amount of �ltering

and the complexity of setting up Linux tc.

1.2 Motivation

Distributed systems are often used to provide services online. These online services must

be reliable and scalable, as increase in latency or lack of reliability can have impact on

customers trust [12]. In order to estimate if changes in the system can have an impact

on these properties, experiments must be reliably conducted. Experiments in small

sized distributed systems can be executed manually, where the person conducting the

experiment (practitioner) controls each node individually by hand. While this may be

tedious, but possible in small distributed systems, it becomes downright impossible to

manually launch and control each node in a large-scale distributed system. Running

experiments on a large scale distributed system is a hard task, since there are hundreds

or thousands of processes concurrently being executed. Experiments that require the use

of multiple machines can be costly when conducted on physical hardware. However, one

way to address this issue is by using container technology to reduce the overall cost.

Extracting metrics from experiments in large-scale distributed systems can also prove

to be a hard task, as they can heavily depend on the system execution environment. To

extract reliable metrics, it is necessary to control the environment in which the experiment

is executed, which includes controlling the underlying network. Emulation techniques

can be used to control the underlying network and create a controlled environment.

While there are many emulators that provide a controllable network model, in a large

scale scenario, scalability issues may arise. These emulators di� er on their architecture as

some model the whole network including the network devices, such as routers, switches,

access points, etc. Other emulators only enforce the network properties at each host using

tools, such as Linux tra� c control to shape outgoing tra � c.

Finally, these emulators must allow to control the �ow of execution within the ex-

periment and to dynamically change network properties, so the level of realism can be

similar to that of an actual deployment. There is however, no tool that provides all of

these features, being scalable and generic (i.e. independent of the type of distributed

system being tested). In this ware our work tackles this lack of adequate solutions.

2



1.3. CONTRIBUTIONS

1.3 Contributions

The main contributions of this dissertation are the following:

• A new tool, named Symphony, that simpli�es the planning and execution of experi-

ments for large-scale distributed systems, taking into advantage container technol-

ogy and realistic network emulation.

• An experimental evaluation of Symphony that shows the bene�ts of Symphony

when comparing against a state of the art network emulator, both in their capability

of emulating a single link to how they scale against larger distributed systems.

1.4 Research Context

The work conducted in this thesis emerged from a collaboration of the NOVA School of

Science and Technology and Protocol Labs [30]. Protocol Labs is a company that special-

izes in research and development of large-scale decentralized distributed systems. Some

examples of their work include: Filecoin, a cryptocurrency based on a distributed storage

systems designed to store humanity's information; IPFS, a distributed system for �le

sharing; libp2p, a framework for developing distributed and decentralized applications;

TestGround, a platform for testing, benchmarking and simulating distributed and P2P

systems.

This work comes in the context of the research project of a multi level DHT evaluation

in real systems, where this tool will be leveraged to assist in the planning and execution

experiments so that relevant metrics can be extracted for evaluation without having to

pay the cost of deploying a real system which would be unfeasible in the context of IPFS.

This work also stems from the large experience in the computer science department on

experimental assessment of distributed systems, as these experiments have a high cost in

both human e� ort and time.

1.5 Document organization

The continuation of this document is organized in the following manner:

• Chapter 2 is where related work is discussed. It starts by detailing what is a dis-

tributed system and how to evaluate them. Then we move on to network models

where we de�ne concepts on network models. We look into a few simulators and

discuss their viability for this work. Furthermore, we compare virtualization and

containerization and discuss containers orchestrators options. We look into emula-

tion and analyze emulators and discuss their limitations. Finally, we look into other

tools for testing used in the software industry.

3



CHAPTER 1. INTRODUCTION

• Chapter 3 is where we present Symphony. Starting by stating its requirements,

followed by the system architecture. After that, we present the implementation

of Symphony, explaining how each component is implemented and discussing the

implementation details. Lastly, we present a possible service architecture imple-

mentation, which will be used in the following experiments.

• Chapter 4 is where we document how to use and con�gure the work done in this

dissertation. We start by documenting each experiment con�guration �le parameter,

stating its meaning and its possible values. Followed by an explanation on how to

con�gure the service to have it executing on a cluster of physical machines.Then we

state how an user can interact with the service and best practices on how to do it.

Lastly, we present and explain a few examples of experiment con�guration �les.

• Chapter 5 is where we evaluate the work done in this dissertation. We start by

presenting the evaluation goals. Followed by the experiment use cases that will be

used to evaluate our work. Then we present the environment where all uses cases

where executed. Lastly, we present and discuss each use case experimental results

and their corresponding con�guration.

• Chapter 6 is where we present the conclusion of the work done in this dissertation

and present the future work.

4



2

Related Work

In this chapter we �rst detail how to evaluate distributed systems, where we present

di � erent methods of evaluation and discuss some relevant metrics to be measured when

conducting an evaluation of a distributed system (Section 2.1).

We then detail a few concepts on network models, and present techniques that enable

to emulate di � erent networks topologies as well as control key properties of (individual)

network links (Section 2.2).

Next we address simulation as a means to materialize a network model, and then we

analyze simulators to contextualize the work done in this thesis with these tools (Section

2.3).

In the following section, we look into virtualization and containerization as techniques

to provide an isolated execution environment, providing their de�nitions and presenting

the most popular container orchestrators currently available (Section 2.4).

We discuss existing wares, that similarly to this one, focus on emulation, providing

an overview of how they operate and their limitations (Section 2.5).

Lastly, we discuss other tools used in the industry for testing distributed systems and

discuss how these tools relate to the work done in this dissertation (Section 2.6).

2.1 Evaluating Distributed Systems

Distributed systems, by de�nition, are composed by a group of processes that are con-

nected through a network, where they cooperate to achieve a certain goal. In the dis-

tributed system environment there are some common assumptions that must be made in

order to reason about the state, operation, and evolution of the distributed system, being

the main classes of assumption divided in the following groups [9]:

Timing assumptions captures how time is perceived by a system, and can be either

synchronous or asynchronous. An asynchronous system does not make any timing as-

sumptions about processes and links, but it can measure the passage of time with the

transmission and delivery of messages, with a happens-before relation between messages.

On the other hand, a synchronous system imposes an upper bound on computation and
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communication, this means that the system limits the time of executing steps or message

transmission to always less than the upper bound.

Internal state model which commonly perceives every process is a deterministic

automaton that owns a set of states, an initial state, and each state has input and output,

as variables that act has a gate to send or receive information to the exterior.

Fault model is a model that dictates how to perceive process failures. The existing

fault models are: crash fault, omission fault, fail stop and Byzantine:

The crash fault model imposes that once a process fails it stops message transmission.

The omission fault model dictates that on a process fail it will omit the transmission

of an arbitrary number of messages.

Fail stop model acts as the crash fault model, but additionally it will notify all the

other process of its failure.

Byzantine model states that on a process fail it can have an arbitrary behavior.

Network model captures the behavior exhibited by the network. Some existing net-

work models are: fair loss links, stubborn links, perfect links, logged perfect links and

authenticated perfect links. Fair loss links does not guarantee every message will be de-

livered, but it provides the fair loss property: If a message is sent an in�nite number of

times, it will be delivered an in�nite number of times.

Stubborn links operate over fair loss links and send every message an in�nite number

of times, causing it to be delivered an in�nite number of times. This model is used as the

base for the remaining models.

Perfect links provide reliable delivery and no duplication, which states that if a mes-

sage is sent, it will be eventually delivered only once.

Logged perfect links also guarantees reliable delivery and no duplication, but it logs

message delivery so that if a process crash and reboots, it does not deliver the same

message twice.

Authenticated perfect links o � ers the above-mentioned properties but replaces the no

creation property for authenticity property. The authenticity property dictates that if a

message is delivered and its sender p is correct, then the message was sent by p. This is

ensured by having an authenticate function before sending the message that veri�es its

sender and the message contents.

When evaluating distributed systems there are two main venues that can be pursued

and that are complementary among them: a formal evaluation or measuring key system

performance indicative metrics. A formal evaluation consists of proving the correctness of

the system under a given assumption model, but this evaluation does not provide insight

on the system performance. Measuring system performance metrics, according to their

relevance to end users, like latency or throughput, is a way to determine a distributed

system adequacy for real usage.

To measure attributes like average latency or throughput, since they can highly de-

pend on the underlying network and the network might exhibit an unstable behavior
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during experiments, the results can be inconclusive [3]. In order to have conclusive eval-

uations of distributed systems there is a clear need to control the network layer. This can

be achieved using either emulation or simulation to create a controllable network over

which the target system can be evaluated.

2.2 Network Models

In this section we will further improve on the de�nitions of network models referred in

Section 2.1, and provide further relevant concepts about networks that are relevant to

our ware. Then we continue by explaining how to control the network layer, and �nally

we look into tools that shape the network considering a set of desired properties.

2.2.1 Concepts

The network models are assumptions on how each network link between two processes

behaves, and they are usually essential to prove the correctness of distributed protocols

and distributed system formally.

A real distributed system deployment environment is composed of (potentially) thou-

sands of links whose combination forms a network, over which the system operates. In

these networks, a link is materialized at the physical layer by (potentially shared) hard-

ware, hence network hardware failures can result in multiple links a � ected. These link

failures can create network partitions, which are when link failures segment (usually

temporarily) the network so that a node A cannot communicate with node B (or more

generally become unreachable by another set of nodes).

The most popular networks are the local area network (LAN) and the Internet. LAN

is an individual network that covers a small location and is owned by individuals, its

characteristics are its ease of resource sharing within the network, high data transfer rates,

high �delity, low latency, low error rate, and a high homogeneity of devices connected to

it. Unlike a LAN, the Internet is a global network that has varying latencies, is error-prone,

highly volatile, and prone to form network partitions exhibiting a high heterogeneity of

devices connected to it.

2.2.2 Control the Network

In order to guarantee a stable network across multiple experiments there is a need to

manage and control it. Controlling the network depends on the type of network itself, so

we will analyze how to control each network type:

Software de�ned networks (SDN) [7] are virtual networks that separate the control

and data plane, o� ering more control and �exibility. By separating control and data

planes, it separates the decisions of network elements (routers, switches, and access

points) from the data plane, which is where all application data is sent. Resulting in

all decisions relevant to the network topology, routing, and network properties being
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managed centrally at the control plane. The control plane in SDNs is usually managed

by a centralized component that has visibility over the whole network and dispatches

messages to setup and maintain the desired network topology by controlling individual

network hardware components.

Data centers use virtual networks to guarantee network resources to tenants [4]. Many

data centers operate in a pay-as-you-go basis for allocation of computation for tenants.

This allocation is ensured using virtual machines that isolate machine resources from

other tenants, however all tenants share the intra-cloud network. This sharing of the

intra-cloud network can lead to unpredictable performance, so data centers use a virtual

network to mitigate that risk. These virtual networks can be divided into virtual clus-

ters and virtual oversubscribed clusters, but both utilize a management plane and data

plane. The management plane receives tenants request and allocates resources, while

maintaining each bandwidth share across the physical network. The data plane limits

each VM bandwidth rate at the end-host hypervisor, and therefore, there is usually no

need for reservations at datacenter switches. Using both these methods (maintaining each

bandwidth share and limiting each VM bandwidth at the end-host hypervisor) virtual

networks are able to allocate and isolate network resources from di � erent tenants.

Finally, there are networks, like the Internet, that are built without using software

management like SDN and data center virtual networks. The Internet is built on top of

network devices in a decentralized manner. In order to control these networks, we must

control the links connecting each node, for that we use tools that can shape those links at

the host to exhibit target properties. We will examine such tools in detail bellow.

2.2.3 Linux Tra � c Control

Linux tra � c control (linux tc) is a program that enables manipulation of tra � c control

elements and monitoring of the bandwidth usage of active connections [1]. It o � ers an

interface to apply �ltering of data and manipulation of network properties through the

use of queuing disciplines. This combination of �ltering and queuing disciplines is what

shapes tra� c at the end host, as to enforce limitations on both latency and bandwidth

(notice however that the maximum bandwidth and minimum latency depend on the

underlying hardware).

2.2.3.1 Queuing Disciplines

Queuing disciplines [37], or qdisc, are queues that handle how packets are sent to the

hardware network device. When packets are sent to the network from an application,

they are �rst enqueued into the designated qdisc then dequeued and sent to the hardware

network device, enabling the qdisc to store tra � c when the hardware cannot. These

queues can also have mechanisms to control network properties (delay packets, limit

bandwidth, drop packets), which we will analyze further ahead. Qdiscs are divided into
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classfull or classless qdiscs and have the following interface: enqueue, dequeue, requeue,

drop, init, change, reset, destroy, and dump.

Classless qdisc do the most basic shaping of tra� c, such as delaying, reordering and

dropping packets. Some classless qdisc are:

• Fifo is a qdisc that has a �fo queue that packets transverse, and it's the simplest

qdisc.

• Token Bucket Filter (TBF) is a qdisc allows tra � c to go through until it reaches a

threshold. It is implemented as a virtual bucket that has multiple tickets, when

a packet is enqueued it tries to acquire a ticket. If there is none available it will

wait for a certain amount of time, otherwise it gets a ticket and passes through. If

packets arrive more frequently than tickets, eventually packets will get dropped.

• Stochastic Fairness Queuing (SFQ) is a qdisc that reorders its queue, resulting in

each packet having a probability of being sent.

• Network Emulator (netem) is a qdisc that allows manipulation of network proper-

ties, such as add delay, drop packets and more.

• Heavy-Hitter Filter (hhf) is a qdisc that targets heavy hitters, meaning it tries to

locate heavy �ows and allocate them to separate queues with less priority, so that

this tra � c does not a� ect critical tra � c.

• Random Early Detection (red) is a qdisc that detects when a �ow surpasses a thresh-

old of bandwidth, and it starts randomly dropping packets to simulate physical

congestion.

• Fair Queue Scheduler (fq) observes TCP pacing and scales the number of �ows

within the qdisc.

• CoDel (codel) and Fair Queuing CoDel (fq codel) are both qdiscs that use queues

that utilize the active queue management algorithm (AQM). This algorithm was

devised to address the shortcoming of red and its variants. The Fair Queuing CoDel

combines both fair queue and the codel models, to give a fair share bandwidth to

all �ows using the queue. This is the default qdisc since systemd 217 [2].

Classfull qdisc can contain additional qdiscs and �lters attached to it. Packets when

enqueued will follow the rules of the qdisc and either be processed at the root and then

dequeued, or sent to a class within the qdisc. All tra � c that does not get classi�ed within

the qdisc can just be dequeued into the hardware device, but this can depend on the

existing qdisc. The most popular classfull qdisc are the Hierarchy Token Bucket and the

Hierarchical Fair Service Curve.
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Hierarchy Token Bucket (HTB) uses tokens and buckets to control tra � c, more pre-

cisely it is widely used to restraint bandwidth usage. The htb qdisc architecture is rep-

resented in Figure 2.1, all its classes have the same attributes and work in the following

manner:

Figure 2.1: Flow of borrowed tokens in an HTB qdisc, adapted from [37].

1. Packets are enqueued at the root qdisc.

2. The root qdisc classi�es packets and sends them to its parent class, and it repeats

until the packets reach a leaf class.

3. If its state is lower than the rate attribute, the leaf classes will dequeue packets

while there are tokens left and other classes will lend tokens to their children.

4. If its state is between the rate and ceil attribute, the leaf classes will try to borrow

tokens from their parent and dequeue packets correlated to the amount of tokens

borrowed. The other classes will try to borrow tokens from their parent and lend to

their children in quantum increments.

5. If its state is higher than the ceil, the leaf classes do not dequeue packets, delaying

them to achieve the proposed rate. The other classes will not borrow or lend any

tokens.

6. After acquiring their respective tokens, packets transverse the structure until they

reach the root qdisc and are dequeued to the hardware device.
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This architecture only applies shaping in the leaf nodes, meaning that the sum of

rates of leaf classes should not be greater than the ceil of their parent. This rule exists so

that leaf classes do not ignore the parents rate, which will happen if their sum is bigger

than their parents rate.

Hierarchical Fair Service Curve (HFSC) uses the network packing scheduling algo-

rithm [33], to guarantee precise bandwidth and delay allocation for its leaf classes and to

fairly allocate excess bandwidth within the class hierarchy minimizing the gap within the

service curve and the service provided. In order to understand the HFSC qdisc, �rst we

need to understand service curves. A service curve is a non decreasing function that refers

to some time unit and dictates the amount of service at each speci�c point of time. These

curves must allow taking into account idling periods and evaluating based on earlier

active periods [24].

The HFSC is devised into three criterion: realtime criterion, linksharing criterion, and

the upper limit criterion. Realtime criterion ignores class hierarchy to guarantee precise

bandwidth and delay allocation. It uses the packets real time and eligible time, in order

to send the packet with the shortest deadline that has a real time higher than the eligible

time.

Linksharing criterion is responsible for distributing bandwidth across the class hi-

erarchy. This criterion does not compare real time with virtual time, it only uses the

virtual times of all active sub classes in order to schedule the one with the lowest virtual

time. Although this approach works, it cannot guarantee fairness with non linear service

curves.

Upperlimit criterion is an extension of linksharing criterion that only permits sending

if packets real time is lower than �t time. This means that it limits the bandwidth available

for all its children while updating each of their virtual time in order to guarantee fairness

of bandwidth allocation.

2.2.3.2 Filters

Filters are one of the key components of the Linux tc, they can be attached to classfull

qdiscs, allowing classi�cation of packets when they enter the root qdisc and determine to

which subclass the packet must go. One of �lters main component is its classi�er, with

the most common being the u-32 �lter [39]. This �lter allows matching of bit �elds in

the packet, since using bits and masks is not an easy task, it o� ers two modes:

• The �rst mode being a �lter that assigns packets to a destination based on packets

attributes. This mode can be used to chain �lters to form a tree-like structure.

• The second mode is to serve hashtables, meaning that a �lter would select a hashtable

and select an attribute (selector). This selector would be used to compute a hash

and use the computed hash as a key look up for its next �lter or destination.
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The use of hashtables within u32 follows this pattern: Create a hashtable by giving it a

divisor and an ID, create or link �lters to such hashtable and de�ne how the hash should

be computed, and �nally add �lters to the buckets in the hash table. To simplify this last

step a sample hash can be given, so the �lter will be added in the sample bucket.

The other Filter component is a policer, which classi�es tra � c in a binary manner and

sends it to the corresponding destination. This can be particularly useful to limit tra � c

income as to limit one's bandwidth consumption.

2.2.3.3 Example

Here we present and discuss an example of shaping outgoing tra� c with Linux tc, which

will combine all topics discussed previously: queuing disciplines and �ltering. In this

example we have a root htb qdisc that has two leaf htb classes, one that contains a netem

qdisc and the other a Fifo qdisc, as illustrated by Figure 2.2.

Figure 2.2: Example of shaping with Linux tc, adapted from [37].

1. All incoming tra � c enters through the root htb qdisc, and it is redirected into his

�lter.

2. This �lter distinguishes tra � c into tra � c going to port 8080 and other tra � c.

3. The �lter will redirect tra � c to its respective leaf htb class.
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4. After being enqueued in their leaf htb class, they are �rst enqueued in the corre-

sponding classless qdisc. Ina, the netem qdisc will add a delay in tra � c of 50ms, in

b there is a �fo qdisc which corresponds to a �fo queue that tra � c must go through.

5. If there are no ctokens, wait for ctokens to arrive.

6. If there are no tokens, dequeue in quantum bytes, otherwise dequeue in burst bytes.

7. Packets exit through the root qdisc into the network hardware device.

2.2.3.4 Discussion

We presented an example of how to use Linux tc, and as we can see a simple example of

adding 50 ms of latency to tra � c on port 8080, and to limit outgoing tra � c bandwidth

can result in a complex diagram. Complexity of Linux tc can increase drastically when

increasing the number of links (connections). The increase in the number of connections,

will result in an increase of �ltering to redirect tra � c to the correct htb class.

2.3 Simulation

In the computer science research community there is a need to validate and test its results

of research frequently, as well as compare such research aspects with state-of-the-art

solutions. There are a few di� erent and complementary ways to validate one's research

such as: an analytical approach, or an experiment approach where a prototype is executed

under realistic conditions. The analytical approach is when a mathematical model of the

system is analyzed, as it can be possible to infer how good is a solution if the model is

simple, but in the case of distributed systems many aspects may need to be simpli�ed or

even discarded to apply such techniques. Another approach is to run the actual system (or

prototype), this introduces a lot of issues as setting up, accessing and coordinating nodes,

applying protocol changes in each node during the experiment among other practical

issues [29]. Simulation comes as a way to create a simpli�ed model of the actual system,

creating a repeatable and controllable environment without paying the cost of setting up

and executing the actual system.

2.3.1 Simulators

Simulators can be considered from di � erent perspectives, as their primary focus can di � er.

Since our focus is on distributed systems, potentially large scale ones, we will analyze

their design taxonomy, more precisely their simulation engine and modelling framework

[34]. A simulator engine can be either cycle-based, which is an engine that executes a

step in regular time intervals, or event-based, which is an engine that executes a step

each time an event is consumed. The simulators that we discuss in this document are the

following:
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PeerSim [28], a java P2P simulator, has an architecture that supports both cycle-

based or event-based simulation, and it focuses on modularity and con�guration while

maintaining scalability. Its network is modeled as a list of nodes, where each node has

a list of protocols and these nodes can be altered via initializers or monitored via both

observers and controllers. PeerSim takes advantage of the Java re�ection mechanism to

setup the experimental environment from a con�guration �le, which de�nes the whole

experiment and can include overwrites to default implementations of some modules or

key components of the simulator. This simulator also o � ers:

• Several tools to operate over graphs as it treats overlay networks as graphs and

provides special initializers and observers for those networks.

• The possibility to add external modules to the con�guration �le. These external

modules can add additional features to the simulation, that otherwise would need

to be fully programmed.

• Addition and con�guration of a transport Layer and mechanisms to generate churn,

as it can be con�gured to use trace-based datasets. It is to note that the transport

layer is supported only in event-based simulations (since in cycle-based simulator

protocols evolve in a constant time-step).

CloudSim [10] is a cloud computing event-based simulator that o � ers modelling,

simulating and experimentation focused on cloud infrastructures.

It has a multi layer design that consists of User code, CloudSim, and the CloudSim

core simulation engine. The user code layer is where we specify the simulation con�gu-

rations (number of machines, resources of machines, applications, VMs, . . . ), this layer

can be extended to allow: the generation of di � erent workloads/con�gurations, to model

the cloud availability and do tests with custom con�guration, allowing modi�cation of

provisioning techniques for clouds and federations. The CloudSim layer is divided into

multiple sublayers, such as user interface structures, VM services, cloud Services, cloud

resources and network. We will focus on the network sublayer in CloudSim. This sublayer

is composed of message delay calculation and network topology and uses a conceptual

network abstraction, resulting in network entities (routers, switchers) not being simu-

lated.

The message delay calculation is performed by leveraging on a latency matrix, where

each entry represents a delay that a message will have when it is sent from entity A to

entity B over the network. Network topology description is loaded and stored using

BRITE [27], which uses its own BRITE �le format. Each node stored in the BRITE �le

represents a single entity from a variety of entities (hosts, data centers, cloud brokers,

. . . ).

All messages sent by CloudSim entities are processed by a network topology object

that appends the latency to each message and sends it to the event management engine,
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where it will wait to be delivered only after the simulator advances on the amount of

simulated time equal to that latency before delivering the message to its destination. Us-

ing this external �le method allows for di � erent experiments to re-use the same network

topology �le.

iFogSim [19] is a simulator designed to provide a reliable and controlled IoT envi-

ronment, so properties like latency, energy consumption, network congestion and other

operational costs can be easily measured. iFogSim's architecture, as seen in Figure 2.3,

is divided in seven main components: IoT applications, application models, resource

management, infrastructure monitoring, data streams, fog devices, and IoT sensors and

actuators.

Figure 2.3: iFogSim's architecture divided into components, adapted from [19].

The bottom component is the IoT sensors and actuators, they emit chunks of data

for applications, have di � erent geographical locations, and have the ability to simulate

a wide variety of sensors, as they can be con�gured for data-emission characteristics,

intermission time and size of data chunks. This component does not deal with network

issues that happen due to collision on the wireless medium among colocated devices, so

to solve this issue they propose to abstract this aspect into high level properties such as

latency or bandwidth, or build a model that mimics such network issues and plug it into

iFogSim.
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The next component that models the fog devices, they are elements that can host the

application modules, serve as gateways for sensors to connect to the network. This compo-

nent includes a large variety of devices ranging from edge devices to cloud resources, so

they are all arranged in a hierarchical topology with only direct communication between

parent and child devices. This communication method invalidates all communication

between same hierarchical level devices, such as smartphone to smartphone for instance.

The following component is Data streams which are sequences of values that come

from the lower components. These values can range from raw data coming from sensors

or retransmitted data coming from fog devices. These fog devices also generate special

data streams that are resource use details, which are meant for the monitoring component

to consume.

The monitoring component fetches and stores resource usage data from devices. These

devices are sensors or actuators, and this component supplies this data to the resource

management.

The resource management component is a core component that receives monitoring

data and manages resources, so that application requirements are met and there is no

waste in resources. This uses a scheduler that tracks device availability in order to pick a

host for the application module and reserve device resources for such module. This can go

from a simple allocation of application modules to fog devices or to a complex allocation

such as being able to support migration of components and dynamically change each

device available computational resources.

Lastly there is the application models component and IoT applications, which ma-

terialize the applications designed to run in fog environments. More precisely, applica-

tions are developed based on the distributed data �ow model (DDF), which consists of a

model to represent applications in the form of directed graphs, with the vertices being

applications modules and directed edges representing the �ow of data between modules.

Currently, two models for IoT applications are supported: Sense-process-actuate and

Stream-processing. Sense-process-actuate model dictates that information is harvested

by sensors and transmitted as data streams, which are consumed by applications exe-

cuting in fog devices that send commands to actuators. Stream-processing model says

that there is a network of application modules executing on fog devices that continu-

ously consume data streams produced from sensors. This latter model can be viewed as

a subcategory of the �rst model.

NS-2 [36], NS-3 [31] are discrete event-based network simulators that enables simula-

tion on wireless or local, IP or non-IP, networks.

NS o� ers the following models to simulate a network, nodes represent an end-system;

network devices represent devices that connect nodes to communication channels; com-

munication channels is where data is transferred between nodes; communication pro-

tocols are protocols that receive network packets and are organized in a protocol stack,

protocol headers are specialized data structures contained within network packets that
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is often associated with a speci�c network protocol (containing control data); �nally, we

have network packets which is the basic unit of information that can be sent between

nodes.

The simulation of a network using NS can be summarized in 3 steps:

1. Create the network topology using the network elements described above.

2. Create the data demand, which is an application, or several applications, that re-

ceive and send data to the network.

3. Run the simulation until it runs out of events in the main loop or a con�gured stop

time is reached.

One of the drawbacks of using NS2 or NS3 is their high learning curve. This high

learning curve is due to both NS being very low level and requiring a lot of time for new

users to design and achieve the target network.

2.3.2 Discussion

Simulators provide a controllable and repeatable environment at a low cost. While this is

bene�cial for earlier stages of the development, for activities such as validating insights

or debugging and verifying the correctness of new solutions, these simulated models do

not o� er enough realism when compared to the real system operation. Since these tools

cannot o� er enough realism, they cannot be used to predict all behaviors that will be

exhibited by a distributed protocol or system in a real setting. Another problem with

these tools is that most of them do not o � er the same programming interface as the real

system, making the transition from simulated environment to a real system much harder.

Validating or evaluating full-�edged solutions in a full realistic setting, may bene�t

from emulation. Emulation is an interesting candidate as it o � ers an execution environ-

ment very similar to the reality, in terms of behavior and programming interface, however

this comes at a higher computational cost.

2.4 Virtualization and Containerization

In this section we will describe virtualization and containerization, as they are techniques

that provide an isolated environment where application code can be executed. Then we

discuss a technology for orchestrating multiple isolated environment.

2.4.1 Virtual Machines

Virtual machines (VMs) are similar to actual physical machines that execute an operating

system that uses a set of virtual resources to create an isolated environment where ap-

plications can execute [32]. They can be materialized as either a system VMs or process

VMs, being that process VMs are dedicated to a single process and are instantiated when
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the process is created and removed when the process is terminated. We will focus on

system VMs, as there might be a need to have multiple processes inside each VM. They

are deployed in a hypervisor environment, which provides each virtual machine with

their virtual resources and manages them, usually having multiple VMs in a physical

machine.

Figure 2.4: Virtual machines deployment, adapted from [8].

2.4.2 Containerization

Containerization is similar to virtualization in a sense that it provides an isolated en-

vironment for an application to run. Unlike virtual machines that use a hypervisor to

manage virtualized hardware, containers run in the user space of the operating system

kernel. To give a de�nition on containerization, would be that it utilizes operating sys-

tem virtualization to provide isolation between containers [38]. While this allows that

multiple containers to run on isolated user spaces and at a lower cost than virtualization,

it comes at the cost that it is dependent on the operating system. This dependency means

that operating systems that do not share any similarity cannot be run in containers, for

example you cannot run a Microsoft Windows container on an Ubuntu server.

One of the major di � erences between VMs and containers, is that in VMs virtualize

the operating system resulting in not being OS dependent, as seen in Figure 2.4. Since

VMs virtualize the whole system, they are more computationally expensive than con-

tainers. Such computational cost when experimenting with hundreds or thousands of

applications instances (i.e, processes) can be a signi�cant limitation. Since, our experi-

ments are homogenous regarding the operating system, this OS dependency is irrelevant

in the context of our ware and for the target systems, that we aim of evaluating. For this

reason we opted to use containers over virtual machines in this work.
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We will be using docker as the container technology of this work for its wide usage

within the community. We discuss docker and the docker ecosystem in detail in the

following.

2.4.2.1 Docker

Docker is a platform that allows to build and execute applications in containers. It's

architecture, as illustrated in Figure 2.5, is a client-server architecture. The client can

make request to the docker daemon, which manages docker services. Docker registry is

a storage for docker images, it can be public, like the docker hub, or privately managed

(e.g. by organizations).

Figure 2.5: Docker architecture, taken from [13].

Within Docker ecosystem there are several relevant entities: docker images, contain-

ers, networks, volumes, plugins. We will focus our attention on docker images, containers

and networks, which are the entities most relevant to pursuing the goals of this ware.

Docker images are read-only templates to create docker containers. They can be

build using a docker �le with the commands necessary to create and run the image.

When creating an image, docker creates a layer for each instruction and only builds layers

that have changed, resulting in lightweight, small and fast creation of images.

Docker containers are instances of images, they can be created, started, stopped,

moved or deleted using the Docker API or CLI. Docker containers be attached to one or

more docker networks, they can also be attached to storage and the level of isolation of its

resources from other containers and from the host can be �ne-tuned. All contents within

a container that are not saved into persistent storage are deleted after the container is

removed.

Docker networks provide an abstraction of the network that interconnects multiple

containers, they are pluggable using drivers. The existing drives are: bridge, host, overlay,

macvlan, none, third party.
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Bridge network provides is a link which passes tra � c between network segments and

can be either software or hardware. In case of docker it uses a software bridge, that pro-

vides communication between connected containers on the same host and isolation from

containers not connected to the network or that are connected to di � erent networks. This

is the default network driver if it is not speci�ed, but we can create user-de�ned bridges

that o� er a few more capabilities, such as: automatic DNS resolution between containers,

additional control on removing and adding containers into the network. Notice that the

con�guration of network only a � ects containers connected to that network.

Overlay network driver connects multiple daemon host through a distributed net-

work. It provides communication between swarm services or standalone containers, as it

removes the need for OS-level routing. This network can only be used in a docker swarm

because it requires the ingress network, created by docker swarm on creation or joining a

swarm. We discuss Docker swarm bellow.

2.4.2.2 Container Orchestrators

Docker Swarm is service that allows creation and management of docker clusters. These

docker nodes have two possible functions: manager or worker, the manager's job is to

maintain membership and the desired state of the swarm, while the worker's job is to

execute the tasks assigned to them and then report the task conclusion to the managers.

A service is the task unit with which users interact with the swarm, it is the task the

workers must execute. When creating a service the user must provide a container image.

A service when created will reach a manager node for it to assign tasks to the worker

nodes, once such task is assigned it can succeed or fail. The number of tasks is related to

the number of replicas set in the swarm con�guration and the number of replicas given

in the service command, although if the service is global it will run on every available

worker in the cluster. The service creation �ow is illustrated in Figure 2.6.

Load balancing within the swarm is done with the ingress load balancing. This load

balancer receives outside requests for the container published port, then it redirects those

request to a running instance of the service.

Kubernetes is a platform that o � ers automated deployment, scaling, and operations of

application containers [21]. Kubernetes has a variety of entities to achieve those proper-

ties, including: pods, service, volumes, namespaces, controllers, and a control plane. We

will focus on pods as they are the entities on which applications are executed.

Pods run single or multiple containers to con�ne an application, while providing them

storage resources and a network IP. If multiple pods run the same application, they are

grouped and managed by a single controller. Networking inside the pod utilizes the same

namespace, meaning that containers can communicate with localhost, however outside

the pod they must share their network resources. Volumes inside a pod are shared among

all containers, and they are used for persisting data in case of a container crash.
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Figure 2.6: Flow of service create request in docker swarm, taken from [13].

Kubernetes enables speci�cation of network plugins to control how pods communi-

cate with other entities, those plugins can either be a container network interface (CNI)

or Kubenet.

Kubernetes has a scheduler (Kube-Scheduler) giving pods, without a node attributed,

to the best �tting physical node and operates over the control plane of Kubernetes.

Discussion

Both these tools provide container orchestration, but seem to have di � erent focuses. Ku-

bernetes is more sophisticated than Docker Swarm, it allows other type of containers but

is more complex to deploy and manage those containers. Swarm, on the other hand, only

works with docker containers and allows for a lower level management of containers.

2.5 Emulation

Network emulation �lls the gap between real world deployment and simulation, as simu-

lation serves the main purpose of protocol validation and testing, but it does not provide

enough realism for the case of large-scale systems. As for real world deployment it is

too labor intensive, requires a lot of resources and can be unstable within experiments,

lacking the necessary control for the experiments. Network emulation provides a control-

lable virtual network for the real system to be executed, allowing to reach conclusions

about its behavior in several relevant network conditions, enabling the recreation of those
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situations, easily. It also provides a smooth transition between code that executes on an

emulated and code that executes on a real deployment, as there is no di� erence in access-

ing the emulated network or a real one.

2.5.1 Kollaps

Kollaps is a decentralized network emulator that is agnostic of the application language

and transport protocol [18]. Kollaps architecture can be dissected into some main com-

ponents, being: the emulation manager, deployment generator, tc abstraction layer, and

a dashboard.

The deployment generator receives a network topology and maps it to a deployment

plan. The network topology is written in XML syntax, and should identify all services,

links, bridges, and dynamic elements. Services correlate to a set of containers sharing

the same image and can give parameters values to each container once deployed. The

bridges map to networking devices that have unique names and are arbitrarily connected

to achieve complex topologies through the use of links. Links can be uni-directional or

bi-directional, with obligatory attributes for source, destination, network properties, and

the container network to attach to. It is due to note that links can only have as a source or

destination a previously named bridge or service. If a bi-directional link is described then

two uni-directional links will be create with the same link properties. Kollaps supports

dynamic events in the same format as the network topology, these events can change

network properties, removal or insertion of links, bridges, and a � ect services.

The emulation manager is the component responsible for enforcing the emulated

network properties to each container per physical machine. Since it does not emulate the

internal state of the network, the topology is described at the end hosts. To achieve that,

the topology description is parsed into a graph structure, then it computes the shortest

path between each pair of containers. This shortest path can contain several links, where

each link contributes to the path network properties. Network properties (such as latency,

packet loss, and jitter) can be computed via the links' physical properties (sum or multi-

plication), but the bandwidth requires additional attention since it is not only restricted

by the physical property of each link. Bandwidth also depends on all actives �ows in the

same path resulting in bandwidth being computed at runtime to avoid over allocation.

To not congest the links, a fair allocation mechanism must be adapted to allocate band-

width among competitor links. In a real deployment, this allocation mechanism does not

exist because routers and switches store the excess packets to compensate the congestion

until the point where bu � ers over�ow and packets are dropped. Transport protocols that

ignore the packet loss, like UDP do not su � er from this issue, but TCP has a congestion

mechanism to allow a fair bandwidth allocation for each link.

Kollaps instead of modelling the network elements, adopts a model to compute a fair

share of bandwidth, the RTT-Aware-Min-Max model [26]. This model was inspired by

TCP Reno and gives a share of bandwidth proportional to the round-trip time, however
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it does not assure that all bandwidth will be allocated, since the link can utilize less

bandwidth than its attributed share and to leverage that the emulation manager will try

to distributed unused shares among competitor links.

This congestion model produces unreliable results while the allocated bandwidth

is more than the maximum capacity (bandwidth over�ow) because of the interactions

between Linux tc, congestion algorithms of TCP, and Linux's TCP Small Queues. Linux

tc queues and bu� ers from network devices have di � erent actions when in presence of

over�ow: the htb qdisc will always accept the incoming packets, while the bu � er from

network devices will drop incoming packets when full. The qdisc capable of dropping

packets is netem qdisc. To address these congestion limitations Kollaps will observe

all requests of bandwidth and when it surpasses the maximum available it will contact

netem to drop packets per �ow proportional to the amount above the maximum available

bandwidth.

The emulation manager will spawn an emulation core assigned to the network names-

pace of each container. The emulation core is responsible for updating the emulation

model, enforcing topology constraints through the Linux tra � c control layer and the

dynamic events. This design allows support of any containerized application, while re-

ducing computational and network overhead since the emulation cores share data via

shared memory. This allows for the emulation manager to aggregate all data from em-

ulation cores and exchange it with other emulation managers, making it scale with the

number of physical machines instead of the number of containers. The dynamic events

are pre-computed to improve accuracy of emulation of large graph topologies, as com-

puting such events at run time would require several seconds resulting in degrading

accuracy.

The TC abstraction layer (TCAL) uses Linux tra � c control (Linux tc) to manipulate

network properties and retrieve bandwidth of active connections. Kollaps uses two types

of qdiscs the htb qdisc and netem qdisc, for each destination it creates a htb qdisc that

enforces bandwidth for all �ows to such destination, then creates a netem qdisc, attached

to its corresponding htb qdisc, to apply network properties. Netem qdiscs have an u32

universal 32bit �lter where tra � c is matched, this �lter is a two-level hashtable with

key being the destination IP address of packets and them it redirects the packets to their

corresponding netem qdisc.

TCAL maps the third octet of the IP address to the �rst level and the fourth octet

to the second level, so constant lookup times can be achieved while avoiding collisions.

Tra� c is directed �rst to the netem qdisc to apply all network properties desired then

dequeued from netem and enqueued to the parent htb. TCAL structures are queried

and updated during an experiment, more precisely to retrieve bandwidth and apply the

dynamic properties. To minimize these calls it uses netlink sockets that communicate

directly with the kernel, avoiding spawning a new tc process.

The dashboard is a web interface that allows monitoring of the experiments. In this

dashboard the user can visualize a graph based representation of the emulated topology,
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dynamic events, ongoing tra � c, and status of services.

2.5.1.1 Limitations

Kollaps has a key limitation in writing topology �les for peer-to-peer experiments. This

limitation is due to the fact that it does not allows to describe multiple copies of containers

within a service and describe the links for those containers. This results in systems where

it has thousands of the same application with similar con�guration, the user is obliged to

describe each peer as a service, resulting in extra lines of boilerplate con�guration.

In the same topic of peer-to-peer experiments, Kollaps as a maximum of links that

can be de�ned in an experiment. This maximum value is 65535 links, resulting in being

unable to emulate large scale systems that require an higher link number than 65535. If

we make no assumptions on how the network is composed and have each peer have a link

to every peer, then the maximum number can be surpassed with a system of 257 peers.

Another limitation that we can identify is that when modelling large network topolo-

gies, since Kollaps does not allow the reference of network topology �les within another

topology �le, it can lead to extremely long, repetitive and error-prone network descrip-

tions.

2.5.2 ModelNet

ModelNet [40] is a network emulation environment where applications run on edge nodes

and all network tra � c goes through a physical host that enforces all desired network

properties. These core nodes apply queuing disciplines to packets, when the queue

bu� ers starts over�owing packets will be dropped.

Modelnet execution can be summarized in �ve phases:

The create phase receives as input the topology and formats it to graph modelling

language (GML).

The distillation phase takes as input the topology in GML format, and creates a pipe

topology that models the same network. This phase can also simplify the network albeit

at the cost of decreasing the emulation accuracy. This simpli�cation comes with the

collapsing of the network topology, a more collapsed topology would have the lowest per

packet overhead but also a lower accuracy as link contention among competitive �ows is

not emulated.

The assignment phase receives as input the pipe topology and maps pieces of such

topology to each core node (i.e., nodes that execute the application components). This

assignment is a NP problem as it depends on many variables: jitter, latency, bandwidth,

routing. The employed solution on ModelNet is a greedy approach where each core node

randomly selects nodes from the topology and selects links from the same node in a

round-robin manner.

The binding phase attributes virtual nodes (VN) to edge nodes and installs the ap-

plication while creating the necessary scripts to facilitate emulation. This phase assigns
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multiple VNs to each edge node and attributes each edge node to a single core node. In

this phase the core nodes need to generate the shortest path between VNs and save it in a

routing matrix. While this approach may lead to memory issues, it can be circumvented

by using hash based cache of routes or using hierarchical lookups. Finally, this phase also

con�gures each edge node with a designated IP address.

The run phase executes the application in each VN. This phase consists of automated

scripts that execute the application in every VN. The application must use their bound

IP address (given in the binding phase) instead of their physical machine IP address, in

order to use the emulated network.

Core nodes emulate the received tra� c in the following manner: They intercept

all packets based on their IP address. When a packet is matched it is introduced into

the ModelNet kernel module that begins with looking up the route for his source and

destination. Then it creates an ID that points to the packet and schedules this ID to the

appropriate pipes. These pipes are shared among all core nodes and have a max amount

of queuing, this enables ModelNet to emulate congestion and packet drops. The pipe

scheduling utilizes a heap of pipes sorted by the earliest exit time for the �rst packed.

This scheduler executes once every clock tick and runs at the highest kernel priority. Each

run goes through the heap of pipes looking for delayed (later than real time) packets, its

�rst ID is removed and the packet is scheduled for deliver or enqueued to the next pipe,

relative to the packet's destination. Next the scheduler calculates the new deadline for

all packets dequeued earlier and reinserts the new pipes into the heap, sorted by the new

deadline. To support multicore nodes a table that stores pipe ownership is created at the

binding phase, so it can be looked up during run time.

This scheduler maintains emulation accuracy even in high cpu saturation due to the

second operation having a higher level than the �rst. This means when cpu is overloaded

incoming packets are dropped instead of losing emulation accuracy.

2.5.2.1 Limitations

ModelNet has a few limitations since VNs may not get their proper share of bandwidth

due to simplifying the network in the distillation phase. When there is a need to scale

the emulated network, you need to scale the internal network bandwidth of core nodes,

scaling this physical network which can result in a bottleneck of scalability. Finally,

Modelnet performance decreases with a high percentage of cross core tra� c, and such it

might not bene�t from additional core nodes.

2.5.3 MiniNet

MiniNet [22] is a single machine network emulator, capable of running up to thousands

of hosts in a single node. MiniNet achieves network emulation by utilizing lightweight

virtualization built into the linux OS, more precisely by running processes inside network

namespaces and using virtual Ethernet pairs. It emulates the following network devices:
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• Links as a virtual Ethernet pair.

• Hosts as processes running inside each network namespace, they have their own

virtual Ethernet interface and a pipe to the parent MiniNet process. This parent

process is used to send commands and monitor child processes.

• Switches as it uses a software, OpenFlow, that provides switches with same seman-

tics as the hardware switches, both user-space and kernel-space are supported.

• Controllers can be instantiated from inside or outside the system, as the controller

must have IP-level connectivity with the switches within the system.

MiniNet-Hi�

MiniNet-Hi� [20] is a centralized container based network emulator that tries to solve

the �delity limitation of MiniNet (see Section 2.5.3). This limitation in MiniNet is due

to all resources being multiplexed in the linux scheduler, which does not guarantee the

fairness property.

MiniNet-Hi� solves performance �delity using performance isolation, using control

groups (cgroups) and CPU bandwidth limits. It groups processes in di � erent cgroups and

applies a maximum cpu quotas to each cgroup, ensuring that cpu time is fairly shared

among all cgroups. This technique along with monitoring of performance �delity allows

MiniNet-Hi� to achieve resource isolation, provisioning, monitoring, and performance

�delity.

MaxiNet

MaxiNet [41] is an extension of MiniNet (see Section 2.5.3) that allows deployment of a

cluster of workers. This cluster deployment is achieved by using GRE tunnels to connect

nodes on di� erent workers, these workers must be connected under the same switch to

successfully create a tunnel, resulting in a locality constraint over its deployments.

2.5.3.1 Limitations

MiniNet and MiniNet-Hi� su � er from the same key limitation as they're both a single

machine emulator, meaning that it cannot scale to larger network topologies.

MaxiNet, being an extension of MiniNet that solves the single machine key limitation,

introduces the limitation that deployments must have locality in order to create the GRE

tunnels (all machines in the same local network).

2.6 Other tools for testing

In this section we analyze tools used for testing software in the industry. These tools are

o� ered in the context of facilitating the testing of distributed algorithms and providing
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stable environment for testing. Both of these tools are publicly available at their respective

website.

2.6.1 TestGround

TestGround is a tool created by Protocol Labs for testing, benchmarking and simulating

distributed and P2P systems, that enables the creation of distributed test plans [35]. We

will analyze some parts of TestGround architecture, more precisely: how test plans are

made and their properties, how it manages synchronization in distributed workloads,

how it manages the network layer and shapes tra� c in the network.

2.6.1.1 Test Plan

In TestGround a test plan is a collection of test cases that test a speci�c system or part of a

system. They are built in a similar way to a unit test with a local API, as puppeteering and

exposing an external API are not necessary. TestGround treats every test plan separately

and each test plan must oblige with these factors:

• Execution: expose a single point of entry.

• Input: utilize a standardized runtime environment.

• Output: records results into a JSON schema and any additional output goes to a

predetermined con�guration path.

A test plan must have a manifest �le as its root. This manifest �le is written in TOML

and must have: the given test name, which builders and runners to execute, the test

cases desired with all its parameters and their respective information. When executing

a test plan, a test run is created with a unique ID that is used for output collection and

di � erentiation between outputs of di � erent executions.

2.6.1.2 Synchronization

Synchronization is key for distributed workloads, where every node must know which

action to perform on a given time. The solution found in the design of TestGround is to

use a distributed coordination model. This is done by tests plans using an API that calls

a synchronization store that o � ers distributed synchronization mechanisms. This API

o� ers a REDIS client that provides synchronization mechanisms: signals, barriers and,

publishing/subscribing mechanisms.

2.6.1.3 Network

TestGround network is split into two networks: control and data network. The control

network is only used by TestGround services, while the test instances use the data net-

work. This enables scenarios of network harsh conditions, without a � ecting the internal

services.
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Sidecar is a TestGround process that starts and con�gures both networks, it must be

run in priviliged-mode and listens from request via the synchronization service. This

process only runs on Docker or Kubernetes environments. It is responsible for initializing

the network interface, applying network con�guration requests via NetLink and doing

garbage collection on inactive entries in the sync service.

2.6.1.4 Tra� c Shaping

Tra� c shaping in TestGround is the ability of a test instance to change its own network

properties, such as IP address, latency or bandwidth. To change its network properties

an instance must use a network client to communicate with the sidecar, and such client

must send a network con�guration containing all the desired properties. If you want to

change your own IP address, you must generate a unique ID to avoid con�icts, you can

use your unique ID or if you do not have one it can be requested from the sync service.

After having your own ID sequence, you retrieve the test subnet from the runenv and

change your IP, this is only supported in IPv4 addresses. After sending your network

con�guration to the sidecar, it will apply it and send a signal after con�rming the changes.

2.6.1.5 Limitations

TestGround's limitations exist mostly on the network it emulates. It's network is shaped

using Linux tc and con�gures a Linux tc tree consisted of the HTB Qdisc, followed by

the HTB class, followed by the Netem QDisc. Since only one queue is supported at the

moment, only one value of latency, bandwidth, is applied for every node in the network,

resulting in a highly homogenous and unrealistic environment.

2.6.2 Chaos Monkeys

Chaos monkeys is a toolset that appeared in the context of chaos engineering, as to ensure

that individual service fails will randomly happen in production environment such that

developers code must be resilient to such failures to provide a service with high availabil-

ity [6]. This tool was born at Net�ix as to oblige its engineers to make their code resilient

to individual service failures [11]. It is con�gured using a TOML �le, with information on

how the chaos monkey should terminate containers, how to access the MySQL database,

how to access the spinnaker interface, and if it allows dynamic con�guration. Chaos

monkeys require a MySQL database to save their daily termination schedule and to carry

out a minimum time between terminations. Another important aspect of chaos monkeys

is that it uses two groups of containers, the eligible for termination or not. Lastly, it logs

the amount of errors occurred for later analysis, and it checks if there is an outage present

before terminating a container, as to not cripple the system during unplanned outages.
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2.6.3 Discussion

These corporate tools are designed mainly for internal use or are mostly focused on the

development, design, and test of their products. The work done in this thesis comple-

ments such tools, in a sense that it provides an emulated environment with a high level

of control and realism for researchers to validate and test their solutions, which does not

depend on the type of solution being tested.

2.7 Discussion

In this chapter we presented how to evaluate distributed systems, where we discussed dif-

ferent methods of evaluation and some relevant metrics to be measured when conducting

evaluations of distributed systems. Then, we provided important concepts about relevant

networks to our ware and how to control each network, followed by an analysis of a tool

to shape the network to a set of desired properties. Next, we looked into simulation as a

means to materialize a network model, followed by the analysis of some simulators. We

moved on to providing an isolated execution environment, where containerization and

virtualization were discussed. We further developed containerization by providing de�ni-

tions on Docker and the most popular container orchestrators available. Furthermore, we

discussed existing wares that focus on emulation, providing insight on those wares and

their limitations. Lastly, we discussed other tools used by the industry to test distributed

systems and how they relate to the work done in this thesis.

In the following chapter, we present our architecture and it's requirements, followed

by two possible adaptations.
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Symphony

In this chapter we present our contribution: A framework capable of managing and

executing experiments with a realistic emulated environment, Symphony. Symphony

requirements, and how its various components interact with each other. Symphony is

a network emulation system agnostic of application that o � ers network emulation on a

cluster of physical machines, through the usage of docker containers, docker swarm and

Linux tc.

We detail how each component of Symphony is implemented, further diving into the

implementation challenges, and explaining why we chose each solution.

Lastly, we present one possible architecture implementation of symphony with a

service architecture on a cluster of physical machines.

3.1 Requirements

As mentioned in Chapter 1, distributed systems have become a pillar of our daily lives,

therefore the need to reliably tests those systems has increased. Testing Distributed

systems can be done in three ways: simulation, emulation, and physical deployment.

However if we want to test a distributed system in a realistic environment, emulation

becomes the most suitable option because physical deployment has a great �nancial cost

and simulation does not o � er accurate results since the logic being executed is not exactly

the same as in a real deployment.

Emulation, more precisely, network emulation has existed for years, but as distributed

systems got bigger and bigger there is a need for more scalable network emulation. For

that we propose Symphony, a scalable emulation tool that enables users to customize

their experiment environments to achieve reliable results.

Our solution needs to comply with the following requirements:

Emulation scalability: As distributed systems have increase in size, so our solution

needs to be able to scale for large distributed systems.

Ease of use: As users should be able to create experiments, to easily express their desired

experiment environments without writing hundreds of con�guration lines.

30



3.2. SYSTEM ARCHITECTURE

Produce reliable results: Researchers need to be able to trust the provided results, so

they can be analyzed without questioning if they are correct or not.

Abstract of application: The network emulator should view the application as a black

box. This means to be abstract of all application details, such as programming

language, architecture and so on.

Realism: As emulation should provide an high degree of realism for results to be com-

parable with an actual deployment, and provide an insight of the application be-

haviour when deployed in the real world.

3.2 System Architecture

The system architecture, as can be seen in �gure 3.1, revolves around four main compo-

nents: Symphony Server, Symphony Manager, Symphony Worker, and Symphony Client.

Figure 3.1: Symphony components architecture.

The Symphony-Server component responsibilities are: communication with other

servers components if they are available; to receive request from clients, and to launch

workers or managers, as seen in �gure 3.1. The client component purpose is to send

requests to servers to launch experiments or check on their status to the server component.

An experiment is modelled as a single manager and multiple workers, with their

responsibilities being: The manager is responsible for parsing the experiment, generating

all experiment data, prepare the emulation module, distribute containers across workers.

The manager also does the job of coordinating the workers between each step of executing

an experiment.
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Workers receive their experiment data from their manager, start and run their corre-

sponding containers, apply the emulation module and generate timers for experiment

actions. Workers require two modules to execute experiments, a docker interface and a

emulation module. This worker architecture has the following structure 3.2:

Figure 3.2: Worker component architecture.

Emulation module

The emulation module is responsible to apply the network emulation to each container-

ized application. This process must be agnostic of application, to achieve this two options

were theorized: either spawn another container attached to the same network namespace

or have a master process that jumps from each application network namespace applying

the correct network emulation.

The chosen option was to attach another container to the same network namespace.

The discussion that led to this choice can be seen later at 5.4.1.

Docker Interface

The Docker interface allows the worker component to communicate with the Docker

daemon running on the local machine. This interface needs to o � er all the available

Docker commands and return an output indicating whether the command was executed

successfully or failed. The output should also include any error messages, so the user can

recognize their mistakes when using this Docker interface.

When choosing which framework to utilize on this interface we faced two options:

either use the java process interface and wrap all docker daemon commands, or use the

docker-java API [14] to build this interface.

We decided to go with the java process interface and wrap all docker daemon com-

mands because it allowed for a more customization and its learning curve was less stepper

than the docker-java API. We also took into consideration the performance point of view

of both options and presume that the docker-java API might have a slight edge over the
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process interface, but this edge is insigni�cant when considering the time that would

need to be invested to develop using the docker-java API.

Communication layer

The communication layer is present in all Symphony components as they use it to manage

and establish TCP connections between each other and to send messages through those

connections. To implement this communication layer, we use the Babel framework [16]

which allows the creation of channels where components can send messages and manage

the open connections. Additionally, Babel provides a timer feature, which is essential for

components to delay certain executions by a certain amount of time.

3.3 Implementation

In this section, we present how each component of Symphony is implemented, further

diving into the implementation challenges, and explaining why we choose each solution.

3.3.1 Symphony-server

Symphony server is a component that handles client TCP connections, manager TCP

connections, receives commands to start experiments, launches manager and worker

components, and maintains a membership of other active servers. This component can

be modelled as seen in algorithm 1.

As we can see from the algorithm 1, when initializing this component it receives

the membership of the system, and tries to establish connections to all other machines

in its membership. We implemented this method with a timeout to retry establishing

the connection, so the membership will be eventually complete. After receiving a client

connection with its respective command, it �rst checks if the command is to submit an

experience so we can launch a manager with the experiment data, or else handle other

client command such as stopand ls.

The server component receives a "start workers"request message from the manager

containing the address of the destination workers, which are the same as the destination

servers. Then when a server receives a start worker it will launch the corresponding

worker process.

The last job of the server component is to launch manager and worker components.

This is implemented using "java run time exec"to execute a launch script that initializes

a manager or worker in a separated process. The separated process is a essential part

because both the manager or worker component will exit after the experiment is complete

or if some fatal error occurred during the setup of the experiment, so in order to preserve

the process in which the server is running they must execute in a separate process.
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Algorithm 1: Symphony Server

1 Upon Init ( membership) do:
2 Trigger setupMembership ( membership);

3 Upon Receive (ClientConnection, command, data) do:
4 If command= submitExperience then
5 Call launchManager ( data);
6 Else
7 Call handleClientCommand( command)

8 Upon Receive (ServerConnection, f rom ) do:
9 If f rom < membership then

10 membership  � membership [ f f romg;
11 Trigger Send (ServerConnection, f rom);

12 Upon Receive (StartWorkersRequest, manager, workersAddresses) do:
13 Foreach host2 workersAddressesdo
14 If self = host then
15 Call (StartWorker, manager,self) ;
16 Else
17 Trigger Send (StartWorker, manager,host);

18 Upon Receive (StartWorker, manager, host ) do:
19 Call launchWorker ( manager);

20 Upon Receive (ExperienceError, error, f rom ) do:
21 If clientConnection is up then
22 Trigger Send (ExperienceError, error,client) ;

3.3.2 Experiment

In this section we will discuss on the experiment architecture previously mentioned in

section 3.2 is implemented. This architecture revolves around the manager and worker

components and how they interact in order to execute an experiment. These components

were implemented to be independent, meaning that they would operate if the rest of

the components were o� ine, that said they only rely on those components to start an

experiment. Both the experiment components are shown in diagram 3.3:

3.3.2.1 Manager

Symphony manager component is responsible for parsing the user input, setup the ex-

periment and manage all experiment worker components. The user input is received

as a YAML �le, or a default YAML �le and a override YAML �le, that contains all the
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Figure 3.3: Diagram of manager and worker component phases.

experiment data.

Initial Phase

Following the diagram, the �rst step is when the component is initialized. This initial

step contains two major operations: the reading of the experiment con�guration �le and

the generation of each application container name and IP address. The process of reading

the YAML �le is by opening each �le and mapping each value to a java class using the

snakeyaml constructor, then all �elds will be mapped to their respective value and if their

value is absent, it will be represented as null. To implement the default YAML �le that is

overridden by another YAML �le, we use a sequence input stream that takes as the �rst

input the default YAML �le, and second the override YAML �le. This operation of reading

the default input stream �rst and then the override input stream works because when

mapping a YAML �le to a java class, snakeyaml creates a data structure of containing each

key and their respective value. Since there cannot be duplicate keys, when the overridden

�le is read, it updates the value of all its containing keys. Using this method allows for

users to not repeat the same con�guration across di � erent experiments, and instead use

the same default �le, with di � erent overridden �les.

The name and IP address generation process is determined by the order in which

groups are presented in the con�guration �le. In broad terms, a group is a collection of

applications that execute on speci�c physical machines. We will discuss how to create

groups and their respective parameters in detail later 4.1.1.8. When a group is selected for

the generation process, it will generate each name by concatenating node, the group name

and the order of its given IP address, for example if a group start address is 192.85.7.0

"node-groupname-1"will relate to the IP address of 192.85.7.1 . The IP address are given

sequentially for each application within a group, starting at the groups start address. If

no start address is de�ned, the groups IP addresses will start at the lowest IP address still

available within the provided subnet.

Setup phase

This phase of the manager component starts with a request to the local Symphony server

with the addresses of all experiment workers. After all workers have established a con-

nection with the manager it starts the second part of the setup phase, as we can see from
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the �gure 3.4.

Figure 3.4: Diagram of setup phase in the manager component.

This second part of the setup phase is to save all images used in the experiment so

they can be loaded by workers if needed, and to initialize and join the docker swarm.

These application docker images will be loaded onto the a directory across all machines

so workers can load an image if necessary. Initializing the docker swarm is a task for the

�rst worker, who will initialize the swarm and become its leader, then the manager will

await for an response from the leader worker containing the token to join the swarm and

broadcast that token to the other workers. Once all workers have joined the swarm part

three of the setup phase will commence.

This third part of the setup phase is when the manager sends all of the experiment data

to the workers. This phase starts by the manager sending each worker their respective

data, which means sending each worker all the experiment information that they must

execute and their respective actions. This process is done group by group, distributing

the applications among the groups machines in a round-robin manner. After completing

the previous task, we will have a set of applications per worker and we will send each

worker their respective data. The �nal task of this phase is the distribution and parsing of

all experiment actions per worker. The actions are parsed and grouped by worker, which

means that if an action is to be executed in a application a worker is running, then the

action needs to be sent to that worker. Once all the actions are grouped, they are sent to

their respective workers, and the setup phase is complete after all workers acknowledge

their actions.

Execution phase

This phase of the manager component starts when all workers have acknowledge receiv-

ing their experiment data and actions. When that state is achieved, the manager will

send to all workers a message to start spawning the application containers and apply the

network emulation rules.

When all workers signal the manager that they have completed applying the network

emulation rules, the manager will send a message to all workers to start executing the

applications. This waiting barrier is used to try to mitigate di � erent execution time

between di� erent application within an experiment.

After receiving an acknowledge that all workers have �nished launching their applica-

tion, the manager will send all workers a message to start their experiment timers. Then

36



3.3. IMPLEMENTATION

the manager will await for all workers to acknowledge that they �nished executing the

experiment to terminate its process.

3.3.2.2 Worker

Symphony worker component receives experiment data from the manager and starts each

application container and their respective emulation module. The worker is responsible

for creating timers for all its respective actions. Finally, the worker will report any errors

that occurred during setup or when executing the application to his manager.

Initial Phase

This phase of the worker component occurs after it is initialized by the server component.

This phase is just to establish a connection with its experiment manager. After all workers

have established their connection with the manager the next phase will start.

Setup phase

This phase of the worker component happens when the manager sends a message to the

�rst worker to create the docker swarm. The �rst worker will then create the docker

swarm and be its leader, re transmitting the swarm token to its manager, which will then

broadcast said token to the other workers. After all workers have acknowledge to join the

docker swarm, the next step of the setup phase begins.

The next step of the setup phase is to transmit the respective experiment data to

each worker. When a worker receives the experiment data, it will store that data and

await for the start setup message. When the start setup message arrives, the worker will

loop though all the received docker images, and search if they are locally setup using

the docker inspect image command, if they do not exist locally the worker will read the

corresponding image from the shared directory and load such image. When launching

the application containers, to avoid them starting to run the application their image

entry-points are switched to an empty shell. When the worker has �nished launching all

application containers the emulation step begins.

The emulation step of the setup phase involves launching a emulation volume where

the emulations rules are located and an extra container attached to each application. This

container uses an image, that has installed Linux tra � c control and scripts to apply all

network emulation rules, and will be attached to the application network namespace.

When each emulation container as been launched, they will execute each speci�c network

emulation rules, acknowledging the worker when they �nish executing. After all emula-

tion containers �nish applying the emulation rules, the setup phase is concluded and the

execution phase begins.

37



CHAPTER 3. SYMPHONY

Execution phase

This phase of the worker component starts when the worker �nishes applying the emula-

tion rules and waits for the manager to send a message to start executing the applications.

When the message to start the execution of applications arrives, the worker will start

executing all their respective applications.

The execution of applications �rst involves checking if there are any start actions. If

they exist, all application targets of those actions will start executing at the given target

time. If those start actions do not exist for those applications on the worker, they will start

with the start command at the target time of 0. The worker will signal the manager when

the execution of applications is complete. This concludes the �rst step of the execution

phase

The second step of the execution phase starts when the worker receives a start experi-

ment timer message. This barrier was implemented to try to mitigate di � erent execution

times of applications and force all workers to start the experiment timer at the same time.

When a worker starts its experiment timer, it will also start all action timers starting from

the start actions list, ending at the end actions list.

The last step of the execution phase is when the experiment timer expires, signalling

that the experiment has terminated. When the experiment timer expires, the worker will

message its manager with an "experiment done"message, in order to signal that it has

�nished the experiment. When the connection to the manager drops, the worker will

execute the cleanup routine. This cleanup routine involves deleting and removing all

experiment containers and leaving the docker swarm.

3.3.3 Emulation module

In this section we discuss the implementation of the emulation module. The emulation

module is responsible for creating and applying network emulation on each application, it

does that by spawning an extra container attached to the application network namespace,

where it can apply the network emulation.

To achieve the desired network emulation we use the Linux tra � c control, previously

presented in 2.2.3. We leverage Linux tra� c control qdisc, more speci�c the htb to apply

bandwidth restriction and netem to apply latency and other desired network properties.

3.3.3.1 Rule Generation

The emulation module obligations is to generate each application network emulation

rules so workers can apply them. These rules are extracted from the network properties

matrix, where each position represents the value of latency or bandwidth from application

X to application Y. The rule generation is divided into two scenarios: peer-to-peer and

server-client. In the peer-to-peer scenario, applications can communicate with all their

peers, while in the server-client scenario, client applications will only communicate with
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server applications. The peer to peer scenario is handled by creating a thread to compute

each application rules �les, meaning that each thread is responsible to create the �les

containing the emulation rules for a single application.

The server-client scenario can be seen as an optimization of the peer to peer scenario,

as we do not need to generate the emulation rules for client to client interactions. This

assumption simpli�es reading the input, if the following condition is true:

2 � c � s+ s2 < m2 (3.1)

In the equation above, the letters have the following meaning: c as the number of clients,

s as the number of servers, and m is the number of servers plus the number of clients.

This can be simpli�ed into the following equation:

s2 < c2 + s2 (3.2)

This equation translates that reading twice the matrix of size c*s and reading the server

matrix is cheaper than reading the matrix of size m. This means that if the number of

clients is greater than zero, the server-client scenario results in reading fewer values than

the peer to peer scenario.

3.3.3.2 Qdiscs

Symphony network properties are modelled as a matrix, either latency or bandwidth,

where each position represents the value of latency or bandwidth from application X to

application Y. To implement the bandwidth matrix we used the following hierarchy, seen

in �gure 3.5.

Figure 3.5: Htb classes hierarchy implemented.

This hierarchy applies the concepts of the htb qdisc, more precisely the top htb class

applies the overall bandwidth restriction of the application, while the leaf classes apply

the individual link to each application. For this hierarchy to work properly, the sum of the

bandwidth rates of the leaf classes should not be greater than the ceiling of their parent's

bandwidth rate. This is because the leaf classes only use their parent's bandwidth after

over�owing their own bandwidth rate.
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Figure 3.6: Flow of packets implemented.

The latency matrix is implemented, as a list of ifbs with each unique latency value, as

we can see in �gure 3.6. The network tra � c after being dequeued from the htb class is

then redirect into the correct ifb for its latency value to be applied.

3.3.3.3 Filtering

A vital part of the emulation module is how the �ltering of each packed is executed,

because we need to comply with scalability in order to emulate large distributed systems.

To ensure that �ltering each network packet has a constant cost despite the magnitude of

the distributed system we utilized u32 [39] hash mechanism.

Figure 3.7: Flow of packet �ltering, with the example of �ltering the IP address 192.85.6.9

This hash mechanism creates a 256 entry table, so in order to achieve a constant cost,

we map the third and forth octet of the IP address to a table entry and place a root �lter to

capture all tra � c of the desired subnet, like in the example 3.7. In this example we have

the IP address of 192.85.6.9, �rst it is capture by the root �lter of subnet 192.85.0.0/16,

then it hashes the third octet in order to �nd the exact table entry. The table entry of the

third octect then redirects to the next table which hashes the fourth octet of the IP address,
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�nding its exact entry and enqueuing in its corresponding htb class and redirecting to

the correct ifb.

This method of �ltering allows for a complexity of 4 steps to reach the correct des-

tination, although it only supports an maximum of 65 thousand distinct IP address or

a subnet of CIDR /16, we believe that adding an extra table of redirection would in-

crease the number of tables exponentially and settled for a maximum of 65 thousand IP

addresses.

3.3.4 Symphony-client

Symphony client is a component of the system architecture that serves two main purposes:

to communicate with the Symphony server and to execute a high-level validation of the

user input. The Symphony client is used to send commands to the Symphony server to

start or poll experiments.

The Symphony client communicates with the Symphony server, but as the response

from the server might occur multiple times, to not stop its execution ahead of time, the

server will send a �ag in its response dictating if it's the last one.

This component also executes a custom validator that checks for errors such as �les

not existing, docker images not being found locally, and throws an exception to notify

the user of their incorrect input if an error is found, stopping the execution.

3.4 Service Architecture

A Service architecture can also be modelled, as seen in �gure 3.8.

Figure 3.8: Symphony system architecture implemented as a service.

This architecture is a representation on how to model the system as a service on

a cluster of multiple physical machines. To achieve this architecture each machine is

running a server component, and each server has the full membership of the physical

cluster. This architecture allows for experiments to be submitted to any server on the

cluster, while workers can be speci�ed to run on speci�c physical machines belonging to

the cluster, allowing for �exibility on running experiments.
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3.5 Summary

In this chapter we presented Symphony architecture, starting with its requirements. Then

followed by presenting how the architecture is devised in multiple components and how

each component interacts with each other.

We presented the implementation details of all the symphony components, their ex-

ecution life cycle, and the experiment synchronization barriers. We provided an insight

on each component contributed to the system, and how they interact with each other.

We latter presented an application of this system architecture to a real world service

in a cluster of physical machines.

In the following chapter, we present a guideline on how to con�gure and use the

system from an user perspective.
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Conf igur ing Symphony

In this chapter we present how to use and con�gure Symphony. More detailed, we start

by looking at an example experiment while explaining each parameter and its possible

values. We will dive into the reasoning behind each parameter and how it contributes to

ful�lling an experiment.

Furthermore, we detail how to interact with the running service, how to execute an

experiment and listing some best practices to follow.

Lastly, we provide a few example experiment con�guration �les and discuss them.

4.1 Experiment �le

In Symphony experiments are described in a YAML con�guration �le. Since this �les can

have some similarities between experiments (such as the same physical environment), we

implemented the possibility of adding a default and override YAML �le. An experiment

composed of both a default and a override �le will �rst read all attributes from the default

�le and then the override �le, replacing all attributes of the override �le in the default

�le.

To better understand how to create these experiment �les we �rst need to understand

each of the con�guration �les parameters.For that, we will analyze an example experi-

ment consisting of nine iperf3 clients and three iperf3 servers, this example con�guration

�le can be seen in �gure 4.1.

4.1.1 Parameters

As we can see from �gure 4.1, an experiment con�guration �le has a total of fourteen

main parameters: dockerImgs, seed, machines, groups, runTime, network, latencyFile, band-

widthFile, rules, outputVolume, startCommand, dynamicEvents, onFinish, startCommand. We

will now further analyze each paramater and its possible con�guration.
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Figure 4.1: Experiment of nine iperf clients and nine iperf servers.

4.1.1.1 Docker Images

The parameter dockerImgsis a list of all docker images used in the experiment. As seen

in �gure 4.2, we can describe a docker image by providing its name and tag. All docker

images added to the list must be present in the server machine where the experiment is

submitted.

Figure 4.2: Docker images snippet of the example experiment.
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4.1.1.2 Rules

Figure 4.3: Rules snippet of the example experiment.

As we can see from �gure 4.3, the rules parameter is composed of �ve sub parameters:

path, generated, jitter , and serverClient, serverToServerBandwidth, serverToServerLatency.

The path parameter is path string where the emulation rules are read and generated

to. This path needs to be a shared directory among all workers and manager of the

experiment, as they all need to access the emulation rules in order to enforce the correct

network emulation.

The generatedparameter is a boolean that indicates if the rules are already generated,

so the generation step can be skipped.

The jitter parameter is a composed of two semicolons values, the percentage of jitter to

be applied and the corresponding distribution. The percentage value is written in a range

from 0 to 1, and works in the following manner: in a delay of 150ms with a jitter of 0.1,

the actual delay is 135-165 ms, or 150ms +/- 15ms. The jitter distribution relates to what

the probability of the picked value within its possible range. Possible jitter distribution

are the same as netem o� ers in their documentation [25].

The serverClientis �ag parameter that when set to true Symphony will search for two

other parameters: the serverToServerBandwidthand serverToServerLatency. This parame-

ters are path strings to the corresponding matrix con�guration �les, as we can see in the

example 4.3. This will result in instead of using a peer-to-peer approach when generating

the rules, it will use the server client simpli�cation, meaning that it will emulate the

all network links except the client to client links as they do not communicate with each

other.

4.1.1.3 Seed

The seedparameter its to enable repetition of experiences, as all random values will be

calculated using the seed value. If there is no seed value de�ned, symphony will generate

one for the experiment.
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4.1.1.4 Run Time

The runTime parameter determines for how long an experiment will execute after all ap-

plications �nished their starting phase. This parameter is mandatory for the experiment

to start.

4.1.1.5 Latency and Bandwidth Files

Figure 4.4: Latency and Bandwidth �les snippet of the example experiment.

As we can see from the �gure above 4.4, the parameters for latency and bandwidth

�les are strings of the absolute path leading to those �les. These parameters can be

omitted if the rules are already generated (i.e. the parameter generator in rules has value

true).

4.1.1.6 Network

Figure 4.5: Network snippet of the example experiment.

The parameter network has two sub parameters: nameand subnet, as we can see from

the �gure above 4.5. This experiment parameter will use the docker interface to create

an overlay network with the given name and its corresponding CIDR subnet value. This

CIDR value needs to provide an amount of possible IP addresses for the containers within

the experiment, and should not be greater than /16 network, meaning that Symphony is

limited to sixty �ve thousand unique IP addresses (the maximum unique IP addresses of

a /16 network).

4.1.1.7 Machines

Figure 4.6: Machines snippet of the example experiment.

As we can see from the �gure above 4.6, the parameter machines is a list of machines

where each machine contains an IP address and a number to which they are referred
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inside the experiment. Each machine needs to have a service of symphony running and

connected to where the experiment is submitted.

4.1.1.8 Groups

Figure 4.7: Groups snippet of the example experiment.

The parameters groups is a list of a container groups, as we can observe from the

�gure 4.7. A container group is de�ned with a name, numberDocker, imgName, machines,

startAddress, totalBandwidth, and customConf.

Name: The group name identi�es the group and must be unique among the list of groups

in a experiment.

NumberDocker: The numberDockerde�nes how many application containers the group

will execute, and the imgName tells which docker image to use.

ImgName: The docker image name that the group will use.

Machines: The machinesparameter is a list of machine numbers from the machines pa-

rameter, that tells in which physical machines the group will be evenly distributed.

StartAddress: The startAddressis to tell the service where to start attributing the IP

addresses of the container applications belonging to that group. This attribution

occurs in a linear way, meaning that a group of 3 applications starting from the

IP address of 172.30.10.254 will end at the ip address of 172.30.11.01 . If no start

address is de�ned, symphony will start attributing addresses from the beginning

of the subnet value. The user must have special attention when giving each group

a starting address, as to not having group addresses overlap, leading to the experi-

ment giving an error in the setup phase.

47



CHAPTER 4. CONFIGURING SYMPHONY

TotalBandwidth: The totalBandwidth is to set a total bandwidth that each container

within that group can allocate as a maximum. This value should be an integer,

and it is in the scale of Mbps.

CustomConf: the parameter customConfis a string of parameters that will be passed to

the container when start executing. One example of the usage of this parameter is

to pass environment variables to the entire group of containers or limit their cpu or

memory usage through their corresponding docker parameters.

4.1.1.9 Output Volume

Experiment logs in Symphony are collected through the output volume parameter. This

parameter is a string of the absolute path of for the output volume directory. When

setting up an experiment, Symphony will mount an output volume in each application

container and bind it with the given parameter directory. After an experiment is executed

and cleanup the output volume will not be deleted so that the user can retrieve the

experiments logs when he desires.

4.1.1.10 Start and Finish Commands

The parameters: startCommandand �nishCommand, are mostly used to avoid repetition

of start and �nish actions, if they all execute the same command at the same time. These

parameters are optional, meaning that if left blank the experiment will ignore them.

Figure 4.8: Events snippet of the example experiment.

4.1.1.11 Events

Symphony o� ers events as to empower the user to create actions that allow for more

detailed and realistic experiments. As we can see from the �gure above 4.8, events are

devised into three categories: onStart events, Dynamic events, and onFinish events. We

will further detail each category bellow, so lets focus on how to create an event action. An

action is de�ned by three semi colon separated values:
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At: This �eld determines where in time the action should start executing. This value is

a positive integer of milliseconds that should be within 0 and the experiment run

time.

Target: This �eld speci�es each application where the action will execute. To facilitate

and allow the user for more complex actions without having to name each container,

a set of keywords was devised. This set of keywords are:all , but, N , {N },and %.

The keyword all refers to all applications within the experiment, this keyword can

be using with a combination of but to exclude some applications or with % to only

use a percentage of all applications.

The keyword but is to except applications from being selected into the action target,

it can be utilized in a combination of keyword N and {N }.An example taken from the

dynamic events of �gure above 4.8, is saying to execute the script changeServer:sh

on all clients except client-0 and client-1.

The keyword N refers to an application or to an application group. Taken the above

example, this keyword is referring to the application group, but it could also be a

single application like client-node-01.

The keyword {N } is to denominate a colon separated group of keywords N . This

group of keywords N can contain single applications mixed with application groups.

The keyword % is to select a percentage of applications from all applications or a

group of applications.

Command: This �eld de�nes which command to execute. This command can either be

a custom command de�ned by the user to execute on the application or a default

command. The given default commands are the following: duplicate, corruption,

isolation, linkf lapping , netdown, reorder, and crash. All commands except crash

have as input parameter their time duration, in ms. These commands were imple-

mented in the following manner:

The command isolation is implemented as a loss of 100% of all network packets

to other applications. The command linkf lapping is to apply spikes of isolation

within its duration.

The command netdown blocks all incoming and receiving tra � c from the experi-

ment network, except for the docker swarm tra � c on port 2344.

The command crashwill send a SIGKILL signal for the application to stop execut-

ing.

The commands duplicate, reorder, corruption are mirrors from netem qdisc o � ers

and they have the same input with the additional input of duration.
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On Start

The onStart parameter dictates when the applications should start executing, if left blank

all applications will start with the start command at the beginning of the experiment (i.e.

at experiment time zero). This parameter should be used to start applications in di � erent

times, as seen from the example �gure 4.8, it �rst starts the server group at time 0, then

at time 1000 symphony starts the client group.

Dynamic

The Dynamic parameter is used to de�ned actions that occur during the experiment. This

parameter should be used to contain all actions that are neither start or �nish actions.

On Finish

The onFinish parameter dictates when the applications should start executing their �nish

action, if left blank and a �nish command is de�ned, all applications will execute the

�nish command at the end of the experiment.

4.2 How to con�gure Symphony as a service

In this section we will learn each step to con�gure Symphony, and add it as a service on

systemctlon your cluster of physical machines. First, we will look on each con�guration

parameter, there are seven parameters that can be con�gured.

interfaceName: This �eld is a name of a network interface to which the service will bind

and use to send messages. There is no default value, so this �eld is required for the

service to be correct.

port: The port number of the IP address given to the interface to which the servers will

listen and send messages to. Default value is port 10000.

localPort: The port number of the localhost to which the servers will listen to client

requests. Default value is port 10100.

localManagerPort: The port number of localhost to which the servers will listen to man-

ager messages. Default values is port 10200.

masterPort: The port number of the IP address given to the interface to which the man-

ager will listen and send messages to workers. Default values is port 10003.

servers: This �eld corresponds to the servers membership of the physical clusters, it

should include the IP address of all the physical machines. It will try to connect

to a symphony server on that IP and on port mentioned above. If given its own IP

address the server will ignore it.
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[Unit]
Description=Symphony Service
After=syslog.target network.target

[Service]
SuccessExitStatus=143

User= current_user

Type=fork

ExecStart=/PATH_TO/execStart.sh
ExecStop=/bin/kill -15 $MAINPID

[Install]
WantedBy=multi-user.target

Figure 4.9: A template service con�guration �le

membershipTimeout: This �eld is a timeout to which retry opening the connections on

the server membership. Default value is 5000 ms.

After con�guring the values mentioned above, the service can be started on a cluster

of physical machines. For that we must create a service �le to describe our service, an

example can be seen on �gure 4.9. In the �gure there is just a need to replace the path to

where symphony is located and the user, or group in which the service will operate.

Now we must add the service �le to each machine and reload the systemctldaemon.

The steps required for that are:

1. Add the symphony.service �le to etc/systemd/system and reload, with the com-

mand systemctl reload.

2. Use thesystemctlcommands: start, stop, and reloadto start or stop the Symphony

service.

After the steps mentioned above, you can check if the service is running by running

the command systemctl status. The results should match �gure 4.10, if the service is all

steps steps were done successfully. Now we are ready to start writing our experiment

�les.

4.3 User Interaction

The user interaction with the symphony service is through the experiment �le and the

symphony client, either the java class or through the client command. Both commands
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Figure 4.10: Output of a running Symphony service

java -cp Symphony-client/package/symphony-client.jar Main submit
-file Symphony-server/package/ExpCassandra.yaml

Figure 4.11: An example of the java command to start an Symphony client

receive two parameters, the � f ile for the con�guration �le and - � def ault for a default

con�guration �le. An example of the java command can be seen in �gure 4.11.

The client command is an extension of the client java class, both of them provide the

same functionality. This functionality is to query the symphony server if a experiment is

running and to start or stop a running experiment. The submit command requires you to

provide a path to the experiment �le. More information on the symphony client can be

found in 3.3.4.

The symphony service, when already con�gured and running, is used in the following

steps:

1. Create the YAML experiment �le, de�ning each parameter in order for the experi-

ment to have your expected behaviour.

2. Launch a symphony client, either with the launchClient command or be executing

the client java, and passing it the submit parameter with the path of the YAML

experiment �le.

3. That is it! Now the experiment will start executing after completing its setup phase.

4.3.1 Best Practices

In this section we will advise on some of the best practices when using the symphony

service, them being:

• Name each application group uniquely, as to not refer to both groups at once when

de�ning the experiment actions.

• Check each group starting address, as to not have containers overlap addresses and

stopping the setup phase.
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• When de�ning a path of your local directory always use the full path as to avoid

aborting the setup phase because of a missing parameter.

• After executing an experiment, if you want to execute it again you can check the

generated boolean to true, as a way to reduce the setup time.

4.4 Examples

In this section we will analyze examples of con�guration �les that can be found in annex

I.3 and I.3. This �le starts by describing the docker images that will take part in the

experiment, in this case is the ipltc with tag latest. Followed by enumerating all the

physical machines where the experiment will be executed and attributing them a number.

This number will serve as an identi�er to refer to this machine later in the experiment

con�guration �le. Then we specify our groups, �lling each parameter with the desired

value. Then we specify the experiment runT ime parameter to be thirty �ve seconds, the

network to be named testnet and have a CIDR of 172.30.0.0/16, and the corresponding

paths to the latency and bandwidth �le. We the, have to give a path for our rules �les

to be generated to, and since we have set to true the �ag of server client, we will need to

specify where are the server to server latency and bandwidth �les. Followed by specifying

where the output volume should bind to in the local �le system, and say a default start

command to be used in case a start action is not speci�ed. Lastly, we specify the start

actions for both the experiment groups, where the server group will start an iperf3 server

with the corresponding start command starting at time zero, and the client group will

execute a script to extract data for thirty seconds at one thousand milliseconds into the

experiment or 1 second into the experiment.

4.5 Summary

In this chapter we started by showing an example con�guration �le, explaining how

each parameter contributes to the experiment and its possible values. Then we provided

instructions on how to con�gure the symphony service, followed by how to use the service,

and some best practices that should be followed. After reading this chapter an user should

be able to con�gure and utilize the service to run experiments, and to have knowledge

to build the experiment con�guration �le, knowing how each experiment parameter is

de�ned and their possible values. In the next chapter we will look into how Symphony

compares against a state of the art emulator and if it can replicate real world experiments.
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Evaluat ion

In this chapter we present the experimental evaluation of our work, as to validate that

our work is able to operate experiments of large distributed systems. To further test our

work, we will compare it against a current state of the art network emulator. This chapter

is organized as follows:

In section 5.1, we will present the experiment goals to which we evaluated the experi-

mental results.

In section 5.2, we will present the di � erent experiment use cases, providing a brief

explanation of the chosen application and how we will used to extract key metrics that

provide insight on the performance of the proposed work.

In section 5.3, we will state the environment where the experiment were executed.

Lastly, in section 5.4, we will present the experimental results of the use cases previ-

ously de�ned. We will use this experiment results to compare Symphony against Kollaps,

a state of the art network emulator.

5.1 Evaluation Goals

In this section we will revise the goals proposed for this work and how we will evaluate

each network emulator with those requirement in mind. These goals are:

Emulation Scalability: as to measure how each network emulator scales with di� erent

sizes of distributed systems.

Ease of use: to measure the complexity of each experiment con�guration �le, and how

much boilerplate lines are needed to represent di � erent experiments.

Produce reliable results: to assure that all network emulators produce reliable results,

and that users can trust such results.

Generalist: to ensure that the network emulator is agnostic of application. This means

that the network emulator treats the application as a black box.
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Realism: to measure the grade of realism of the applied network emulation by the net-

work emulators.

5.2 Experiment Use Cases

In order to evaluate all of the criteria mentioned above 5.1, we propose the following

experiment use cases:

5.2.1 Iperf/Ping

In this use case we use the tools iperf3 and ping, in order to make a decision on which

emulation architecture would be implemented and to evaluate the criteria of which the

proposed work produces reliable results.

The �rst evaluation will be to provide an insight on the performance of each emulation

architecture. This experiment was done with multiple pings while retrieving key perfor-

mance metrics, such as CPU usage, RAM allocation, and total CPU context switches. After

collecting those key performance metrics, a decision about which emulation architecture

to choose could be made.

Lastly, the other evaluation will be to measure the average error of bandwidth and

latency for each sent packet and compare them with the state of the art network emulator:

Kollaps 2.5.1. The average error of bandwidth is measured by the iperf3 tool, more

precisely we will connect an iperf3 client to an iperf3 server through an emulated network

link with the speci�ed maximum bandwidth. The average error of latency is measured

by the ping command, more precisely we will have two applications connected through

an emulated network link with the speci�ed latency, send a thousand ping requests and

calculate the average error of those ping requests.

5.2.2 Cassandra

In this use case we will run an experiment with the Cassandra database. The Cassandra

database is a distributed database that is used by thousands of companies. Therefore

Cassandra is a suitable database to test the realism and repeatable criteria of the work

done in this dissertation. To evaluate those criteria we propose to replicate an experiment

done in "Practical and fast causal consistent partial geo-replication"[15], and see if we can

achieve similar results when using the framework developed in this thesis. If we achieve

similar conclusions when looking at the emulated data charts, we can successfully say

that the work done in this dissertation is able to replicate experiments which were done

in a real world scenario.
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5.2.3 IPFS

In this use case we run multiple experiments consisted of IPFS applications. Since IPFS

is a decentralized system that operates in a peer-to-peer manner, it is capable of storing

and retrieving data without relying on a central server. Therefore, IPFS is well-suited for

testing distributed systems that require the deployment and operation of a large number

of applications.

These IPFS experiments are to assess key properties of the tools presented. More

precisely, we compare both emulators scalability, how they behave under di � erent appli-

cation workloads, and how they perform over long experiment times.

We used the distributed property of IPFS to test the emulation scalability of both em-

ulators. More precisely, we run IPFS applications and execute a constant payload, while

increasing the number of IPFS applications, to a thousand IPFS applications. To evaluate

the scalability, we measure each physical machine resources and how they increase with

the number of application containers.

For the di � erent application workloads, we ran experiment with a constant number of

machines and IPFS applications, only changing each IPFS application workload between

experiment. We measured the machine resources, and the average latency of each get

command.

To evaluate the performance of each emulator in handling long-running experiments,

we conducted a two-hour experiment with a �xed number of applications and physical

machines, each with a consistent workload. During the experiment, we monitored the

resource usage of each machine every minute.

5.3 Environment

The environment where the most of the experiments were executed was on GRID Cluster

testbed [5]. They were executed on thegroscluster, where each physical machine has the

following hardware speci�cations: Intel Xeon Gold 5220 (Cascade Lake-SP, 2.20GHz, 1

CPU/node, 18 cores/CPU) cpu, 96 GiB of memory, 25 Gbps network and a 480 GB SSD

SATA Micron MTFDDAK480TDN.

The other environment where experiments were executed was on DI Cluster. The

experiment was executed on two physical machines each with 128Gib of RAM, AMD

EPYC 7281 CPU, and a 2x10 Gbps network.

5.4 Experimental Results

In this section we will present the experimental results of each use case and discuss the

results obtained. More precisely, we will analyse each speci�c use case and discuss each

con�guration �le.
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5.4.1 Emulation Architecture

This subsection refers to the �rst experiment in the use case of ping/iperf 5.2.1, and its

purpose is to make a choice between di� erent emulation architectures. This experiment

was executed on DI Cluster with the speci�cations being de�ned in 5.3.

To achieve a conclusion, we made an experiment with 20,100,200 container applica-

tions varying the emulation methods: no emulation, emulation using an outer container,

and emulation through a master process. We measured key performance metrics in each

experiment using the snmp protocol, those values were RAM usage, CPU values, and con-

text switches. Each experiment was run 3 times and the results from the 200 container

experiment can be found in �gures 5.1, and 5.2. It is due to note that Char1 and Char2

represent the two di � erent physical machines were the experiment was executing.

Figure 5.1: Available Ram throughout the experiments.

Figure 5.2: CPU values throughout the experiments.

Observing the results, we can conclude that there is no major di � erence between

emulating using an external container or emulating through a master process. For that

reason we decided to emulate using an external container attached to the each application

network namespace, as later these containers can be used to collect metadata and because

of its ease of implementation.
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5.4.2 Link Results

This subsection refers to the last experiment in the use case of ping/iperf 5.2.1, and its

purpose is to test the reliability of the results provided by this work. As mentioned in the

use case explanation, we setup two application containers through an emulated link and

measured either latency or bandwidth with each respective measuring tool.

Con�guration

Now we will take a look at both emulators con�guration, more precisely what was needed

to run the experiments and their respective con�guration �les.

The Kollaps con�guration for running both emulation experiments were simple and

their con�gurations �les were small and easy editable between experiments, being re-

spectively: the latency con�guration �le I.1 and the bandwidth con�guration �le I.2. One

minor setback was that we could not �nd a way to automatically bind an output volume

with the container running the data gathering command. This had to be circumvented by

entering inside the container and fetching the output �le.

The Symphony con�guration for both experiments used the same con�guration �le

with changes on the bandwidth and latency �les. The con�guration �le can be found

in annex I.3, we can see that this �le contains more con�guration parameters than the

previous ones, resulting in a bigger �le.

Latency

The results for the average link level latency were obtained by running the Linux ping

command, with a count of 500 round trips, then we present the rounded value with its

respective deviation interval. This results can be seen in table 5.1

Table 5.1: Link Level Latency emulation comparison.
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Analysing the values from table 5.1 we can see that they do not have a signi�cant

di � erence between emulators. This can be explained as both emulators use the netem

qdisc to enforce their respective latency.

Bandwidth

The results for the average link bandwidth error uses iperf 3 tool to measure bandwidth.

It is worth noting that for bandwidth values of 1 Mbps and below, we had to adjust the

TCP window size to ensure accurate readings. Speci�cally, we used window sizes of 4

Kbps, 8 Kbps, 12 Kbps, and 24 Kbps for bandwidth readings of 50 Kbps, 128 Kbps, 256

Kbps, and 1 Mbps, respectively.

Table 5.2: Link Level Bandwidth emulation comparison.

Taking a further look into the table above 5.2, we can see that all results have an error

bellow or equal to 5 % and have negligent changes when changing emulator. This can be

explained, as all the network emulators used in this experiment have the same underlying

layer, the Linux htb qdisc.

Summary

In this subsection we took a look into the results of the �rst use case presented 5.2.1, the

link level emulation. This use case was analyzed to see if the work proposed in this thesis

can successfully emulate the desired network properties and does not increase the error

of a single network link emulation properties, more precisely the properties of bandwidth

and latency.
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After collecting and analyzing the results for each network emulator, we can clearly

see that the work proposed in this thesis does not introduce any errors when emulating

a single network link. This outcome is to be expected as both emulators use the same

underlying layer, the netem qdisc and htb qdisc.

Looking back at the evaluation goals we can say that both emulators provide realism

and produce reliable results as they both have a small error margins when emulating

key network properties. Although Kollaps has the advantage on its ease of use through

keeping their con�guration �les smaller and with less boilerplate con�gurations than

Symphony on small experiments.

5.4.3 Cassandra

Con�guration

The con�guration for this experiment was extracted from the paper mentioned on the

use case explanation section 5.2. This experiment con�guration was translated to the

Symphony con�guration �le, which can be found in annex I.6.

The con�guration uses 12 physical machines from the environment GRID Cluster

where 9 machines will be executing four Cassandra server instances and 3 machines will

execute 4 client instances. The Cassandra server instances were split into 9 groups, in

order to provide each group a custom con�guration related to their respective data center.

The clients remained as a single group as they all have the same custom con�gurations.

The remaining part of the con�guration �le is composed of the con�guration of emulation

�les and rules, which is followed by the start actions of the experiment.

We can observe there are a lot of similar actions but with di � erent times and recipients.

This was done to avoid collisions between Cassandra servers joining the clusters while

another server was still joining, which can only happen if the server in question is a seed

Cassandra server. The solution resulted in launching each Cassandra server on a single

action, generating 36 lines of actions just to start each server instance.

This con�guration �le has a total of 192 lines, which 121 are application related lines,

20 are emulation related lines, 40 boilerplate lines and the others are blank lines for

better readability. We notice that the size of this experiment con�guration �le mostly

comes from the groups parameter and the start actions parameter. The group parameter

could not be reduced as each group requires di� erent con�guration, but the start actions

parameters could be substantially reduced if do not require to start every server instance

individually. This matter of delaying the time where each application within a group

starts is a feature that will be implemented in future work 6.

Experimental Results

In this subsection we present the experimental results of the Cassandra experiment use

case. As mentioned in the Cassandra use case, we will replicate the results of the work
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"Practical and fast causal consistent partial geo-replication"[15] while using the proposed

work in this dissertation. More precisely, we will compare the charts generated from our

replicated version against the ones with the published data and see if the same conclusions

can be reached.

We will start by comparing the throughput charts bellow, being the original data

�gures 5.3 and the emulated data �gure 5.4.

(a) Only local operations. (b) Local and remote operations.

Figure 5.3: Throughput and latency �gures from the Cassandra experiment paper [15].

(a) Only local operations. (b) Local and remote operations.

Figure 5.4: Throughput and latency �gures from the emulated Cassandra experiment.

Looking at both �gures we can clearly see that they are not identical. This was ex-

pected because the experiments were executed with di� erent physical machines with

di � erent speeds. This impacts mostly the local operations, as the devices speed have the

most impact in average latency when comparing with the network latency. Although they

are not equal, the same conclusions can be extracted from both �gures. These conclusions

being:
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• the lowest latency is for local quorum con�guration and the highest latency is for

quorum con�guration

• With the increasing number of client threads, the system will eventually saturate

and start to loose throughput and increase latency. This can be observed as number

of client threads increase, the average latency starts increasing when the systems

appears to be saturated.

(a) Only local operations. (b) Local and remote operations.

Figure 5.5: Average latency �gures from the Cassandra experiment paper [15].

(a) Only local operations. (b) Local and remote operations.

Figure 5.6: Average latency �gures from the emulated Cassandra experiment.

When taking a look into the latency charts, �gure 5.5 and �gure 5.6, we can see again

that we have a lower latency on local operations. As we mentioned above, this is due to

faster hardware, as the disk speed is several times faster in the emulated experiment than

the original experiment. The 95 percentile latency also follows the same pattern as the

average latency chart and the �gures 5.7 and 5.8 can seen bellow.
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(a) Only local operations. (b) Local and remote operations.

Figure 5.7: 95 percentile latency �gures from the Cassandra experiment paper [15].

(a) Only local operations. (b) Local and remote operations.

Figure 5.8: 95 percentile latency �gures from the emulated Cassandra experiment.

Summary

In these experiment use case, we replicated the Cassandra experiment [15]. We �rst

mapped the con�guration mentioned into a Symphony con�guration �le, which although

it did not present much of a challenge, it revealed an issue that the con�guration does

not allow for applications with a group or groups to be sequentially started with a delay

between each other resulting in needing to specify each application individually.

When looking at the experiment results between the emulated experiment and the

original experiment, we can see although they are not the same results, the same conclu-

sions can be drawn from both experiments. Although the results were not equal, some

amount of di � erence was to be expected as the underlying hardware was not the same in

the emulated experiment and the original experiment. Since the same conclusions can be

achieved in both experiments, we can say that Symphony is able to provide realism while
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producing reliable results.

When creating the con�guration �le required to execute this experiment, we noticed a

few improvements on how we describe a group start actions separated by a constant time.

Taking into account the experiment results and the di � culties of creating the experiment

con�guration �le, we can still successfully say that Symphony is able to replicate real

world scenario experiments using its own emulated environment.

5.4.4 IPFS

Con�guration

This use case experiments required con�guring both emulators to launch multiple IPFS

peers and emulate the desired network properties between them.

Symphony con�guration consisted of writing its con�guration �le I.4. This con�gura-

tion �le is composed of the physical machines taking part in the experiment, a group of

docker containers running the IPFS image and paths to the latency and bandwidth �les.

Then adding an action for all peers to start executing at the given time. This con�gura-

tion can be easily modi�ed to accommodate di � erent number of peers by changing the

number of dockers in the desired group and provide a di � erent latency and bandwidth

�le. As for the con�guration metrics, this con�guration �le has a total of 40 lines where

23 are application focused lines, 7 are emulation focused lines and 10 are boilerplate

lines.

The con�guration process for Kollaps has the following steps: preparing the Docker

swarm and overlay network, and writing the con�guration �le. The con�guration �le,

which can be seen in I.5, had a few problems that needed to be addressed, being that

a link's origin and dest attributes can only be given valid names of declared services or

bridges. This lead to having each peer have their own service, link and schedule, meaning

that for higher number of peers this �le became to big to be manually written. To solve

this problem, we created a script to generate a topology �le that would receive the number

of peers, their latency and bandwidth �le and output the corresponding topology �le. As

for the con�guration metrics, the con�guration �le has a total of 1385 lines where 150

lines are application focused lines, 1224 lines are emulation focused lines and 11 are

boilerplate lines.

We analyzed both con�guration �les for the 50 peers experiment, coming to the con-

clusion that Symphony o � ers a more compact con�guration �le, being 34 times smaller

than Kollaps con�guration �le. Another factor that we can take into account is how much

bigger the con�guration �le is when compared to a system with a higher number of peers.

Symphony requires the user to just add the extra physical machines while respectively

add them in their desired groups and increase the number of applications, while Kollaps

con�guration �le grows exponentially with the increase of the number of peers. Resulting

in Symphony con�guration �le more robust to the increase of the number of peers than

Kollaps.
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Experimental Results

In this subsection we present the experimental results of the IPFS use case. We will start

with the emulation scalability experiment. This experiments focus on measuring each

physical machine CPU and ram, while also measuring the amount of setup time required

for each number of applications. Before we advance into analysing the experimental

results, we should detail that the lack of value in the bar chart represents that the system

was unable to complete an experiment with those parameters, either by nonsupporting

such a high number of applications or being unable to advance from the experiment

setup.

Figure 5.9: Setup Time throughout the experiments.

We can see the setup time in the following �gure 5.9. As we can see, symphony

presents an overall higher setup time than Kollaps, where Kollaps successfully completes

the emulation of an experience.

This can be explained as Kollaps transforms its experiment setup �le into a docker

compose deployment �le, while requiring an existent docker swarm setup and overlay

network. This allows for faster setup times because the emulator does not have to execute

each docker run command, while also not having to execute the synchronization barriers

of creating a docker swarm and its respective overlay network.

Next we take a look into the average CPU usage of the scalability experiments 5.10.

We can observe that Kollaps presents a increase of the CPU usage average. We believe

that this extra consumption of CPU resources is due to Kollaps approach to compute a

fair share of bandwidth per link. This is due to Kollaps observing each link bandwidth

allocation, meaning that all emulation cores it will have to constantly monitor every link

in the experiment.

Now we look at the average RAM usage of the scalability experiments 5.10. As ex-

pected, both emulators require an identical amount of RAM per experiment, although

Symphony presents a slight increase in RAM usage. This slight increase of RAM us-

age when comparing to Kollaps can be explained as Symphony is running as a service,

meaning that it has a server process running.
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(a) CPU usage. (b) RAM usage.

Figure 5.10: Resource usage throughout the scaling experiments.

On the workload experiments we analyze how the systems behaves under the condi-

tions described in 5.2.3, meaning that we will keep the same number of physical machines

and applications while changing the workload of each application. We will being by look-

ing at the CPU usage �gure 5.11.

(a) CPU usage. (b) RAM usage.

Figure 5.11: Resource usage throughout the workload experiments.

As we can see from �gure 5.11, the CPU average gap between Symphony and Kollaps

appears to become shorter as the workload increases. Although this gap becomes shorter,

Kollaps will be �rst reach a threshold where CPU averages become almost 100% and

starts back pressuring the application. From the used RAM point of view, it seems that

increasing the amount of workload has minimal impact on the RAM usage, while also

having no impact on the RAM usage gap between both emulators.

We also measured the average amount of latency for eachget command, as can be

seen in �gure 5.12. Both emulators present a similar amount of perceived latency, and as

expected, this average latency increases as the workload of the system increases.

On the long running experiments we wanted to observe if the time of the experience
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Figure 5.12: Average get latency throughout the experiments.

had an impact on the physical machine resources. So we run experiments for two hours

and collected the CPU and RAM usage every one minute, as we can see in �gure 5.13.

(a) CPU usage. (b) RAM usage.

Figure 5.13: Resource usage throughout the long workload experiments.

As we can conclude from the �gure 5.13 a), there is no increase in the average CPU

usage over time. This means that it stays constant within the experiment, without taking

into account the initial spike when all the applications are starting and trying to connect

to the bootstrap node. Although the RAM usage presents a slight increase throughout the

experiment, since this increase can be seen in both emulators it is due to the application

RAM

The same cannot be said for the RAM usage, as we can see in �gure 5.13 b), that both

emulators present a slightly increase of RAM usage throughout the experiment.

Summary

In this experiment use case we did three types of experiments in order to measure and

compare di� erent comparisons of the emulators. First, we discussed both emulators

con�guration �le and concluded that Symphony holds an edge against Kollaps because
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its con�guration �le is more compact and adapts better to the changes in the number of

peers.

Then, we started by running a scalability experiment where we increased the number

of peers to see which emulator provides a better scalability, one of the stated evaluation

goals. In this experiment, Symphony becomes a better choice of emulator because of the

inability of Kollaps to emulate systems with an higher number of links then 65535.

We followed by executing the experiment of changing the workload of each applica-

tion and �xing the system size. On this experiment we cannot conclude that one emulator

has an edge on the other, as both emulators provided similar results on the average la-

tency of get commands and with opposing results in the CPU average and RAM usage

average metrics.

Lastly, we executed the experiment of long experiment run time. In this experiment

both emulators provided similar results, so we concluded that there is no di � erence in

the experiment run time when choosing an emulator.

After analyzing these experiment results and combining them, we can come to the

conclusion that Symphony has a clear advantage when emulating large distributed sys-

tems. This advantage is due to Kollaps eventually becoming incapable of executing with

such a large system size, and for its exponentially increase of con�guration �le size with

the increase of system size.

5.5 Summary

In this chapter we presented the criteria behind our evaluation and its results. We �rst

detailed all the evaluation goals and how we plan to evaluate them. We then detailed

our use case experiments, and how each con�guration �le complies with the evaluation

criteria. Followed by the experiment methodology, where we detail the environment

where we ran the experiments, discussed the evaluation results and how they relate to

the evaluation goals.

In the next chapter we conclude this thesis, and present some improvements and

possible features that can be implemented as future work.
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Conclusion

Conclusion

As current distributed systems become larger and more complex, pressure increases for

conducting systematic and detailed performance assessments. Conducting experiments

in distributed systems is a challenging task because you need to retain control over mul-

tiple processes while providing an emulated environment.

With those challenges in mind, in this thesis we studied how to evaluate distributed

systems, how each assumptions are made and to measure key system performances there

is a need to control the underlying network layer. We dived into how we could control

this underlying network layer using Linux tra � c control to �lter network packets to

their correct qdiscs, applying the correct network emulation. We studied the current

state of the art network emulators on how they deliver network emulation and control

experiments. As a result of this analysis, we presented Symphony a tool capable of

executing experiments and o� ering an emulated network environment while keeping the

experiment con�guration to a minimum.

The work done in this dissertation leverages Linux tra � c control and docker contain-

ers to allow users to create experiments in realistic emulated environment. This realistic

emulated environment is solidi�ed with the implementation of actions, such that it al-

lows for users to add a degree of realism to their experiments. We implemented the

con�guration �le to be as natural as possible, containing few lines of con�guration while

empowering the users to further customize their experiments.

The experimental evaluation conducted in this thesis allowed us to conclude that

Symphony is capable of replicating existing experiments that were executed in a real

world scenario using an emulated environment. We can also say that Symphony has an

edge when emulating large distributed system over Kollaps, a state of the art emulator.

This advantage is due to Symphony providing a smaller and more concise experiment

con�guration �le, and the ability to emulated experiments until 65353 applications.
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CHAPTER 6. CONCLUSION

Future Work

In this �nal section we detail possible future work directions that improve our current

solution. Those future work directions are:

Shared volume directory: Adding a a shared volume directory, so experiments do not

rely on having a previously shared directory for the emulation and logs �les. An

example of a tool capable of implementing a shared volume directory would be

GlusterFS [17], as we require a scalable network �le system capable of handling the

emulation rules and logs �les.

Con�guration helper: For now the server con�guration has to be done manually. To

better improve the con�guration process, a con�guration script needs to be imple-

mented that allows the user to input the desired con�guration and the con�guration

helper would install that con�guration on a cluster of physical machines.

Create an alternate ending to experiments: Implementing an alternate ending to exper-

iments, meaning that after an experiment is complete the application would stop

and await for starting executing again. This would allow for executing the same

consecutive experiment while skipping the setup phase.

Unit management: Implement a unit management feature so parameters like actions

could receive their respective unit instead of being forced to all follow the same

unit.

Delay between containers launching: Implement a new action group feature that would

allow users to specify a constant time that would be required to wait between the

launch of applications in the same group.
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ANNEX I. EXPERIMENT EXAMPLES

<?xml version="1.0" encoding="UTF-8" ?>
<experiment boot="kollaps:1.0">

<services>
<service name="dashboard" image="kollaps/dashboard:1.0" supervisor="true" port="8088"/>
<service name="n1" image="kollaps/ping-client:1.0" command="[ ' n2' , ' 500' , ' 500' ]" />
<service name="n2" image="kollaps/ping-client:1.0" command="[ ' n2' , ' 1' , ' 1' ]" />

</services>
<links>

<link origin="n1" dest="n2" latency="5"
drop="0" upload="100Mbps" network="kollaps_network" />

<link origin="n2" dest="n1" latency="5"
drop="0" upload="100Mbps" network="kollaps_network" />

</links>

<dynamic>
<schedule name="n1" time="0.0" action="join"/>
<schedule name="n2" time="0.0" action="join"/>

<schedule name="n1" time="6666.0" action="leave"/>
<schedule name="n2" time="6666.0" action="leave"/>

</dynamic>
</experiment>

Figure I.1: Experiment �le for Kollaps single link latency emulation

<?xml version="1.0" encoding="UTF-8" ?>
<experiment boot="kollaps:1.0">

<services>
<service name="dashboard" image="kollaps/dashboard:1.0" supervisor="true" port="8088"/>
<service name="client1" image="kollaps/iperf3-client:1.0" command="[ ' server ' , ' 1' ]"/>

<service name="server" image="kollaps/iperf3-server:1.0" share="false"/>
</services>
<links>

<link origin="client1" dest="server" latency="1" upload="50Kbps" download="50Kbps" network="kollaps_network"/>
</links>
<dynamic>

<schedule name="client1" time="0.0" action="join"/>
<schedule name="server" time="0.0" action="join"/>

<schedule name="client1" time="6666.0" action="leave"/>
<schedule name="server" time="6666.0" action="leave"/>

</dynamic>
</experiment>

Figure I.2: Experiment �le for Kollaps single link bandwidth emulation
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dockerImgs:
-

name: ipltc
tag: latest

machines:
- address: 172.16.66.2

number: 0

groups:
-

name: client
numberDocker: 1
imgName: ipltc
machines: [0]
startAddress: 172.30.10.254
totalBandwidth: 1000

-
name: server
numberDocker: 1
imgName: ipltc
machines: [ 0 ]
startAddress: 172.30.20.0
totalBandwidth: 1000

runTime: 35

network:
name: testnet
subnet: 172.30.0.0/16

latencyFile: /home/aatalaia/expTese/expLinkSharing/latency.txt

bandwidthFile: /home/aatalaia/expTese/expLinkSharing/bandwidth.txt

rules:
path: /home/aatalaia/expTese/expLinkSharing/rules/
generated: false
serverClient: true

serverToServerBandwidth: /home/aatalaia/expTese/expLinkSharing/serverToServerBandwidth.txt
serverToServerLatency: /home/aatalaia/expTese/expLinkSharing/serverToServerLatency.txt

outputVolume: home/aatalaia/expTese/expLinkSharing/logs

startCommand: bash

onStart:
actions:

- 1000;client; collectData.sh 172.30.20.0
- 0;server;iperf3 -s

Figure I.3: Experiment �le for Symphony for single link emulation
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Figure I.4: Symphony experiment �le for the Scaling experiment.
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<?xml version="1.0" encoding="UTF-8" ?>
<experiment boot="kollaps:2.0">
<services>
<service name="dashboard" image="kollaps/dashboard:1.0"
supervisor="true" port="8088"/>
<service name="peers0" image="myipfsb:latest"
command="[' /ipfs/start-bootstraper.sh ' ]"/>
<service name="peers1" image="myipfsd:latest"
command="[' /ipfs/start-daemon.sh ' , ' myexp' ]"/>
.
.
.
<service name="peers49" image="myipfsd:latest"
command="[' /ipfs/start-daemon.sh ' , ' myexp' ]"/>

</services>
<links>
<link origin="peers0" dest="peers1" latency="67" upload="1000Mbps"
download="1000Mbps" network="kollaps_network"/>
<link origin="peers0" dest="peers2" latency="60" upload="1000Mbps"
download="1000Mbps" network="kollaps_network"/>
.
.
.
<link origin="peers47" dest="peers49" latency="76" upload="1000Mbps"
download="1000Mbps" network="kollaps_network"/>
<link origin="peers48" dest="peers49" latency="147" upload="1000Mbps"
download="1000Mbps" network="kollaps_network"/>

</links>
<dynamic>
<schedule name="peers0" time="0.0" action="join"/>
<schedule name="peers0" time="8000.0" action="leave"/>
<schedule name="peers1" time="30.0" action="join"/>
<schedule name="peers1" time="8000.0" action="leave"/>
<schedule name="peers49" time="30.0" action="join"/>
<schedule name="peers49" time="8000.0" action="leave"/>

</dynamic>
</experiment>

Figure I.5: Kollaps experiment �le for the Scaling experiment.
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Figure I.6: Symphony Cassandra experiment part 1/5.
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Figure I.7: Symphony Cassandra experiment part 2/5.
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Figure I.8: Symphony Cassandra experiment part 3/5.
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Figure I.9: Symphony Cassandra experiment part 4/5.
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Figure I.10: Symphony Cassandra experiment part 5/5.
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