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Abstract

Cloud computing is emerging in the IT industry and is being established as the standard
way of providing high quality applications and services, being able to scale when neces-
sary and maintaining low latency. This high availability allows new users and devices to
connect which may possibly cause some saturation in the network.

The edge computing paradigm has recently emerged to address raising concerns on
the ability of cloud computing infrastructures (and data links connecting end user devices
to such infrastructures) to receive, process, and reply to operations generated by edge
devices (e.g., sensors or other more sophisticated devices) in an expedited way. One way to
mitigate this challenge, put forward by the edge computing paradigm, is to decompose the
computations executed by applications in smaller components that can then be pushed
into the devices (either on the cloud or edge) that are in close vicinity to the location of
data generation and consumption. This allows to remove pressure from network links (by
avoiding to move data) and can, in particular cases, speedup the production of results to
be consumed in the edge. However, achieving this intuitive vision is cumbered by several
challenges, in particular:

1. How to decompose the logic of a (large) computation into smaller units;
2. Understanding the requirements for the correct processing of such smaller units;
3. Define mechanisms to compose the results of the smaller computations;

4. E [eckively pushing the computations to the locations where they will be conducted
and ensuring their execution despite failures.

In this thesis we will start to pave the way towards such a vision by studying how to
decompose computations, classifying relevant properties of a subset of classes of these
computations, and exploring the design space of the runtime support to execute smaller
units in an integrated way across the cloud and edge. We will focus on settings with
multiple cloud datacenters potentially with a few edge locations.

Keywords: Cloud, Edge, 10T, Computation
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Resumo

A computacdo em Cloud (na Nuvem) esta a crescer na inddstria de Tecnologias de In-
formagcao e esté a ser estabelecida como o padréo para fornecer aplicagdes e servigos de
gualidade, sendo capaz de serem escalados quando necessario, mantendo sempre uma ra-
pida resposta. Esta grande disponibilidade permite que novos utilizadores e dispositivos
se conectem de uma forma exponencial, causando saturagéo na rede.

O paradigma da computacdo em Edge (na fronteira) comecou a emergir para solucio-
nar o problema da disponibilidade da infraestrutura de uma arquitetura em Cloud para
receber e processar informacéo e operacdes recebidas por dispositivos de Edge (sensores
ou outros dispositivos mais sofisticados) de uma forma rapida e eficiente. Uma forma de
mitigar este problema, com ajuda da computacdo em Edge, passa por dividir as compu-
taches que sdo executadas pelas aplicacdes em blocos de menor dimensdo sendo depois
processados perto da localizagdo onde a data é criada ou consumida. Este fator permite
aliviar e remover pressdo das conexdes entre varios dispositivos na rede, evitando trans-
ferir dados e por sua vez aumentar a velocidade de saida de resultados dos dados que sao
consumidos.

Apesar de tudo, alcancgar esta visdo traz alguns desafios:

1. Como decompor a logica de grandes computacgdes em unidades mais pequenas;
2. Entender os requisitos para um correto processamento de cada unidade;
3. Definir mecanismos que possam compor os resultados das sucessivas unidades;

4. Passar efetivamente as computagdes para uma localizacdo mais ideal onde seréo
tratadas e assegurar a sua execucdo apesar da possibilidade de falhas.

Nesta dissertacdo iremos comecar a tracar o caminho para esta visdo, estudando como
se deve decompor computacdes, classificando as suas propriedades e explorar as possi-
bilidades para a execucdo de unidades mais pequenas de uma forma integrada. Iremos
focar em cendrios com varios datacenters em cloud e varios dispositivos de Edge.

Palavras-chave: Cloud, Edge, 10T, Computacao
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Introduction

1.1 Context

Nowadays, everyone is used to carrying a smart device in their pocket throughout the
day. These devices are used for checking the news, communicating with friends, playing
games, or even, as a work essential tool. Our smartphones are an example of a device that
is constantly posting and requesting information from a remote location (not on their
local storage) and this was made possible by the appearance of Cloud Computing [44], an
almost in nite scalable infrastructure that allows users and companies to use resources
and services in the palm of their hands, without having the need for big devices with very
computational power.

Although Cloud computing seems to be the way to go for our daily usage, it will not
be a viable solution to build fastand e  cient systems in the near future. The increase of
Internet of Things (loT) [49] applications and mobile devices is leading to a fast increase
in the amount of data created and transmitted, which is consequently increasing the time
required for the cloud data centers to process new requests. Another problem that is
faced by the cloud computing paradigm is that we may have some situations where the
amount of data produced at a certain time is bigger than the capacity of the transmission
itself, as the network capacity is not evolving at the same rhythm as the need of more
edge centric [29] applications.

Edge computing [29] is a new concept that is emerging as a way to mitigate the
limitations described above, as it is considered a way to perform computations outside
of the cloud data centers and closer to the devices or end-users. This is a very broad
concept, as the edge can be considered as being composed of any device with the ability
to communicate between the source of the data and the cloud and having the ability
to perform data computations (analyzing, ltering, agging, etc). These devices might
include sensors, actuators and other endpoints, as well as 10T (Internet of Things) servers
and routers.

By moving some computations from the cloud to the edge, especially when dealing
with large amounts of data, it is possible to lower the network tra ¢ and decrease the

1



CHAPTER 1. INTRODUCTION

latency for the end-user. It can also bring some security advantages as the edge can be
managed by the organization itself (and not the cloud providers), and certain security
policies can be applied.

1.2 Motivation

Current systems and applications that use the Cloud for storage and computation will
always have its bene ts but there are also ways to improve overall latency and user
experience by taking advantage of edge resources.

As mentioned above, clients that are far away from the Cloud datacenter location will
experience a larger latency than if they were closer to the datacenter. Cloud computing
tries to minimize these issues by replicating everything in multiple locations around the
world, hoping to have them closer to each user or client.

With the increasing amount of data being produced and transmitted, mostly by the
emergence of 10T (Internet of Things) devices, the bandwidth of the connections between
the data points and the Cloud will eventually become saturated [51]. This issue can also
a ect user applications and games where the user needs to wait for a response to their
request to the Cloud datacenter.

With the use of Edge computing, applications can avoid unnecessary communications
with the Cloud, by communicating with an intermediate node [47], executing most of the
computations there. As this is mainly still a concept, there is a need to improve this kind
of architectures as their current design also presents some aws and challenges that must
be addressed. We want to help developers and organizations during the development and
implementation of new edge applications that are constantly receiving and processing
data from multiple sources by simplifying their process.

1.3 Obijective

In this thesis we have analysed how cloud computing can a ect the latency of Internet
of Things (loT) devices and the data they produce. We set Edge computing as a possible
solution for this problem, by improving latency and costs.

We also studied di erent ways to approach computation processes and how we can
split monolithic tasks into smaller ones, checkingifitismoree  cient than the traditional
way. There is also a need to improve the way that edge applications use their resources.
With this in mind, we have developed a framework with the following goals:

» Help developers and organizations to create or improve edge applications by taking
advantage of all the available resources with less human intervention.

» Provide mechanisms for declaring and introducing new devices at any time.

2



1.4. DOCUMENT STRUCTURE

» Optimize all the resources available, taking into account their capabilities and the
latency between nodes.

» Allow developers to compute data with their custom code within a set of possible
functions that may include summing, subtracting, minimizing, etc.

» Minimize the amount of data that is sent across the network by ltering it directly
at the source.

1.4 Document Structure
The rest of this document is organized as follows:

» Chapter 2. Presents Cloud and Edge Computing in more detail with the current
solutions available and why there is a need to evolve even more into the concept of
Edge computing.

» Chapter 3: Describes our Solution with the details and the approach for achieving
it and evaluating accordingly.

» Chapter 4: Evaluates our solution, comparing it with current approaches.

» Chapter 5: Presents our conclusions and how we intend to continue working on our
Framework.



2

Related Work

In this chapter we will address cloud computing and its limitations as well as the emerg-
ing concept of edge computing, explaining its properties and how it can help to mitigate
some of the increasing limitations of using remote data centers far from the end users
and devices.

We will discuss some technologies and services that are currently available for public
use, including the major Cloud providers like Amazon, Microsoft and Google. We will
also study and discover di erent aggregation methods and data processing techniques in
distributed computing.

2.1 Cloud Computing

The notion of network based computing started in the decade of 1960, with the use of
mainframe computers which were used by large organizations as a way of allowing their

users to access data and other resources. As the years progressed, the internet evolved
and the need for wireless devices increased. In 2006 big companies like Google and
Amazon introduced what we now call the modern cloud computing, a way of delivering
computing services like servers, storage, databases, networking, software, analytics and
intelligence over the internet. According to The National Institute of Standards and
Technology (NIST) [19] cloud computing "is a model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of con gurable computing resources (e.g., networks,
servers, storage, applications and services) that can be rapidly provisioned and released with
minimal management eort or service provider interaction’'

Cloud computing also allows companies to pay only for the resources they consume,
unlike for example the mainframe computers that usually had expensive licenses and
had to be maintained manually. With this in mind, from a business perspective, cloud
computing is showing as the way to go as it allows to save a lot of costs and time by elim-
inating the need to plan ahead for provisioning and eliminating the use of unnecessary
resources.



2.1. CLOUD COMPUTING

2.1.1 Concepts

Cloud computing was built in a way that can simulate our own devices and allows for ap-
plications to be deployed by using virtualization [38]. When a new service is deployed in
the Cloud, it is provided with a virtual ecosystem of hardware and software. This allows
users from di erent devices to access the same hardware in the Cloud. Virtualization
comes with di erent features [38]:

1. Flexibility: Companies and organizations have the ability to share resources with-
out sharing critical information and data across the system

2. Security: The risk of multiple attacks in case of a vulnerability is reduced by the
ability of isolating hardware and software by virtualization

3. Data protection: Virtualization allows companies to move whole applications and
services to several locations in a very simple way because it consolidates servers and
resources into les.

4. Coste ective: Reduces hardware requirements and the need for maintenance

5. Access control: Virtualized hardware infrastructure is secured by custom rules

Having a virtualized system means that the Cloud providers can easily and automat-
ically scale the virtual machines that are provided for the applications. An application
owner can con gure the provisioning in a way that it is scaled automatically in case of an
increase of service demands and at the same time not being worried about maintenance
expenses.

2.1.1.1 Types of Cloud Environments

Although the tendency is to move everything into the Cloud, there are some aspects that
need to be considered for di erent types of usages and needs. Some companies, like in
the banking industry, need to keep some information and services running on their own
premises. This type of necessity has created 4 main types of cloud computing services in
the Cloud environment, each one with its own bene ts and disadvantages that need to be
considered [36]:

1. Public Cloud: Provisioning of services and infrastructure for open use by the gen-
eral public. This type of cloud provides their users bene ts such as no up-front
capital costs and the ability to scale on demand, making it a pay-as-you-go service.
However, all the infrastructure is under full control by the Cloud provider and
customers must accept their terms and conditions.

2. Private Cloud: This type of cloud environment is usually secured by a rewall and
used by a single organization. It can be a full on-premises service managed by the
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CHAPTER 2. RELATED WORK

organization itself or by a cloud provider. Private cloud solutionso  er more control
and security making it easier to restrict access to valuable resources. However, the
organization is responsible for the management and maintenance of the software
and infrastructure, making it less cost e ective.

3. Hybrid Cloud: A combination of both public and private cloud, that tries to elim-
inate the limitations of each approach. This design is scalable but still possible to
secure important information.

4. Community Cloud: Not as common as the other solutions, being a collaborative
platform used by di erent organizations and companies, allowing them to easily
share and collaborate at a lower cost. However, this approach may not be the right
choice for every organization as it raises some concerns in terms of security, compli-
ance, and performance.

We will later discuss about edge computing and how it is connected to the Cloud.
edge computing is a very broad concept that can be integrated in any of these 4 types of
Cloud services. Refer to Figure 2.1 for more information.

Figure 2.1: Cloud Deployment Models

2.1.1.2 Service Model

Organizations that chose to use cloud services are served with hardware and resources
as a service on demand. As customers have the ability to scale when necessary, cloud
providers can take part in managing some of their resources. This situation divides the
service model into 3 separate types [22]:

1. Infrastructure as a Service (laaS): provides access to a complete infrastructure
with servers, storage capacity and networking resources that customers can use as

6
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they would do with their on premises hardware. Customers use the hardware with
an internet connection but it is still maintained by the Cloud provider.

2. Platform as a Service (PaaS): provides platform level resources for developing,
administering and running applications. The provider manages and maintains the
hardware and software included in the platform. This is an easier and more cost
e ective solution then laasS, if the intention is to run applications without having to
administer the OS.

3. Software as a Service (SaaS): provides on-demand applications, like Email, social
media, and cloud le storage solutions (such as Dropbox or Google Drive) that run
on cloud environments and is fully managed by the Cloud provider.

The type of service model chosen by each organization or individual is very important
as it can help in the development of their service or application. Later on this document
we will also introduce another service called Function as a Service (FaaS) that can be
seen as a solution for splitting computations into smaller units, being then processed by
independent functions. Refer to Figure 2.4 for more information.

Figure 2.2: Cloud Computing Services: Who manages what?

2.1.2 Examples

There are a vast amount of cloud service providers but by far the most known and used in
the industry are Microsoft Azure (Azure Cloud Services), Amazon AWS (Elastic Compute
Cloud) and Google Cloud (Google App Engine) [20]. Although they all provide storage,
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servers, virtualization and middleware, it is provided in di ~ erent ways [38]. In this topic
we will refer to these computing services and compare their di  erences:

1. Google App Engine: is a Paas (Platform as a Service) [20] that is used all over the
world to host and manage web applications. With this type of service, Google deals
with the scaling of the resources automatically so that developers focus only on the
development itself. This service works together with Google Compute Engine that
runs workloads on virtual machines running at physical data centers.

2. Microsoft Azure Platform: Microsofto ers Azure Cloud Services as an opponent to
other web applications hosting services, with the same characteristics (provisioning,
load balancing, auto scaling) [44].

3. Amazon EC2: is the oldest of the 3 and has bare metal instances that allows appli-
cations to access memory and the processor of the hosting server directly.

Later on in this document we will also refer to other products o ered by these cloud
providers that are also very helpful in our study to improve latency and user experience.

2.1.3 Discussion

Now that most applications and services work in the Cloud, they are accessible by almost
any device that has an internet connection. This also means that data is being stored on
remote servers (far from the end-user) and that computations are also being addressed
remotely. These cloud servers are usually more powerful than our day to day devices but
we are dependent on the latency created by the wireless connections.

What we are trying to understand is that even with lower computational capacity,
the devices closer to the source can still provide a better response in dealing with some
computation. The problem is that this situation isn't very common nowadays because
there isn't much information available or frameworks and products that could help.

With cloud computing, new challenges are emerging with the growth of 0T (Internet
Of Things) applications, increasing the amount of data produced and manipulated. Al-
though the Cloud platforms and services are easily scalable, the amount of time it takes to
process and communicate the data will increase. Networking connections are increasing
exponentially, as shown in gure 2.3, but the bandwidth speed is not following up as it
should, becoming a bottleneck.

The cloud will always be part of almost every application and system but it will begin
to have a di erent role as the years and technologies evolve. The Cloud will always be
essential for data storage or backups and for any type of computation that doesn't require
a real time response.

In the next topic we will discuss Edge Computing, a concept that is trying to help
mitigate these issues.
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Figure 2.3: A "tsunami“of data is coming

2.2 Edge Computing

In this topic we will address the source of Edge Computing [29], how it is related with
the Cloud and how this concept can directly a ect cloud applications and their end-users.
We will also address some of the aws and issues associated with this type of architecture
and how our framework can improve the integration of edge devices into existing or new
applications.

2.2.1 Concept

As the years went by, more applications were transferred and created on Cloud environ-
ments. Although this has brought a lot of bene ts, there is no way of escaping the fact
that the servers hosting the applications are (relatively) far from their end-users. In most
cases, latency is a very important factor to take into consideration and with the amount
of 0T devices that are transferring and receiving data from the Cloud, it is inevitable
that there is an increase in latency. Edge computing is trying to mitigate this by comple-
menting the Cloud architecture with computational nodes closer to the data (users or loT
devices) [48], allowing for some (or all) computation to be made outside the Cloud.

This concept can provide faster, more stable and at a lower cost services. Users should
experience a faster and more consistent experience while companies and providers will
also bene t from low latency and the possibility of real time monitoring. With this, it
is possible to reduce network costs by avoiding possible bottlenecks on the bandwidth,
limiting service failures and a better control on sensitive data (it is possible to manage
speci ¢ data on private networks using edge nodes, without reaching the Cloud), allowing
companies to enforce speci ¢ security policies.

With a faster and more stable service, it becomes possible to conduct big data analytics
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in real time, allowing to make changes and decisions as the data is being processed.
Since the data is being handled close to the origin, it isn't compromised by transference
latency. Having the possibility to collect and analyze data in real time, contributes to the
appearance of Al/ML services and applications, like text translation (with an image) or
autonomous driving. We are going to go more in depth with some examples on the next
topic. Applications and services can take advantage of edge computing when taking data
from many data points and using them to create new information and make predictions
and decisions.

Big data applications (with a lot of data processing) are split into several di  erent
stages that are performed possibly in di erent locations (physically). The rst stage is the
data ingestion, in which the data is gathered by the several producers and transported.
The Edge concept [29] takes part at the ingestion stage. After this, data is analyzed (used
for machine learning for example), usually at the public cloud, or if there are any security
constraints, at the private cloud (or mainframe). After this stage, the machine learning
models are sent back to the Edge for runtime analysis. This is only possible because of
the proximity between the Edge and the data producers.

Edge computing is a very important step to introduce a hybrid cloud visionthato  ers
a good overall operation and in some cases a better user experience. Currently there
aren't many services that help with introducing an Edge architecture into our day to day
applications. Developers and organizations are “on their own” when it comes to this
topic, meaning that they have to create and use their own devices or techniques to make
this possible.

Figure 2.4: Edge and Cloud relation

10



2.2. EDGE COMPUTING

2.2.2 Edge relevant use cases

As we stated before, many edge use cases exist because of the need to process data locally
in real time, when transmitting information and data to a cloud datacenter causes unac-
ceptable levels of latency and possibly higher costs. Every day, more and more companies
and services are starting to use edge computing on their daily basis:

* We can take as an example a modern factory that produces cars, in their plant
there are hundreds of Internet of Things (loT) sensors that produce data that needs
to be analyzed to prevent any malfunction or for quality control. These sensors
generate a big stream of data that we can easily calculate: If each sensor produces
500 bytes per second, having a total of 1000 sensors it produces 43.2 GB of data per
day, 302.4 GB per week, 1.34 TB per month and 15.76 TB per year. It's faster and
less expensive to process that amount of data closer to the equipment, rather than
transmitting it to a remote datacenter rst. But it's still desirable for the equipment
to be linked through a centralized data platform. That way, for example, equipment
can receive standardized software updates and share Itered data that can help
improve operations in other factory locations. It is also important to create a remote
backup of the data produced (either being computed or still raw).

» Another example is the need for real-time data analysis on autonomous vehicles.
Being a real health hazard for pedestrians and other cars, this type of vehicles are
suited with dozens of sensors that are analyzing the surroundings of the car in real
time, producing di  erent types of data that need to be analyzed to make decisions
as the car is moving. In this situation, all of the data processing is done inside the
car by a local infrastructure with its own operating system but this system is also
connected to the Cloud or the Edge to receive software updates and, for example,
real-time tra ¢ information.

» With the appearance of 5G communication, the telecommunication providers are
running their networks on virtual machines closer to the users. An edge computing
architecture allows these providers to keep their software running in several remote
locations with their custom security policies. This software running closer to the
end-users reduces latency and the overall experience.

» A CDN (Content delivery network) can also be an example of edge computing [49]
as a server that is storing content closer to the user. This can be applied in general
websites by allowing their users to get the website content in a faster way. The CDN
provider will have servers in many locations and they can work as a connection
point between di erent networks at the Edge [42]. This will make it more e  cient
and faster for data to travel from the initial source to the nal destination.
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2.2.3 Fog Computing

The meaning of the word Fog, refers to [28] a mass of cloud consisting of small drops of water
near the surface of the earthAs a distributed computing concept, similar to real life, Fog
computing takes place between user or loT (Internet of things) devices in an infrastruc-
ture that connects end devices with cloud data centers. Just like edge computing, Fog is a
concept that tries to bring computation closer to the users or devices that are producing
data, but in this case, by using the network connection between the devices and the Cloud
as a computational force.

Fog nodes [48] are essential for this type of computing and they can be any device
with computing power, storage capability and can be placed anywhere with a network
connection (5G, Wi-Fi, wired. . .). These nodes act as a gateway that can receive di erent
kinds of data and address it accordingly. For example, if the service is dealing with real-
time data that needs to be analyzed immediately, it should be connected to the nearest
node available and on the other hand, if the data isn't time sensitive or doesn't need to be
analyzed in real time, it can be sent directly to the Cloud for further analysis or just for
storing.

Fog data stream architecture has multiple layers that are used in combination with
each other [51]. The Application layer is responsible for de ning the logic of streaming
jobs, the Processing layer carries the processing jobs and hosts stream processing engines
that will be discussed later like Apache Spark and Apache Flink. The Data layer holds
data in databases, caches or warehouses and they work together with the processing layer.
The Resource management layer holds the virtualized system focusing on the utilization
of the network, CPU, GPU, memory, storage, etc. and the Physical layer that is this
situation holds the physical network infrastructure. This infrastructure is likely to be
managed by the organization that owns the devices and the software.

As we seen, and to resume, Fog computing has some bene ts:

1. Betterresponse time (latency): As the initial analysis and processing of data occurs
near the source, the latency is reduced and the end-user should experience a more
responsive service.

2. Bandwidth preservation: The Fog computing concept reduces the amount of data
that is sent to the Cloud, thereby reducing bandwidth consumption and related
costs. This also improves the latency of the service as the computing doesn't depend
on the transference stage.

3. Multiple networks:  While edge computing generally processes data at a device
level, Fog computing computes resources at LAN level (5G, Wi-Fi, wired...)

But also some drawbacks:
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1. Costs: On one side, Fog computing uses extra infrastructure that is not required
in a cloud computing solution and this may add up additional costs. On the other
hand, it can also save money by reducing latency and the bandwidth usage.

2. Physical location: Similarly to edge computing, it usually depends on a physical
location on premises, as opposed to cloud computing.

3. Uncertainty: This concept has been idealized many years ago but there are still
di erent approaches on Fog computing by di erent organizations and providers.

Fog computing can be very helpful if used with our framework to optimize the Edge
nodes because its resources can be very dynamic.

Figure 2.5: Fog Computing

2.2.4 Discussion

In the previous topic we discussed cloud computing and its architecture, uncovering
some limitations that could be improved. In this topic we introduced the edge computing
concept that can be seen and used around multiple scenarios. Edge computing was
born from the need of a faster and better computing experience, meaning that it can be
used to connect users or devices and the Cloud. We discovered that in some scenarios
where a lot of data is being produced, in environments like warehouses or even web
applications where the communication time has a big importance on the response latency,
edge computing can help reduce this bottleneck by reducing the length that the data has
to travel to reach its destination.

Edge nodes can have a lot of di erent shapes and sizes or can even be the device that
produces the data for further processing. Knowing how the Edge works allows us to
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nd ways to improve even further the latency of data processing and computation. We
decided to focus on edge nodes with little computational power that can't host and run
the main processing softwares and with this situation, nd a way to split the data into
smaller units and then aggregate the nal results to reach a nal output.

Although these technologies and architectures can help and improve modern appli-
cations and solutions, they also have some issues and aws. Fog computing for example
requires specialized hardware that can be costly and doesn't take advantage of the devices
that are really part of the Edge. Currently there is no software that helps in decomposing
monolithic computations into smaller units to remove pressure from network links. Edge
computing can make a big di erence on applications if we are able to split computation
throughout multiple locations on the Edge, meaning that the data transfer times should
become irrelevant.

To better understand computation techniques we will then study and discuss some of
the most used software in distributed computing platforms that are 0 ered by the main
cloud providers. We also need to understand aggregation protocols and how they can
be applied to our context, where we intend to increase the amount of applications and
services that use edge computing.

2.3 Kubernetes at the Edge

With the increasing number of edge devices that are able to process data there is a need
to improve and unify the way that the data is transmitted and processed.

Kubernetes [50] is an open-source platform that manages workloads and services in
the form of containers. It is portable and extensible, meaning that it can be automated.
Kubernetes containers [23] are similar to Virtual Machines but they are able to share the
same Operating System among applications. Containers, unlike Virtual Machines, are
considered lightweight and this is why they can be very helpful in the concept of edge
computing. Each container has their own memory, processes and lesystem but they are
very portable and can be used across multiple OS's.

Being lightweight, containers have become very popular and they bring a lot of bene-
ts to edge applications if installed properly:

1. Easy to develop and integrate new updates providing a reliable image build and
deployment.

2. Allows to get information and metrics about the work state of each container and
application.

3. Provides consistency across all stages of development, testing and production. Ku-
bernetes runs on multiple machines in a similar way.

4. Runs on most operating systems independently of the device being on the Cloud or
on premises.
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5. Containers raise the level of abstraction and split applications into smaller pieces
that are deployed and managed dynamically.

Kubernetes is a system that's responsible for managing these containers that run
the applications and make sure that there is no downtime. If a container is down in a
Edge node, Kubernetes is responsible for starting another one. It provides developers a
framework to run the distributed systems and a way to make containers communicate
with each other:

1. Containers are exposed using the DNS name or their own IP address. It also has a
load balancing mechanism to distribute network tra ¢ across the network. This is
very important because Edge nodes need to communicate with each other and with
a master node to perform computations.

2. Kubernetes allows developers to choose their intended storage system. On edge
nodes it is possible to use a local system for faster processing. In other alternatives
it is also possible to connect to a remote cloud storage system.

3. If there is a necessity to change the way that the data is processed, it is possible to
change the state of the container to a new one.

4. Developers can inform Kubernetes how much memory and CPU it's required for
each container and each node will be tted with enough containers for an optimal
performance.

5. Kubernetes performs a self check on containers to guarantee that they are perform-
ing as they should. If they are not, Kubernetes has the ability to delete and create
new containers.

6. Kubernetes has the ability to store important information and secrets in a way that
they aren't exposed to the outside.

Kubernetes is a very good platform to use at the Edge. It is possible to install contain-
ers on devices closer to the data source [37], even if they have low capacity in terms of
memory and CPU. Kubernetes is a way to extend the bene ts of the Cloud to the Edge
with a very exible architecture.

There are already some open source projects that make use of Kubernetes in a more
improved way to manage workloads at the Edge:

1. Microsoft released an open source project called Akri with the intention of connect-
ing small edge devices like cameras, sensors, microcontrollers and making them
part of the Kubernetes cluster. Akri collects the output from the devices, extend-
ing the Kubernetes framework. This is one of the possible approaches for devices
that are unable to run Kubernetes containers on their own [43]. Akri has multiple
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controllers that can be con gured in order to search for certain devices inside the
Edge. The containers will look for the devices and if they have permission they will
connect and start to receive the produced data which will then be analyzed and
processed.

2. Krustlet is another open source product released by Microsoft that takes advantage
of WebAssembly modules [39] which are binaries and not Operating Systems en-
vironments. These modules are very small and can be placed in edge devices or
networks. Developers are able to compile code from most of the known program-
ming languages. This code will then be executed by the Edge devices.

3. Cloud providers like Amazon, Google and Microsoft are also developing their own
solutions for building edge applications. We will detail some of their products in
the next topics.

2.4 Aggregation

Common computations that usually occur on the Cloud can also be performed at the
Edge, depending on the Edge resources availability and capability. This leads to a need
to build aggregation protocols [3] for the Edge devices, speci cally for cases where these
nodes can't sustain big computational challenges. Aggregation also helps in decreasing
the amount of data that is transferred at once, which usually oods the network links
between nodes. By splitting data into smaller units at the same time that we reduce
the distance between source and destination (using edge instead of cloud), the overall
e ciency will improve signi cantly.

In mathematics, aggregation functions are a type of computation that involves a range
of values that are calculated independently and then results in a nal output taking into
account all of the di erent values [3]. Some examples of aggregation functions are the
Average, Count, Maximum, Minimum, Range, Sum, etc. but each of these functions have
di erent characteristics that need to be taken into consideration:

 Functions that have commutative and associative properties, like Maximum or Min-
imum are simpler to aggregate as they don't need to use other functions to reach
a nal result. On the other hand, the Average is an example of a decomposable
aggregation function because to reach the nal output we need more information
from each unit like the number of values being calculated for each unit and apply
another function. For the Average function, the output from each node should be a
pair of (X, y) where x is the average for that set and y is the count of values.

» Another property that's important to take into account is if the aggregation function
is sensitive to duplicate values. Mathematical operations like Sum are directly
a ected by the presence of duplicate values but on the other hand, Maximizing a
set of values can ignore duplicates of a value that was already processed.
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2.4.1 Aggregation on the Edge

As we mentioned before, computations at the Edge tend to provide a lower latency than in
the Cloud. If we introduce aggregation into this concept it will improve the performance
even more [4]. As we learned, it is better to deal and process data closer to the source (or
on the source itself). For most loT (Internet of Things) applications, what really matters
is the nal output, for example, analyze in real-time the risk of something collapsing or
going wrong in a factory, and it is not necessary to store data. If we have sensors working
indi erent machines inside a factory that are constantly producing logs that need to be
analyzed in real-time, we can have a small device with little computational resources
attached to the sensors that are summing the logs. Then, from time to time this data is
transmitted to a central edge node (possibly inside the factory) that aggregates the results
from each sensor device and creates a nal output to be analyzed immediately by the
factory workers. For compliance purposes, this data can then be stored in the Cloud as a
backlog for future references or to do some machine learning. As this information doesn't
a ect the factory it can be calculated in the Cloud as the latency is irrelevant.

Usually each edge node holds a calculated value in a static way, meaning that it won't
change for a certain amount of time or until it is transferred to the main node for analysis.
If it is required an even faster analysis or processing of the data we need to start thinking
about continuous aggregation protocols. This means that every time that data is produced
it changes the value that was calculated in each node. The main aggregator [27] needs to
be able to follow these changes to produce a real-time output.

In our work we will have to take into account the type of aggregation function that
is going to be used for the data that is provided. There are some kinds of functions
that require more processing capabilities than others but everything will be part of our
framework. We will discuss later a way of removing unnecessary data that would only
delay the processing of data.

On the next topic we will discuss some aggregation protocols that follow batch pro-
cessing (data is sent from time to time in batches) and stream processing models (data is
continuously being analyzed).

2.5 Distributed Computing Platforms

In this topic we will address some examples of Distributed Computing platforms that
operate and manipulate data produced by users or I0T (Internet of things) devices. Cloud
and edge computing are part of the Distributed Systems concept, in which multiple
machines in di erent locations operate together to form an uni ed system.

Arti cial intelligence and machine learning are shifting from batch processing to real
time and event driven applications that require the data to be analyzed in real time at the
Edge nodes near the data sources.

We will discuss and detail some products like Hadoop Map-Reduce, Apache Flink,
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Apache Spark, etc. that are currently used to process large amounts of data with multiple
machines and devices executing simultaneously. However, none of these existing solu-
tions take into consideration the type of action being executed as we will conclude nally

in the discussion.

2.5.1 Hadoop Map-Reduce

Map-reduce [21] was introduced because of the need to process large amounts of data,
doing it in parallel by dividing the work into smaller and di erent independent tasks.
This model was inspired by functional programming languages such as Lisp, Python,
Erlang, Haskell, Clojure, etc. and targets specially data intensive computations. Data can
have any format, being speci ed by the user or programmer, but the output is always a
set of <Key, Value> pais. The algorithm is speci ed with the use of a Map and a Reduce
function, as well with a sorting stage:

1. Map: The data provided as input is split into smaller sections. Depending on the
size of the data and the memory available on each mapper server, the Hadoop [21]
framework de nes the number of mappers. After being split, each block is assigned
to its mapper for further processing. These mappers are called worker nodes and
are managed by the master node that checks each worker for a correct execution.

2. Sorting: After the Mapping function is over, the keys produced are then sorted (the
values can be in any order).

3. Reduce: After all the worker nodes complete the mapping function, the Reduce can
start. It processes and produces pairs of <Key, Value>, keeping the data type as in
the beginning. All values that share the same key are assigned to a single reducer
that will then process it.

We can consider that the execution of a Map-reduce function is called a job. Each job
has a map, sorting and reduce phase. As an example (that will be discussed later), we can
consider a job that counts the number of times each word appears in a set of documents.
The map function will execute for each document the main computation (counting the
occurence of each word). The input data is splitted automatically to run in parallel across
the Hadoop cluster and it is received from the Hadoop Distributed File System (HDFS).
HDFS enables streaming access to le system data in Apache Hadoop, its fault tolerant
and stores data across multiple machines. The reduce stage will receive the result from
the map tasks and form a set of parallel reduce tasks, aggregating the output of the map
stage for all the documents, providing the nal output. The nal result is usually stored
in HDFS. Before the reduce stage all of the output values from the map stage there is a
shu e process that creates a single <Key, Value> pair, where the value becomes a list of
all elements sharing the same key.
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As an example, we can consider that we have data splitted into 2 separate documents
(docl and doc2). These two documents are considered the input data and are divided as
chunks called splits, during the job con guration [2.6].

Figure 2.6: Document to split

These splits are included in the job information that is used by the job tracker. The
tracker manages the tasks in each node on the cluster, creating a task for each spilit,
transforming it into <Key, Value> pairs. In this case, each occurrence of a word represents
a pair where key = word and value = 1 and it is possible to have repeated keys. Between
the map and the reduce occurs the sorting and shu ing functions, where the pairs are
ordered and split. The reduce stage will then receive the ordered values and produce an
aggregated word count, accumulating the initial splits. The nal output won't have any
repeated keys [2.7].

Figure 2.7: Map-Reduce phases

Hadoop Map-Reduce [21] may be very helpful in processing big data but it does it in
batches (batch processing). This means that the data is analyzed all at once and itis nite.
Only after the process of reducing is completed can the output be analyzed.
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On the next topic we will provide an example of a stream processing data analysis
product.

2.5.2 Apache Flink

Apache Flink is a data streaming processing framework [5] means that it is able to analyze
data in real-time, as opposed to Hadoop MapReduce that receives data in batches. Data
streams are a ow of information or data that is being transmitted from the source to
the destination in a continuous way, ordered by the time it was produced. These streams
can be heterogeneous, meaning that they are produced by di erent devices (for example
sensors).

For our case study it is important to understand how we can split data streams into
multiple smaller units. If the situation is that each device produces a data stream there
is a possibility to have an edge node for each data producer to analyze individually the
data. After this step, the output will be aggregated by a master node.

Data streams can be divided into two types:

1. Bounded streams: Data with a de ned start and an end, meaning that it has a xed
size and the computations come to an end.

2. Unbounded streams: Data with a de ned start but without any de ned end. Itis
unknown the size of the data and when the computations will be over.

Although there are two di  erent types of data streams, ink as a uni ed framework
for their processing.

A very common use case for stream processing is the use of risk control systems. While
the data is being processed in real-time (if possible on the Edge), a set of rules can be
applied to check if there is any issue with the data and set an alarm for example.

With the implementation of consistent checkpoints, Flink has 24/7 availability. Check-
points are responsible for handling faults, by consistently recording the state of operators
during computations and generating snapshots for persistent storage. These states are
data information that is generated in the middle of computations and it's very important
to guarantee a recovery after a crash or failure. As stream computing can be considered as
incremental (computation keeps increasing over time), it requires the system to query the
data continuously. When some job fails within the Flink normal computation, it allows
the system administrator to restore the job from a previous state checkpoint, making sure
that no data is lost during the process.

2.5.3 Apache Spark

Similarly to Apache Flink, Spark [34] 0 ers a scalable and fault tolerant data processing
framework that can analyze and receive data in batches or streams. It provides the same
framework for both data types and this is one of the reasons why it is used worldwide.
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Opposite to Flink, Apache Spark simulates data streams by using micro batches [34]
meaning that it can only provide near real time processing. Although the data is being
analyzed continuously, it stillsu  ers from the division into micro batches and aggregation.
However, this increased latency can be acceptable for some applications. The throughput
(amount of data as input) is directly proportional to the latency in this situation. This
means that developers must nd a way to optimize their Spark con guration as it is not
improved on its own.

Itis also possible to query data using SQL. Spark framework has SQL support to make
it easier to retrieve data in a homogeneous way, independently of the data source, that
may include Hive, Avro, Parquet, ORC, JSON or JDBC. There is also an API for querying
data.

2.5.4 Functions as a Service (FaaS)

In this chapter we will discuss Functions as a Service computing and how it can be related
to edge computing.

2.5.4.1 Concept

Functions as a Service (FaaS) is a computing service based on the Cloud environment
[46] that allows to execute code when necessary (by triggers or timers for example) but
without the need for the complex infrastructure that is usually required for deploying
and managing micro services applications.

As we mentioned above, for deploying and hosting a web application on the Cloud,
it is usually required to provision and manage infrastructure like servers and storage or
even the operating system. With the FaaS concept, all of the infrastructure is provided
and scaled when necessary by the Cloud provider in which you choose to deploy your
FaaS service. This makes it easier to develop functions independently and in a more
simple way [18]. This concept is very useful if an organization is migrating from the
mainframe to the Cloud for example, allowing it to build independent functions with
some bene ts:

1. Pay when you use: FaaS computing works as an action. When the function is called,
instances are deployed and the action starts. Users and organizations will only pay
for the time that the action is occurring. This makes it very coste ective.

2. Benets of cloud infrastructure:  As this service is 0 ered by cloud providers, it
has high availability as it can be deployed on multiple availability zones in multiple
regions across the world.

3. Automatic scaling: As it happens with cloud computing services, FaaS can be scaled
automatically when necessary. When demand increases, instances will be scaled for
a better performance.
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4. Focus only on code: As we mentioned above, with FaaS there is no necessity to
manage infrastructure and this allows users and organizations to focus only on the
development of the code, reducing the time to produce new services.

As it enables functions to be isolated and scaled, FaasS is being used for high-volume
computations in parallel. It can be used for data processing, aggregation and other forms
of computing. FaaS can be used as a backend for Internet of Things (loT) devices, ap-
proaching the concept of edge computing.

2.5.4.2 Amazon Lambda @Edge

Amazon Lambda is an example of a FaaS (Function as a Service) [46] from Amazon.
Lambda functions run code pieces on a high-availability and scalable infrastructure,
totally administered by Amazon. Similarly to other FaaS options, this service is only paid
for the time it's being used (in 100ms increments). Lambda functions are also monitored
automatically for performance logging, reporting metrics through Amazon CloudWatch.

The use of Faas in close proximity to the users and devices brings a lot of bene ts in
terms of performance:

1. If there are some values that are used more frequently, they can be stored and
accessed on the Edge by improving the cache hit ratio.

2. We have the possibility to create models with machine learning that will predict the
requests that are made to the Edge at any speci ¢ time of the day.

3. By increasing the amount of requests that receive a response from cached data, the
overall performance will increase signi cantly.

4. Amazon has infrastructure spreaded around the whole world and with the help of
Amazon CloudFront content delivery network, users will be served by the closest
location available.

We can take as an example of a smart light (connected to a smartphone) that can be
turned on and o from anywhere in the world with an internet connection. When the
user presses the button, it triggers an event to a function in the Cloud that switches the
light. This is a great example of using FaaS as a single function that should be close to the
user, it is simple to connect and it's very easy to scale to thousands of users and devices if
necessary.

With Amazon Lambda @Edge it's possible to move some computation to the Edge,
providing a better user experience and lower latency for client and data processing appli-
cations. Removing these kinds of events from centralized servers will allow for a more
structured and stable architecture.
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AWS Greengrass Amazon developed another product that can work in conjunction
with Lambda functions called Greengrass [24]. It is an open source loT (Internet of
Things) edge service that helps in developing and using loT applications and devices.
AWS Greengrass can be deployed on devices to process the data locally that is being
generated. With this service, developers can use edge devices to easily analyze and react
to data with custom rules, making it also possible to communicate with other devices to
make better decisions:

» Being an AWS service, it provides support for transferring data (processed or not)
to the Amazon cloud storage services. The Greengrass software runs on multiple
platforms including Windows and Linux distributions.

* Itis possible to import modules that are available for public use and that are called
components. Greengrass can run on Docker containers, native OS (operating sys-
tems) or custom runtimes.

» Components [9] are basically building blocks that help developers in creating more
complex workloads. These components can help with machine learning, local data
processing, data management, communication, etc.

* InuxDB is an example of a component that provides a database for Greengrass
edge devices and can analyze and process data in real time, monitoring operations
at the Edge.

» LoRaWan protocol adapter is another component that helps in real time analysis by
ingesting data from wireless loT devices with a speci c communication protocol,
avoiding unnecessary communication with the Cloud.

» AWS Greengrass supports Lambda functions [8], importing them as components.
This can be very useful if there are some functions deployed on Lambda that were
previously used with another architecture to be transferred to an edge based archi-
tecture.

» Greengrass requires only 1GHz of computing power (Arm or x86 processors) and
96 MB of RAM and supports most programming languages like Python, Java or C.

Greengrass can be a good solution for running computations on the Edge nodes that
are being managed by our framework. Functions can be used in combination with Green-
grass running inside containers to perform data processing.

2.5.4.3 Apache OpenWhisk

Apache OpenWhisk [31] is another example of a Function as a Service, allowing devel-
opers to run application computing and logic from HTTP triggers or directly from any
backend or web application. OpenWhisk is open source so it is not dependent on any
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service like Amazon Lambda and it can be triggered using an API, allowing companies
and organizations to have serverless computation capabilities.

It was also developed an attempt to improve OpenWhisk for edge usage - Lean Open-
Whisk [25]. This software is intended for edge nodes with smaller and more limited
nodes that can't sustain OpenWhisk. It removes some components like Kafka that are
very heavy weighted by using a simple queue. As we mentioned before, in this thesis
we want to take advantage of smaller edge devices with lower capability. If we divide
computations into smaller units we don't need a single node to process the whole data.
OpenWhisk being open sourced [7], allows us to study in more detail how we can achieve
this nal goal.

Similar to Greengrass, OpenWhisk is also available to run inside containers. This
is very helpful because it can be triggered by a web application [11]. The master node
can send information to the Edge devices that are hosting OpenWhisk, which will then
perform the selected computations.

Microsoft Azure and Amazon are also starting to bring their FaaS platforms closer to
the users and into the Edge with Azure Functions and AWS Greengrass, that connect to
the Cloud ecosystem in a seamless way [26]. The only problem is that in order to use
these services, the Edge nodes are controlled by the respective cloud provider. With the
use of OpenWhisk, developers aren't a ected by a possible vendor lock-in as they only
depend on themselves.

2.5.5 Discussion: Lack of Computation Classi cations

As we mentioned above, there are a vast amount of solutions and systems that can analyze
and process large amounts of data while using multiple machines to perform computa-
tions simultaneously across the system. However, we also noticed that none of the current
solutions take into account the di erent nature of computations when assigning di  erent
computational units to machines. This is also explained by the fact that these solutions
assume a (mostly) homogeneous execution environment where all machines have similar
computational resources. This means that, independently of the type of data or desired
output, the way that the data processing is executed is the same.

Our solution, since focusing on the highly heterogeneous edge environment, aims
to address this limitation by identifying di  erent computational units of an application
across a set of well de ned classes with di erent properties and characteristics. If we
take as an example a summing computation, it is very simple to decompose it equally
into multiple units that will have a similar workload and execution, with a single output,
this decomposition is sensitive to duplicate values. On the other hand, if the desired
computation was to nd the maximum or minimum value of the data, we will also have
a single output but there is no sensitivity to duplicate values as they represent the same
and would only increase the execution time and costs related with data transfers. This
type of execution where the number of output values is lower than the initial input values,
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should probably be executed near the data sources. Another option is to have multiple
functions executing at the same time which should be taken into consideration when our
framework selects the ideal node or nodes for execution.

In another scenario, there are certain types of computations in which the output of the
execution is larger than the initial input. For example, in a machine learning algorithm,
the model is created with a large amount of data and if this model is used to perform a
prediction, the output can be larger than the input. In a weather prediction, the input
can be represented as a full year of real data and the output can be two or three years
of forecasts. This type of scenario where the output is larger than the input is likely to
be more e cient if performed at the Cloud as to avoid increasing the data to be shipped
from the Edge to the Cloud. This should also be represented in our framework as a class
of computation with a di  erent annotation for improving performance.

Di erent nodes have di erent resources and it is re ected in their throughput. Cur-
rent products usually wait for all workers to nish their execution to perform nal aggre-
gation. This means that in a heterogeneous environment where the nodes have di erent
resource power, if the amount of data being sent for processing is the same, some workers
will nish their execution faster than others. We will discuss in the next chapter how we
plan to x this problem and provide a better experience.

2.6 Summary

In this chapter we addressed Cloud and Edge computing. Although the Edge seems to
be a very good complement for current Cloud applications and solutions, it still has a
lot of aws that can be xed and improved. We decided to study ways to improve the
use of edge computing on devices like sensors, cameras etc. where the computational
resources are low and ways to minimize the amount of data that is unnecessary to be
transferred from node to node as well as choosing the correct nodes for each type of
processing function:

» We studied protocols and solutions that are designed for small devices using Func-
tion as a Service to compute the data, including some open source projects. This
could be a good solution for splitting the computations into smaller blocks. If each
edge device performs computations directly to the data that they are producing, it
reduces the amount of data being transmitted from one side to the other. After the
data is processed on each device, a nal output can be transmitted from time to
time to a master node for further processing or investigation.

» Another way could be to add another device with more power attached to the data
producer and then perform computations on the secondary edge device. This could
be a way of xing the problem but it is costly to add new hardware to the infras-
tructure and the data would have to move from one node to another. If a lot of
data is being produced and the Edge node doesn't have enough capabilities it can
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be a solution. Because of this we studied how the data is transmitted when it is
regularly being produced: in batches or in streams. Batches have a certain amount
of time between transmissions and the data is grouped and sent together. In most
cases there is no problem with this situation. On the other hand, stream processing
allows for faster and smoother processing because the data is always being sent and
analyzed.

 In cases where the network has some edge devices it can be considered as a way of
fog computing. In this situation, our framework will help in optimizing the whole
service by minimizing the latency taking into consideration all of the resources
available on the network itself.

» We studied how computations can be splitinto di  erent classes with speci ¢ char-
acteristics and properties that require certain resources. These di erent classes will
be represented in our framework as annotations and will take a big part in choosing
the correct node for execution. In some speci ¢ cases it can be optimal to perform
the computations in the Cloud instead of the Edge.

FaaS or serverless computing was one of the focuses on this document because re-
sources can be used as functions instead of being constantly running. Currently there
aren't many lightweight FaaS solutions for Edge architectures and environments. To im-
prove even further our solution, we can use FaaS as a simple operation where, for example,
duplicate values are removed before being sent for processing. This allows to reduce the
amount of data being transferred between nodes and therefore the bandwidth usage and
overall latency and associated costs. We also studied containers as an alternative for
virtual machines because these containers can be lightweight, scalable and portable. Ku-
bernetes is a very good tool for managing these containers, including ways to improve
communication between nodes. These containers can be hosted by the Edge devices and
the master node, where the framework will be running and managing everything.

Since our intention is to divide the computations throughout the Edge nodes, we also
studied aggregation as a way to reach a nal output. Some aggregation protocols are
already built for distributed systems and can be helpful to reach our objective.

Throughout the next chapter, we will detail how each of these factors will complement
each other to build a new solution that will improve big data applications.
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SMEdge - Self Managed Edge

During the rst Chapters, we presented the Cloud as the current method for hosting
applications and processing information. Although it has some limitations and down-
sides (as everything does), it is, and will always be very useful to perform some types of
operations due to its high capacity and availability. This means that our solution will not
fully replace the Cloud, but use itina di  erent way, cooperating with the Edge to create
a better and more e cient system.

Taking the above information into account, in this Chapter we will present SMEdge -
Self Managed Edge, a solution that takes into consideration the location of where the data
is produced and executes speci ¢ functions across the Edge and the Cloud and can be
applied in multiple scenarios. Our solution will deal with the data produced from multi-
ple origins and process it accordingly, managing everything required to perform di  erent
types of computations e ciently. We will focus on handling data that is generated sequen-
tially across time intervals, such as every second, minute, or hour. We understand the
importance of aggregating this data according to the speci ¢ needs of possible customers.
Whether it's aggregating data for real-time monitoring, analyzing trends over hours or
days, or generating reports at regular intervals, SMEdge provides the exibility to aggre-
gate data according to the customer's necessity. By e ciently managing and processing
data from multiple origins, our solution ensures that various types of computations are
performed e ciently, resulting in a more optimal and e  ective system.

SMEdge, is a solution designed to revolutionize how companies handling big data,
such as Uber, manage and process their data. By leveraging the power of the Edge and
the Cloud, SMEdge optimizes data processing and transforms the way these companies
operate, ultimately leading to enhanced e ciency, cost-e ectiveness, and faster user ex-
periences.

Traditionally, companies like Uber rely on the Cloud for hosting applications and
processing data. While the Cloud o ers high capacity and availability, it also comes
with limitations and potential downsides. SMEdge recognizes that the Cloud cannot
be entirely replaced, but instead proposes a collaborative approach that combines the
strengths of the Cloud and the Edge to create a more e cientand e ective system.
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The fundamental idea behind SMEdge is to consider the location where data is pro-
duced and to execute speci ¢ functions across both the Edge and the Cloud. This ap-
proach enables companies like Uber to process data closer to its source, minimizing
latency and improving response times. For instance, instead of transmitting all the data
generated by Uber's operations to the Cloud for processing, SMEdge empowers the Edge
devices (e.g., smartphones, vehicles) to perform certain computations locally, thereby
reducing reliance on distant servers.

By implementing SMEdge, companies handling big data, such as Uber, can achieve
several signi cant bene ts. Firstly, SMEdge optimizes the utilization of computational
resources by distributing processing tasks between the Edge and the Cloud based on their
respective strengths. This results in improved e ciency as data processing is performed
closer to the source, reducing the burden on the Cloud infrastructure.

Moreover, SMEdge o ers cost-e ectiveness by reducing the amount of data transferred
over networks and minimizing the usage of expensive Cloud resources. By leveraging
local processing capabilities, companies can reduce bandwidth costs and decrease their
reliance on Cloud service providers for every computational task.

Additionally, SMEdge enhances the speed and responsiveness of applications for users.
By minimizing data round trips to the Cloud, latency is reduced, leading to faster re-
sponse times and a seamless user experience. For services like Uber, this means quicker
updates on ride availability, real-time tracking, and overall improved reliability.

One of the key advantages of SMEdge is its adaptability and versatility as a frame-
work. While it is initially presented as a solution for companies handling big data, like
Uber, SMEdge can easily be adapted to various other scenarios and industries such as
warehouses, healthcare industries, etc.

The goal of our solution is to collect, aggregate and store information provided in a
decentralized manner, in the form of a time-series database. SMEdge utilizes a time-series
database to collect, aggregate, and store data in a decentralized manner. The solution
includes real-time monitoring and aggregates data during speci c time periods. This
enables companies to e ciently analyze trends, make informed decisions, and enhance
system performance. By leveraging the capabilities of a time-series database, SMEdge im-
proves data handling for better e  ciency, cost-e ectiveness, and faster user experiences.
We believe that our project should have the following requirements:

» As we have multiple nodes spreaded across separate geographic locations, each node
should only interact and communicate with the ones closer to itself. For this to be
possible, each node must be aware of the others, and this will happen everytime a
new node is created or deleted. Latency should be directly related with distance and
this will be the metric that we use to have awareness of the other node's distance.
With this in mind, it isn't necessary to have knowledge about the true location but
only the relative location.
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* Itis also very important to be able to query data stored across the edge nodes and
the cloud. The data produced by the ridesharing vehicles (or taxis) have di erent
types (string, date, integer, etc.) and we want to be exible to allow any type of data
to be analyzed and queried. We also want this solution to be easily adapted to new
companies and customers, meaning that we allow the developers to introduce their
data sources and this data will be aggregated and analyzed in a uniformed way,
preventing the need to create workarounds that would possibly a ect the overall
performance of the application.

» Each node should be aware of the performance from itself and from the closest
available nodes. This allows the decision making regarding the API usage to be
decentralized. For example, if a node is su ering with high memory or CPU usage,
it will be saturated. The closest nodes will be aware of this situation and help with
the incoming requests.

* In the case of a total node loss, we should have replicas of all raw data available
in each node. In this case, a replacement node should be able to resume the work
without any major issues.

» Have a simple and e cient way to communicate and propagate with other nodes in
the system. As this solution aims to improve the performance, we should implement
an easy way to transfer information.

» As we implemented a dashboard to allow clients and users to check statistics and
information from all the nodes, we should also implement alerts and noti cations
that will inform the administrator about important system events. These noti -
cations can be sent by email or text message and the logs will also be available
and stored for future analysis. We allow the developers to set custom triggers and
alarms, either regarding the system performance (time it takes for a message or
event to travel between nodes) or even to control and manage the CPU and memory
usage (the system should adapt itself but it is important for the administrator to be
aware of these actions).

» Di erent types of computations should be possible to achieve between the Edge
nodes and the Cloud. Some computations are performed in a de-centralized way
(directly on the Edge nodes) and the aggregation of these computations is made in
the Cloud (possibly using another type of computation/aggregation).

We will begin by presenting the system model and its assumptions (Section 3.1),

followed by an overview of all the main components (Section 3.2), including the Tracking
Module (Section 3.3), the Aggregate Computation protocol (Section 3.4), the API (Section
3.5), the Dashboard (Section 3.6) and addressing the whole design and how the system
should be implemented (Section 3.7).
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3.1 System Model and Assumptions

We will now present and discuss our system model which has a set of assumptions that
will justify and motivate the way we design and implement our solution.

Our proposed solution is a system that processes data from multiple devices (in this
case taxis or moving vehicles) and deals with it accordingly, resorting to the Edge and the
Cloud, in the most e cient way. Each taxi is represented by a medallion (unique 1D) and
alerts the most appropriate Edge node whenever a new trip starts and ends. The taxi has
a GPS and is aware of its own location in the beginning and the end of each trip. The GPS
device provides the taxi with its latitude and longitude. With this information, we resort
to the function getNeighborhood(long, lat) which uses the Python package shapely. The
function creates a Point and checks if this point is present inside a speci ¢ set of polygons.
The polygons are represented in a .geojson le which contains information about the
borders of each neighborhood inside New York City. Depending on their location, the
taxi will resort to a .geojson le to calculate the correct neighborhood 3.1 and send an
HTTP request to the closest Edge node, which will handle the request.

Figure 3.1: Code snippet for neighborhood nder function

Each node that will be representing the Edge has its own separate resources such
as CPU, memory, storage, etc. and in this scenario they will be available to communi-
cate with each other over the public internet (with a public IP address). Each node is
responsible by itself but is also aware of the current status and usage of the other nodes.

The Cloud service is deployed as an Azure App Service (Linux) due to the simplicity
and adaptability. We will approach this choice during the next topics, showing how we
implemented this solution and its main bene ts. For testing purposes, the Cloud will
be hosted in a Docker container on our local machine, however, latency will be properly
applied so it's possible to compare it to a real life scenario.

Our solution will optimize the way that companies like Uber, Lyft, Bolt and other
ridesharing services deal with all the information received from the multiple vehicles
registered in their platforms.

In order to design our solution, we have to follow a set of system assumptions:
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» The edge nodes aren't always at the same distance from the user's location but the
latency only varies from neighborhood to neighborhood - meaning that, for example,
if the user is located in Manhattan, he will always face the same latency no matter
of the street he is located. We follow this rule as the real di erence in latency in real
life is irrelevant.

 Inreal environments, nodes experience di erent latency's to every other node. Our
system model assumes that, with a high probability, nodes that are closer to each
other have better latency between themselves compared with nodes further away.

* Itis assumed that all nodes that participate in the network are reachable by every
other node, so that they can receive and reply to requests, unless they have a failure
or they are simply unavailable.

It is assumed that the location of the edge nodes is closer to the user's than the
location of the cloud data-center and that the edge nodes are closer to each other
than to the cloud.

Besides decreasing the length between the data and the server, we will avoid saturating
the bandwidth, by using multiple edge nodes that take the load split according to their
capability. Additionally, as some data is processed locally on the Edge nodes, the amount
of requests to the Cloud (which has the mostimpact in terms of latency due to its distance)
is reduced.

There are currently multiple advances in technology that support our solution such
as the use of CDN's, Fog Computing and Mobile edge devices. These technologies have
been arising mostly due to the expansion of 5G networking.

3.2 Overview

We decided to split our solution into 3 di  erent modules with di  erent responsibilities:
the API, the Tracking module and the Aggregate Computation protocol. Additionally, we
developed a Dashboard that allows us to visualize and test the system as a whole. During
this topic and in the following pages we will describe the importance and responsibility of
each module, which combined represent SMEdge - The Self Managed Edge. The modules
and overall architecture can be seen in the following image (3.2).

The rst component is the APl and it will expose the di  erent operations performed
by other components to the multiple clients and devices. After receiving the requests, it
will also handle the output (if there is any) to the appropriate handler.

With this in mind, the API has the following main objectives:

1. Perform managing operations on the Edge nodes
2. Receive messages and information from multiple devices and clients
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Figure 3.2: Modules and system architecture

3. Query data across multiple locations

Another important component is the Tracking Module which is responsible for man-
aging the whole system in terms of infrastructure and trip metrics. This module has
the capability of communicating periodically with all the nodes that compose the whole
system and check their status, health and tracked metrics by collecting and performing
small computations to it. Additionally, the Tracking Module receives requests to start
tracking the metrics and makes all the necessary changes to the nodes, creating the re-
guired tables in the databases. After the data is computed in the nodes, the module is
capable of performing pre-set actions set by the users.

The last component is the Computation Protocol and it is responsible for handling
the data that is sent to the API by the clients and the Edge nodes to the Cloud. There are
multiple types of computations which we will detail in the next sections and these are
con gured by the application developer. The data is collected by the multiple nodes and
needs to be aggregated or de-aggregated, depending on the type of computation. This
component is located in the Cloud and is responsible for picking the data from the correct
databases and produce new databases with the computed data, allowing users to analyze
it.

Additionally, we created a simple Dashboard where it is possible to see the whole
system in action. This dashboard gets the data from the APl mentioned above and can be
con gured by the system administrator.
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In the next sections we will detail each of the modules presented above with an expla-
nation and demonstration of its design and implementation. Starting with the Tracking
Module (3.3), followed by the computation protocol (3.4) the API (3.5) and the Dashboard
(3.6).

3.3 Tracking module

The Tracking Module is a component that was designed to collect and analyze the metrics
related to the service that is using our solution (in this case, related with car trips). These
metrics can include information such as distance, time, cost, etc. One way to monitor
these metrics is to perform small computations such as calculating the maximum or the
sum of its values and leading them to the Cloud.

The Tracking module performs computations on a small set of data that is stored for
a speci c period of time or on a set of data with a speci ¢ size, before sending it to the
Cloud. This module is composed by two di  erent components as illustrated in Figure
3.3.

1. Metric Analyzer: Each time that the API receives a request to start tracking a new
metric, it routes the request to the Metric Analyzer whose main responsibility is to
read each trip and store each tracked metric in a separate list. The analyzed metrics
will be stored during a certain periodicity or for a speci ¢ length and sent to the
Edge after the speci ed computation is performed.

2. Threshold Manager: As the data is sent to the Cloud, it is validated by the threshold
manager. The user may specify a set of rules and conditions to make sure the data
is correct. This data also includes performance metrics and if a condition is met, an
action will be performed.

3.3.1 Metric Analyzer

Our system was designed to deal with data that is created over time and it is important to
keep a sense of time to be able to query it accordingly. Each Edge node will store in their
local memory a simple database with all the records of trips with the exact time frame of
when it was created. This will be used to replicate all the information across the nodes
and in case if it is necessary to perform a backup.

During the development of the system and as mentioned in the previous Chapter, it
is possible to send data to the database using two di erent approaches: streaming and
batching. Although streaming has some bene ts, when dealing with large amounts of
data (as our scenario) it's better to use batches to propagate the information as it brings
the following bene ts:
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Figure 3.3: Tracking Module Architecture

* Reduced network overhead: Sending data to a database in batches reduces the
network overhead, as there are fewer requests to the database. This can signi cantly
reduce the amount of bandwidth and CPU resources required to process the data,
directly reducing the related costs.

» Improved performance: Batching data can improve the performance of the database
by reducing the number of small transactions, which can cause a lot of overhead.
Batching allows for larger transactions, which are more e cient to process.

* More e cient use of resources: Batching data allows for more e cient use of re-
sources, as it reduces the amount of time that the database is idle between transac-
tions. This can help to reduce the overall resource requirements of the system.

We allow the user to de ne the way that the batch is used, giving two options:

» Period: De ne a speci c period of time in minutes. Whenever the period is reached,
the batch is sent to the database and a new batch starts getting gathered.

» Size: De ne a speci ¢ batch size. The length of the batch is measured every time that
a new trip is added. Whenever the batch size is reached, it is sent to the database.
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Figure 3.4: Con guration le

These settings are de ned in a con guration le as shown in Figure 3.4.

If USE_SIZEs set as True, the periodicity will be disregarded and the policy will
follow the BATCH_SIZRarameter.

At the same time that the main database is created, the nodes have lists inside a
Dictionary that store speci c data in the individual nodes. These are requested by the
developer/system admin whenever a new metric starts being tracked as it follows:

» Each trip has multiple parameters that can be analyzed such as date, time, distance,
cost, pickup location, drop o location, payment type, tip amount, etc.

» Each parameter can be monitored with a certain periodicity which can be manually
de ned (it has a default value of 5 minutes). In this case we don't allow the user to
select a batch size as the intention is to use equal periods of time and this is more
e cientif we deal with data produced for speci ¢ periods.

» During the periodicity value, the parameters that are being analyzed are added to a
Dictionary and each metric contains a list of values.

 After the speci ed periodicity is reached, the values are aggregated accordingly and
some type of computation is performed (such as average, count, max or minimum).

During the time set de ned in the periodicity variable, the list will be lled with
the values of its speci ¢ metric. For example, if the periodicity is 5 minutes and the
user wants to track the trip distance, the list created to track the distance will be lled
during this period. When the 5 minutes are over, the Edge node performs the aggregate
computation on the data and sends it to the Cloud, to be handled by the Data Handler
module which we will detail in the next topics.

Each Edge node requires a separate Time Series Database - this means that it should
be created whenever it is hecessary. Our system provides a very simple dashboard and an
API endpoint where the responsible person can select the metrics that will be analyzed.
After inserting a new metric (the user should specify the metric name, the periodicity and
the type of computation), the API is called and a new database is created in the Cloud.
The node will continue to run this background task that will handle the trips accordingly.

Additionally, the component detailed above is also used to monitor some performance
metrics such as:
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« CPU

* Memory

* Number of incoming requests
* Number of outgoing requests

* Number of 5xx server errors

These metrics are tracked directly on the Edge nodes and checked every minute. Each
minute, the node performs a health check to CPU and memory. Similar to the trip metrics,
the user should specify a periodicity for when the data is computed and sent to the cloud.
As mentioned previously, it is possible to use the query handler to visualize this data with
a bigger periodicity by aggregating the available data. This data can be visualized from
the Dashboard, as shown in Figure 3.5.

Figure 3.5: CPU and Memory usage visualization

To save memory on the Edge nodes, the data that is transferred to the Cloud from time
to time is then deleted, clearing each list in the Dictionary and making the previously
allocated space available again. By deleting the information on the Edge nodes, we reduce
the necessity of using nodes with high capabilities, reducing the initial investment on the
infrastructure.

3.3.2 Threshold manager

The Threshold Manager is a very important component for our system as it is responsible
for alerting the developers or system administrators about the health of their infrastruc-
ture or some actions/events on the data being received on the nodes.

These parameters are monitored from time to time (the developer must select the
periodicity that will be used to monitor the system). For example, if the periodicity is
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set to 5 minutes, everything will be monitored every 5 minutes (some conditions are
aggregated but this is done automatically) and if the threshold is exceeded (for example,
90 percent of memory usage) a noti cation or alarm is sent to the speci ed user. In this
scenario, the CPU is checked every minute and when the periodicity of 5 minutes is
reached, the data is aggregated using Average or Max, depending on the type of situation.
After the aggregation, the data is sent to the Cloud and goes through the Threshold
Manager, which will check if there is any condition pre-de ned for the metric.

Regarding the metrics related to the trips, this module is also very helpful to detect
certain patterns. For example, it is possible to track the number of trips that occur during
a certain period of time and create an alert that sends an email or adds some information
to a database. If the number of trips exceeds a certain value, it is possible to send more
drivers to a speci c location. We will then detail how these actions are con gured.

In order to use the Threshold Manager, we are using the same module mentioned
above (Metric Analyzer) which is responsible for analyzing the possible queries that are
necessary to query the data mentioned above. All the information regarding requests,
server errors, CPU and memory are stored in a Time Series Database and it's possible to
use our Data Handler to perform a set of prede ned computations. In this speci c case
we are able to use Count, Max, Min and Average. The Data Handler is a module present
in the Aggregate Computation Protocol and will be detailed in the next Section.

Each metric that is tracked by the threshold manager consists of 4 simple items:

1. Condition: The condition that will be checked, such as max, min, count and average.
During a speci ¢ timeframe (periodicity), the values are aggregated according to
this condition.

2. Value: The value of the threshold which will be compared to the aggregated values.
3. Periodicity: Period of time where the data is aggregated.

4. Action: URL of an Azure Function App or Logic App that will be called using
a POST request with the information about the event. The action will only be
performed if the condition is met. The user can also use this method to call any
personalized/custom endpoint.

The condition is checked using a simple a conditional “if” as explained below:
« if (condition(value)): perform_action()

If a condition is met, the noti cation is shown in the Dashboard. If an action is
speci ed to occur after the condition, it will be executed. These actions are implemented
using Azure Function Apps and Logic Apps - these apps are hosted on Microsoft's Cloud
platform and don't require any management on the infrastructure side. In this case, the
user should provide the URL of an Application (Azure Function Apps allows us to create
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multiple types of triggers such as Timer, Blob Storage, Azure SQL, etc). The HTTP trigger
will be called by our system and the action will be performed automatically.

Logic Apps allows users to create and run work ows that integrate with various
Azure and third-party services. One common use case for Logic Apps is sending email
noti cations. The Logic App is triggered using an HTTP request with a JSON payload,
containing all the necessary information to write a custom email.

As an example, we created a sample that sends an email to notify a user that the
speci ¢ action occurred in 3.6.

Figure 3.6: Logic App designer

3.4 Aggregate Computation protocol

A computation protocol is responsible for following a set of rules and procedures that
manage the way that the data is processed and consumed in a distributed system. Our
protocol ensures that the data is processed e ciently and that the results of each compu-
tation are consistent and have the same format.

The Aggregate Computation Protocol (ACP) is a distributed protocol that handles
data produced by multiple Edge nodes across the network. One of its main bene ts it's
the ability to perform computation of separate datasets without requiring the need of a
single dataset to be stored or transferred across multiple locations. We apply this protocol
to our scenario where the idea is to split the computational load across the network of
nodes and the cloud.

The ACP works by allowing nodes in the network to exchange and combine partial
results of the computation, rather than transmitting the entire dataset. This allows for
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the computation to be performed in a decentralized manner, with each node contributing
its own resources and capabilities to the process. Another bene t of this protocol is that
it is independent of the number of nodes in the system, making it exible to changes in
the network such as adding or removing nodes.

We will follow by detailing the components of this protocol. Starting with the Data
Handler, which receives data from the Edge nodes and the Query handler, which performs
speci ¢ computations on existing databases, producing new ones.

3.4.1 Data Handler

The data handler is allocated in the Cloud and is responsible for multiple tasks related
with handling the data that is sent by the Edge. This component is responsible for receiv-
ing aggregated data from the Edge nodes and placing it in a speci ¢ time series database
for storage and further processing.

As mentioned previously, the Tracking module, which is present in the Edge nodes, is
responsible for taking the data produced over time and aggregating it locally during the
periodicity set by the user. When the periodicity is reached, the data is aggregated after
a GET request is sent from the Cloud to the Edge, which returns a JSON response in a
simpli ed way, using the following structure as shown in Figure 3.7.

Figure 3.7: JSON example

The “value” should contain the value of the metric that was tracked during the set
periodicity. Some aggregation types require an additional value which will be present
in the “optional” placeholder. The average, for example, is a value that depends on the
number of events if we want to perform additional aggregations to it.

This way, the Edge nodes don't need to be aware of the current time as the requests
are performed by the Cloud. After receiving the information from each Edge node, the
aggregated value is complemented with the current time (using the datetime module for
Python) and added to the database.

This module has knowledge about the existing Time Series Databases and tables
created by the monitoring module and will then add the received aggregated data into
the correct TSDB. During this stage, each node (that represents a di erent region) has
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its own separate TSDB. This means that the Data Handler doesn't perform any type of
computation on the data, it simply routes it to the correct place.

Although it is possible to aggregate the data in the monitoring module in di  erent
ways (such as max, min, count, average), each TSDB that is created is named using the
neighborhood name as bellow:

» neighbourhood, for example: Manhattan

Each database stores all the aggregated data for the speci ¢ node and it is possible
to query it using multiple conditions. The connection to the Database is made using
the Pyodbc Python module. This module creates a connection to the DB using its server
address, the database name, a username and a password. Additionally, this module
requires that the hosting machine has the necessary drivers (in this case ODBC Driver 17
for SQL Server):

 conn = pyodbc.connect(DRIVER;SERVER;PORT;DATABASE;UID;PWD)

* cursor = conn.cursor()

For testing purposes, that will be explained in Chapter 4, for the Cloud, the database
is hosted on Azure using SQL Server and is protected using network restrictions shown
in Figure 3.8.

Figure 3.8: Network restrictions enabled in the Portal

By disabling public access, the service that connects to the database needs to be inside
a Vnet peered with a Private Endpoint on the database as shown in Figure 3.9.

For the simulation of our solution, the database was deployed under the Standard
Pricing Tier which is very cost e  cient (there are pricing tiers that provide better perfor-
mance) and has a total storage space of 250GB.

As we will compare the use of Centralized and de-Centralized systems, we have also
created a local database, that will be hosted and located inside the respective container.
This le is named Cloud.db and we use the database management system SQLite to query
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Figure 3.9: Private endpoint creation

it. The connection to this database is much simpler as it only required the use of sqlite3
Python module and the name of the le for connection. As the le is in the same location
as the Python script, there are no network or security restrictions and the connection
should be immediate.

The data handler module is responsible for receiving and storing data from Edge
nodes in a time series database. It ensures that the data is organized, accurate, and ready
for further processing and analysis. This allows fore cient and e ective use of the data
collected by the edge nodes.

In the next Section we will detail how this data is queried and handled, optimizing
each resource in the system.

3.4.2 Query Handler

The Query Handler is a software component that is responsible for querying time series
databases and producing new ones with aggregated or computed values. It allows users
to access and analyze the data stored in the time series databases in a exible and e cient
manner. As we previously mentioned, this system was designed to analyze data produced
by multiple vehicles across multiple regions that are represented by the di erent Edge
nodes. It is possible to have thousands of requests per day which are handled separately.
However, it is important to be able to query the data by aggregating it. In this Section we
will explain how the Query Handler receives requests and returns a result.

Requests to the query handler are initiated by the user from the Dashboard or directly
by making a GET request, this means that our API will receive the request and then make
the request to the query handler. This request contains the name of the metric, the type
of aggregation, the second aggregation, the selected neighborhoods and the time frame,
as shown in the example shown in Figure 3.10.

The query handler will then look at the existing TSDB used by the Data Handler,
retrieving the appropriate database(s). If the requested information isn't stored in the
system (metric not being tracked or time frame not existent) an error will be returned to
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Figure 3.10: JSON payload example

the API with that information. It is important to remember that the rst aggregation se-
lected must be pre-selected for tracking and will be computed directly on the Edge nodes,
before reaching the cloud. In Figure 3.11 we can visualize an example of the di erent
Tables present in the Cloud database, each representing a di erent neighborhood. In this
example, we can see that the metrics trip_time_in_seconds and trip_distance are being
tracked with the aggregation "sum". This data was previously computed on the Edge
nodes during the speci ed periodicity.

Figure 3.11: Cloud database with di erent Tables representing the Edge nodes

After the correct Time Series Databases/Tables were selected (the ones representing
each Edge node), a new aggregation process will start as follows:

1. Each table that is queried represents a di erent Edge node (neighborhood). The
query contains the metric, aggregation, start_time and end_time.

2. As the periodicity for each metric with a speci ¢ aggregation type is the same for
every node, the result of the query will have the same length.
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3. The results of each table are sorted according to their introduction time and added
to a separate list.

4. A new aggregation is performed to each index of the list (max, min, count, etc) and
sent to the nal list to be displayed.

5. By following the same procedure, we are able to uniform the data that is sent to the
user.

Uniforming the output data of a system is an important step in ensuring that the data
is accurate, consistent, and ready for further analysis. This process involves standard-
izing the format, structure, and content of the data to make it easier to work with and
understand. Another important bene t of uniforming the output data is that it improves
the accuracy of the data. Data that is not uniformed can contain errors, inconsistencies,
or missing values, which can lead to incorrect conclusions or poor decision making. By
standardizing the data, it is possible to identify and correct these errors, improving the
overall accuracy of the data.

The new data is generated following the same pattern as the input data and sent back
to the client. In our example, this data is displayed in a linear graph, representing the
di erenttime spans.

The query handler module is a powerful tool for querying and analyzing time series
databases. It allows the system to access and analyze the data stored in the time series
databases ina exible and e cient manner and also to produce new time series databases
with aggregated and computed values. This allows for more in-depth analysis and insights
of the stored data.

3.4.3 Summary

In this Section we presented the Aggregate Computation Protocol as a method for per-
forming calculations on a group of data, such as averaging or summing the values. This
can be useful in a variety of contexts and an aggregation can be performed on other ag-
gregations, splitting the computational load across multiple nodes and devices. The use
of aggregate computation protocols allows for e cient and accurate processing of large
amounts of data in parallel.

The Data Handler module is responsible for receiving aggregated data from edge
nodes and placing it in a time series database. This module selects the appropriate time
series database according to their names.

The Query Handler module is responsible for querying time series databases and
producing new ones with aggregated values. It allows users to access and analyze the
data stored in the time series databases in a exible and e cient manner. This module
allows users to visualize data with a di  erent periodicity and for a speci ¢ time frame.

The Aggregate Computation Protocol allows for the e  cient and accurate processing
of large amounts of data, making it possible to perform complex calculations, detect
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anomalies and trigger alerts, monitor and analyze time series data, and provide a more
e cientand e ective way to monitor and analyze systems. The use of data handler and
qguery handler modules allows for the e  cient storage, retrieval and analysis of the data.

3.5 API

The APl is one of the most important parts of our solution and its purpose is to expose all
methods and functionalities of the remaining parts, which works combined to provide a
nal result. The API will connect the client to the server (in this case, our modules) using
a set of operations that were modeled in a exible way.

In this Section, we will detail the API, summarizing its operations and functionalities.

3.5.1 Overview

Our API combines a set of protocols and works as a point of contact between the data
source and the data target. As we aimed to design a exible API for future developers and
we designed a visual interactable page, we decided to follow a RESTful (Representational
state transfer) architectural style.

The API was developed using the Python language (version 3.9.11) due to its sim-
plicity and the support provided by the overall community. We integrated Flask (2.2.2),

a simple framework that was chosen for being lightweight, easy to adapt and very well
documented.

The communication is performed using the HTTP protocol as this is one of the most
common client-server protocols and can be easily adapted to day-to-day devices. This
application layer protocol is sent over TCP (Transmission Control Protocol) which allows
two hosts to connect and exchange data. In our scenario, the requests are sent by three
types of entities:

» Taxis or vehicles that are part of the platform: These vehicles have a device with
some computational power and send information to the APl exposed by the Edge
nodes.

» The Cloud: Although the Cloud has di  erent functionalities from the Edge nodes,
it will also contact and exchange information with the mentioned API.

» Other Edge nodes: Each node has the same API deployed and as the whole system
works as a combined system, they must communicate with each other to guarantee
the reliability of the whole environment.

Each client that uses the API is aware that it exists and that it is exposed by each
speci ¢ Edge node. Whenever a new node is added, the developer must introduce its
location (either by selecting a neighborhood or providing coordinates with latitude and
longitude).
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After selecting the most appropriate node, each client will exchange data with the
servers and vice versa using the JSON data format. JSON (JavaScript Object Notation)
was chosen due to its simplicity and because it is very lightweight, allowing us to transfer
multiple types of objects with the same format. After the server receives the requests
from the di erent types of clients, it will return a response. Depending on the response
(it may be successful or not) the data will be processed or the monitoring module will
manage the di erent servers.

Each time that an endpoint is called, either it is successful or not, it will be logged into
a list for further analysis if necessary. Each log contains the endpoint name, the status
code (HTTP) and a simple description of the event.

The API is implemented and deployed throughout the Edge nodes and the Cloud
but there are certain operations that are speci ¢ to each of these locations due to its
characteristics and functionalities.

With the above information in mind, we will then detail and give an overview of the
di erent API operations.

3.5.2 API operations

As mentioned in the previous Section, we will now detail the di  erent operations sup-
ported by our API. This API is deployed both on the Edge and the Cloud and some
functionalities are speci c for its location:

Available in the Cloud

1. Add and remove Edge nodes: This is the rst and one of the most important op-
erations that is exposed by the API. Every time that a new system is created, the
developer should collaborate with the team responsible for the infrastructure of
the Edge nodes and use the API to add them to the system by specifying its IP
address and the location. The location should be generalized as an area such as a
neighborhood or a city. This operation can also be used to remove existing Edge
nodes if necessary.

2. Add a new metric analyzer: This endpoint requires the following input: metric
name (trip_distance, trip_time, etc), computation type (max, min, count, average)
and periodicity (number of minutes). After sending a POST request to the end-
point, all nodes will start to monitor the speci ed metric and aggregate the values
accordingly - this endpoint contacts each node to inform about this situation.

3. Search for existing metric analysis: After a metric is inserted, it will be added to
the list of tracked metrics. This endpoint is used mostly by the dashboard interface
(which will be explained in detail in the following sections) and returns the list of
tracked metrics.
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4. Get for metric analysis: After adding some metrics for analysis, it is possible to
query it accordingly by using this endpoint. The user should use as input the name
of the metric and, as a result, the data will be returned to the GET request and
used, for example, to Il a linear chart. As this data is an aggregation of all the data
available throughout the nodes, it isn't necessary to contact them. As the metric
analysis contains a periodicity value, it isn't possible to query it immediately as it
isn't always available in the cloud.

5. Receive metric analysis: Each metric analyzer is inserted with a speci ¢ periodicity
which means that only after some minutes it will be propagated from the nodes to
the cloud. This endpoint is used by the nodes to send their computed analisis for a
speci ¢ metric during the speci ed periodicity.

6. Set threshold: Using the threshold component mentioned in the previous Section,
it is possible to use this operation to manage all types of alerts. It's required to
specify the metric to be analyzed (such as CPU or memory), as well as its threshold
value (in percentage). Additionally, as each node is independent and has di erent
types of loads, the user should select the node for which the threshold manager will
be applied. This endpoint will then contact the node directly using an endpoint
mentioned in the next Section.

7. Query data (SQL): as data is replicated to the cloud, we allow users to query it using
SQL queries. This action is performed directly in the main database, not the Time
Series DBs.

8. Get trip ows: This endpoint was designed speci cally for this example where ride
sharing data is produced. It queries the database for a speci ¢ time frame set by the
user and returns the trip ows between the di  erent neighborhoods.

9. Get logs: All requests made to the API are logged into a simple list that can be
converted to text. This list contains the time of each event and a simple description
with the HTTP status code.

Available on the Edge Nodes

1. Startanewtrip: This operation is used by the clients (in this case taxis or ridesharing
vehicles) and it is used everytime a new trip is started. This operation requires the
location of the vehicle, a medallion (vehicle ID, similar to a license plate which is
unique for each vehicle) and the current time. The API will automatically register
the trip, adding it to the local database to be handled in the future. When a new
trip starts, the taxi is registered as unavailable for other trips.

2. Finish a trip: Similar to the previous operation, this is also performed by the clients
but everytime a trip is ended (reaches the nal location). This operation requires
some additional information from the client such as:
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Trip ID that was created previously

Medallion

* Pickup latitude
 Pickup longitude

* Drop O latitude

e Drop O longitude
* Trip time in seconds
» Trip distance

» Total amount in dollars

After the trip is over, a new object is created with all the information and saved in
the database for future processing. It is possible to perform speci ¢c computations
at this step that can be implemented by the developer - this operation is mentioned
above in the Cloud operations Section.

. Add a new metric analyzer: this endpoint requires the metric name, the aggre-
gation type and periodicity. When the endpoint is called using a POST request,
the speci ed metric will start being tracked. The endpoint is called by the cloud
simultaneously to all the edge nodes.

. Check CPU usage: Each node has its own separate hardware composed of indepen-
dent memory(RAM), CPU and storage. With this endpoint, it's possible to check at
any time what is the current CPU usage in percentage for a speci ¢ node.

. Check memory usage: Similar to the previous operation, it is also possible to check
the current memory usage in percentage for a speci ¢ node.

. Health Check: As we mentioned previously in the monitoring module, each node
can be tracked using the threshold manager. Whenever a condition is met, it will
be stored on a list. This endpoint can be used with a GET request to query this list.
The user doesn't have to add any parameter.

. Ping: Simple GET request to the root of the node to check if it is up and running.
Returns HTTP 200 if operating normally.

. Get logs: All requests made to the API are logged into a simple list that can be
converted to text. This list contains the time of each event and a simple description
with the HTTP status code.

3.5.3 Summary

In this Section we presented an overview of our API, which is one of the modules that are
used to run our solution. We presented a list of the several available operations that are
exposed to the clients and the other nodes in the system.
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3.6 Dashboard

As the idea of this whole system was to make data processing and analyzing more e cient,
easy to use and user friendly, we decided to develop a simple interface which contains a
dashboard that is capable of managing all the possible settings and con gurations of the
nodes, as well as visualizing graphs and ow maps.

This dashboard was designed using simple HTML and Javascript and it communicates
with the API mentioned previously to receive and send all the necessary information. This
dashboard can be used by the system administrator or anyone who wants to analyze the
data that is being processed. By using a dashboard to call an API, users can access and
visualize data from di erent sources in a uni ed and user-friendly way. This allows for
more e cientand e ective decision making, as well as a better understanding of the data.

In the next topic we will provide a brief overview of all the functionalities and the
technologies used.

3.6.1 Overview

Our Dashboard allows users to monitor, visualize and interact with operations available
from the API. One important task is to make sure that the Edge nodes are available,
as well as their current status, including the CPU and Memory usage. We decided to
implement circular charts representing the usage percentage and simple circles with
di erent colors representing the node (the API pings each node and expects to receive an
HTTP 200 response), as shown in Figure 3.12.

Figure 3.12: Edge nodes status in the Dashboard

This system was designed for analyzing data produced by ride sharing vehicles that
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