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ABSTRACT

Today’s Internet services handle massive amounts of requests and data from users all
over the world. To achieve the performance and responsiveness required by these services,
their providers and operators rely on replication to allow the processing of concurrent
updates, many times resorting to weak consistency models to avoid the costs of replica
coordination. In this context, NoSQL databases have emerged as a practical solution to
deploy highly available and scalable applications. However, this solution places a heavy
burden on developers as it is no longer possible for them to benefit from the convenient
abstractions and the easy-of-use programming model provided by SQL-based relational
databases, such as the transactional semantics and integrity constraints.

To explore how to efficiently scale SQL-based relational databases, in this dissertation,
we explore the potential of using replication to improve their scalability and performance.
In more detail, the aim of this dissertation is to develop a weakly consistent relational
database replication middleware. First, we leverage Conflict-Free Replicated Data Types
and transform every SQL statement into its commutative form, so that most of the time
replication can be achieved in an expedited way by leveraging weak consistency. Second,
to preserve SQL integrity constraints on top of weakly consistent replication, we strive to
leverage multiple coordination-free mechanisms, while resorting to (efficient) coordination
only when necessary.

We have evaluated a prototype of our solution using the TPC-C benchmark and show
that when compared with two state of the art approaches for replicating SOL databases,

our solution yields better performance and scalability.

Keywords: Replication; Weak Consistency; Relational Database; CRDTs;
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REsumMmo

Os servigos de Internet da atualidade lidam com enormes quantidades de pedidos e
dados provenientes de utilizadores espalhados por todo o mundo. Para atingir o desem-
penho e agilidade necessarios nestes servigos, os provedores dos mesmos replicam-nos
para tornar possivel o tratamento dos pedidos de clientes de forma paralela, muitas vezes
recorrendo a modelos de consisténcia fraca para evitar os custos envolvidos na coorde-
nacao das varias réplicas. Neste contexto, as bases de dados NoSQL emergiram como
uma solugao pratica para suportar aplicagdes com elevados requisitos de disponibilidade
e escalabilidade. No entanto, esta solugao requer um esforgo extra dos programadores
no desenvolvimento das suas aplica¢oes, uma vez que deixam de poder beneficiar das
abstracoes e modelo de programacao suportado pelas bases de dados relacionais, como
por exemplo, transagoes e restri¢oes de integridade.

Para explorer solugoes eficientes para escalar bases de dados relacionais, nesta disser-
tacao exploramos o potencial de usar replicagao para melhorar o seu desempenho e escala-
bilidade. Em maior detalhe, o objetivo desta dissertacao é desenvolver uma base de dados
relacional com consisténcia fraca. Em primeiro lugar, tiramos partido de Conflict-Free
Replicated Data Types, ao transformar todos os comandos SQL provenientes da aplicagao
na sua forma comutativa, possibilitando assim que a sua replicagao seja feita de forma
agil recorrendo a mecanismos com semantica de consisténcia fraca. Em segundo lugar,
para preservar as principais restri¢oes de integridade fornecidas pela linguagem SQL, uti-
lizamos, sempre que possivel, técnicas que ndo requerem coordenagao e, recorremos a
mecanismos de coordenagao (eficientes) quando estritamente necessario.

Avaliamos um protétipo da nossa solugao utilizando o benchmark TPC-C, e os re-
sultados obtidos mostram que, quando comparados com duas conhecidas solu¢oes para
replicagao de bases de dados relacionais, a nossa solugao obteve melhorias substanciais

em termos de desempenho e escalabilidade.

Palavras-chave: Replicacao; Consisténcia Fraca; Base de Dados Relacionais; CRDTs

xi






CONTENTS

List of Figures xvii
List of Algorithms xix
List of Tables xxi
Acronyms xxiii
1 Introduction 1
1.1 Context . . ... ..o oo 1

1.2 Motivation . . . ... ... .. e 3

1.3 Proposed Solution . . . . . ... ... .. . o 4
1.3.1 Contributions . . . . ... ... ... . Lo 4

1.4 Document Organization . .. ..... ... ... ... ........... 5

2 Related Work 7
2.1 OVerview . . . . .. 7
2.2 Database Replication . . . ... ... ... ... ... ... 8
221 SystemModel . .. ... oo 8

2.2.2 Distributed Databases . . ... ... ... ..... . ... ..., 9

2.2.3 Database Replication Protocols . . . . . ... ... ... ...... 10

2.2.4 Comparison with existing Systems . . . ... ... ... ... ... 13

225 Summary . . ... 15

2.3 Weakly Consistent Replication . . . . . ... ... ... ........... 15
2.3.1 EventualConsistency . . . . . .. ... ... ... ... ... .... 18

2.3.2 CausalConsistency . . ... ... ... ... ... ......... 18

2.3.3 Comparison with existing Systems . . . ... ... ......... 19

234 Summary . . . ... e 21

2.4 Conflict-Free Replicated Data Types . . . . . . . ... ... ... ...... 21
2.4.1 State-based CRDT . . . ... ... ... ... ... . ... ... 22

2.4.2 Operation-based CRDT . . . . ... ... ... ... ... ..... 23

243 CRDTsExamples . ... ... ... ... ... .. .. ..... 23

244 SUMMAry . . . . .o o e e e 26



CONTENTS

2.5
2.6

Invariants Preservation

Summary

3 Solution

3.1 Goalsand Overview . . . . . ... ..
3.2 WEeAQL Semantics . ... ......
3.3 SQL Invariants . . . ... .... ...
3.4 Merging Policies . . . . .. ... ...
3.4.1 Table Annotations . . . . . . .
3.4.2 Attribute Annotations . . . .
3.4.3 Foreign-Key Annotations . . .
344 Summary............
3.5 State Convergence . . . ... .....
3.6 Preserving SQL Invariants . . . . . ..
3.6.1 Unique Constraints . . . . ..
3.6.2 Foreign-Key Constraints . . .
3.6.3 Check Constraints. . . . . . .
3.6.4 Coordination Service . . . . .
3.6.5 Summary. . ..........
3.7 SQL Queries Transformations . . . . .
3.8 Summary . ...............
4 Implementation
41 WEeaQL Architecture . . . ... ...
4.1.1 Overview . ... ... .....
41.2 Proxy ..............
4.1.3 Replicator . ..........
4.1.4 Zookeeper Extension . . . ..
4.2 Conflicts Detection and Lost Updates
4.3 Stored Procedures . ... .......
44 Summary ... ... ... ...

5 Evaluation

5.1

5.2
5.3

5.4
5.5

Experimental Setup
5.1.1
5.1.2 Benchmark ... ........
5.1.3 Workloads

WEeAQL Overhead
Performance Evaluation. . . . .. ..
5.3.1 Abort Rates

Scalability Evaluation

Baselines

Coordination Overhead . . . . .. ..

xXiv

51
51
51
52
53
54
55
56
57

59
59
60
60
61
61
63
66
67
69



CONTENTS

5.6 Summary . ...........

6 Conclusion

6.1 Limitations and Future Work

Bibliography

XV

71

73
74

75






2.1
2.2
2.3
2.4
2.5
2.6

3.1
3.2
3.3
3.4
3.5
3.6

4.1

5.1
5.2
5.3
5.4
5.5
5.6

5.7

List OF FIGURES

Eager Replication Protocol . . . . .. ... ... ... ... ... ... .
Lazy Replication Protocol . . . . ... ... ... ... ... ... . ....
Master-Slave Replication Protocol . . . . . .. ... ... ... ... ...
Multi-Master Replication Protocol . . . . . . . ... ... ... ... ......
Database Replication Strategies Summary (adapted from [Wie+00]) . . . . .

Partition in a Distributed System . . . . . ... ... ... ... ........

SQL Schema Annotations Example . . . ... ... ... ... .........
A databaserecordin WEaAQL . . . . . .. ... ... ... ..
State divergence on concurrent insertion of unique-keys . . . . ... ... ..
Concurrent insertion of unique-keysin WEaQL . .. ... ... ... ... ..
How WeEAQL manages Unique constraints . . . .. ... ... ........

How WEAQL manages Check constraints . . . ... ..............

WEeAQL architecture. Dashed arrows represent communication between
Proxies and database replicas for executing transactions and making trans-
actions commutative. Solid arrows indicate communication for committing
and replicating transactions. Dotted arrows illustrate communication between

Zookeeper and Replicator for coordinating conflicting transactions.

WEAQL Overhead for a single replica experiment . . . . ... ... .. ...
Latency-Throughput with 3 replicas . . .. ... ... ... ..........
Latency-Throughput with 5replicas . . . ... ... ... ...........
Abort Rates Comparison . . . . . . . . . . ...
Scalability Comparison . . . . .. ... ... ... o o oo
Performance comparison between coordination-required and coordination-
freeoperations . . . . . . ... L L

Experienced Latency Splitin WeaQL . . ... ... ... .. ... .....

XVil

11
12
13
13
15
16

33
35
37
39
40
41

52

62
63
65
67
68

69
70






— 0 0 N O U oW

LisT OF ALGORITHMS

LWW Register (state-based) . . . ... ... ... ... ........... 24
LWW Register (operation-based) . . .. ... ... ... .. ........ 24
G-Set (state-based) . . . . . ... 25
2P-Set (state-based) . . . . . ... 25
OR-Set (operation-based) . . . . . .. ... ... ... 26
SQL Transformations: insertrecord . . . . . .. ... ... ... ...... 43
SQL Transformations: deleterecord . . . . . .. .. .. ... ... ..... 44
SQL Transformations: updaterecord . . ... ... ... ... ....... 45
SQL Transformations: delete parent-record . . ... ... ... ...... 46
SQL Transformations: insert child-record . .. ... .. ... ....... 47

XiX






List OF TABLES

WEAQL Annotations . . . . . . . . . . . i e e e e e e e 35
Ids generationin WEAQL . . . ... ... ... Lo oo 38
WEAQL Summary . . ... ... e 49
Workloads Specification . . . . .. ... . L o Lo L 61

poel






1SI One-Copy Snapshot Isolation.

2PC 2-Phase Commit.

CC Causal Consistency.
CmRDT Commutative Replicated Data Type.
CRDT Conflict-Free Replicated Data Type.

CvRDT Convergent Replicated Data Type.

EC Eventual Consistency.

EZK Extensible Zookeeper.

RC Read Committed.
RPC Remote Procedure Call.

RR Repeatable Read.

SEC Strong Eventual Consistency.
SI Snapshot Isolation.

SPOF Single Point of Failure.

VC Vector Clock.

xxiii

ACRONYMS






CHAPTER

INTRODUCTION

This is the first chapter of this document. In Section 1.1 we start by giving the context
of the work developed in this dissertation In Section 1.2 we motivate the relevance of
this dissertation. In Section 1.3 we start to unveil the solution proposed in this work and
identify the main contributions of this dissertation. We end this chapter in Section 1.4, in
which we present the structure of the remainder of this document.

1.1 Context

The widespread access to the Internet has enabled millions of people to interconnect,
store personal data, and disseminate information online. These Internet services are
accessed by users from all over the world that demand responsiveness and an always-on
experience. Examples of such services are social networks like Facebook or Twitter, and
distributed storages such as Google Drive and Dropbox [Drol5; Inc15].

This class of applications manages massive amounts of data. For instance, Facebook
reported over 4 billion items shared and 4.5 billion ”likes” per day in 2013 [Fac13]. Ap-
plications that manage data at this scale require massive infrastructures to cope with the
high load of requests. Hence, these applications are mostly deployed in huge clusters
hosted in data centers scattered around the world.

Replication is a widely used technique to achieve high-performance, fault-tolerance,
availability, and low latencies in cloud services. First, distributing data across different
nodes (i.e. replicas) improves performance (in terms of throughput) because replicas can
process users’ requests concurrently. Second, if a replica fails (for instance due to a crash),
the system remains accessible, thus providing availability and fault-tolerance. Finally, if
replicas are geographically distributed, clients can contact the closest available replica

to also reduce user-perceived latencies, an aspect that has been demonstrated to have a



CHAPTER 1. INTRODUCTION

direct impact on the revenue of applications operators [SB09; Gom].

Ideally, replicated services would ensure strong consistency and availability at all
times. However, the CAP theorem [GL02] has famously demonstrated this impossibility,
in a distributed system prone to partitions. Due to the underlying infrastructures where
modern Internet applications are deployed, it is not realistic to assume that partitions will
not occur, and, for this reason, the implications of the CAP theorem force applications to
make non-trivial decisions regarding the guarantees they provide to costumers [Hall5].
Providing strong consistency requires coordination among replicas to ensure that all repli-
cas synchronously transit to the next (correct) state. Applications that deal with sensible
information (e.g. online banking services) or applications that cannot afford to let users
read stale data tend to opt for strong consistency. However, this approach greatly limits
the scalability, performance, and response time of the system [Bai+14; Li+12; Li+14].
And more importantly, availability, as the fault of a single replica can lead the system
to halt. For this reason, many online services execute under weak consistency models
such as Eventual Consistency (EC) and Causal Consistency (CC). This allows replicas
to process requests locally (and without coordination), thus boosting performance and
lowering user perceived latencies, while ensuring availability in the presence of faults. To
ensure state-convergence, updates are lazily disseminated in the background [Lad+92].

Systems that employ these consistency levels are known as weakly consistent systems.

A key aspect of most (if not all) online services is data persistence. To retrieve and
store data, applications primarily resort to databases. In the literature, one can find
two major classes of databases: relational databases and NoSQL databases. Relational
databases attract application’s developers by providing powerful abstractions and use-
ful mechanisms (such as the ACID properties or integrity constraints), which eases the
process of reasoning about the interactions between the application and the database.
Furthermore, relational databases offer efficient support for the SQL language, which is
very convenient for developers to store and retrieve application’s data. With the fast grow-
ing of the Internet, and given the recent trend of the new Internet services, now more
than ever applications must be able to sustain a high number of concurrent requests,
and be able to scale to an unprecedented number of clients. Unfortunately, relational
databases were conceptually designed for centralized environments and favor strong con-
sistency semantics. Thus, their utilization in large scale distributed Internet services

poses substantial performance and scalability challenges [Bai+14].

NoSQL databases, such as Cassandra [LM10], Riak [Tec15], and DynamoDB [DeC+07],
have emerged as an alternative, practical solution to deploy highly available, highly
performing, and scalable applications. However, NoSQL databases also have important
drawbacks [Agu+15]. In particular, NoSQL systems depart from the ACID semantics
and SQL interface provided by relational databases, thus pushing the complexity of
handling inconsistencies, integrity violations, and complex queries to the application’s

programmers.



1.2. MOTIVATION

1.2 Motivation

Scaling databases to suit the needs of modern Internet services has been a topic of intense
research among both academic and industry communities in the last decades [Bai+13;
Bai+14; Cha+14; Llo+11; PA04]. The emergence of NoSQL databases and the subsequent
“SQL vs NoSQL” dichotomy has also led to an on-going argument among the database
community.

On the one hand, the NoSQL community used the implications driven by the CAP the-
orem as a persuasive argument to suggest the new NoSQL paradigm as the right approach
to handle the requirements of the new class of Internet applications [Pim]. This led to the
appearance of many NoSQL databases, conceptually identical, which are typically associ-
ated with weakly consistent systems [Cha+08; DeC+07; LM10; Mon; Tec15]. While this
approach naturally promotes conflicts (due to uncoordinated, concurrent updates of the
same object by different replicas), this approach is inherently scalable and available, two
key requirements for large scale applications. NoSQL systems accept this trade-off; to re-
solve conflicts, these systems either use straightforward strategies such as last-writer-wins
as in Cassandra [LM10], or expose conflicts to the application, which has the responsi-
bility to resolve them to ensure state convergence as in [DeC+07] and [Ter+95]. Despite
the clear benefits that NoSQL provide, the heavy burden that NoSQL systems places on
developers have been gradually noticed as an important drawback [Cor+12; Pim]. As
an example, Google received many complaints about how extremely complex and error-
prone is to develop applications on top of its” NoSQL store, BigTable [Cha+08; EL14; Pim;
Shu+13]. This fact was one of the reasons why Google decided to build Spanner [Cor+12],
a distributed database that more closely resembles the relational databases programming
model.

On the other hand, the SQL community has been continuously trying to scale rela-
tional databases to meet the requirements of large-scale applications. Most solutions
proposals achieve this by sharding data and balancing the load across a set of shards.
However, this sharding-based approach has a few well-known limitations: first, for some
applications such as online social networks, it is extremely complex to devise an adequate
partitioning scheme for the application data [Puj+10]; second, when executing transac-
tions that span multiple machines, one has to pay the price of expensive coordination
protocols such as 2-Phase Commit (2PC), which can limit performance and make it chal-
lenging to run certain workloads, such as long-running operations that access large data
sets [Agu+15]; third, sharding heightens the need for replication for high availability,
since a single node failure may lead the whole system to become unavailable, as the
portion of data and state maintained by the failed node becomes unavailable.

While sharding is an essential technique to deploy large scale databases (such as the
ones used by Facebook or Twitter), it is not so for lower to medium sized databases. In fact,
the size of main memory in computers keeps increasing at a fast pace. For instance, Oracle

recently reported that its new SPARC M6-32 systems can support up to 32 terabytes of
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memory [Ora]. This creates the opportunity to have the whole state and data associated
with small to medium sized databases to permanently reside in memory, making the
access to this data much faster, by avoiding the overheads of accessing durable storage.
Motivated by the notorious breach between NoSQL and SQL communities, in our
work, we strive to bring together both approaches. We argue that it is not necessary to
sacrifice performance and scalability to preserve an appealing programming model to
developers, and, in contrast, it is not necessary to sacrifice the SQL semantics to support

highly available, scalable, and performing services.

1.3 Proposed Solution

In a nutshell, the goal of this work is to improve the performance and scalability of
SQL-based databases. To achieve this, we make the following key observations. First,
we leverage the fact that many modern applications favor weak consistency models for
improved performance. Second, we exploit the recent trends in hardware technologies to
pursue an alternative (yet complementary) approach to sharding, in order to improve the
performance and scalability of SQL-based databases.

The end result is materialized in WEaQL, a middleware replication layer that runs
on top of SQL databases, and provides weakly consistent replication semantics to applica-
tions. To minimize coordination between replicas, WEAQL employs two complementary
techniques. First, WEAQL transforms SQL statements used by applications to interact
with the database into Conflict-Free Replicated Data Type (CRDT) operations, as to en-
sure that transactions become commutative and consequently state convergence can be
achieved by design. Second, instead of partitioning the data between replicas, each replica
hosts a full copy of the data, waiving the need of executing distributed transactions.

In designing WEAQL, we have to address a well-known tension between preserv-
ing SQL semantics — which requires coordination among replicas — and providing weak
consistency — whose performance gains come from avoiding coordination, which can
easily lead to violating SQL invariants. To address this challenge, we introduced a set of
lightweight mechanisms to preserve SQL integrity constraints such as foreign key refer-
ence, uniqueness, and auto-increment values. These mechanisms provide a sweet spot
between preserving the most important invariants of relational databases and minimizing
the coordination overhead.

WEeAQL was deployed in a cluster and compared against two popular solutions for
database replication, MySQL Cluster [MyS15b] and Galera Cluster [Gall5]. To evaluate
the performance and scalability of WEaQL, we used the TPC-C benchmark [Coul5].

1.3.1 Contributions

The main contributions of this dissertation are the following:
* A novel technique for scaling relational databases.

4



1.4. DOCUMENT ORGANIZATION

* A replication middleware layer that offers weak consistency semantics on top of

relational databases with minimal efforts from programmers.
* A prototype of our solution.

* A experimental evaluation of our proposal comparing it with relevant state-of-the-

art solutions.

1.4 Document Organization

The remainder of this document is organized as follows.

Chapter 2 presents fundamental topics related to the work proposed in this document,
and discusses proposed solutions found in the literature.

Chapter 3 presents the design of WEAQL. In particular, we present the main chal-
lenges of our proposal and how WeaQL addresses them.

Chapter 4 describes the key components of WEAQL and its implementation details.

Chapter 5 we evaluate WEAQL, by comparing it to alternative solutions for database
replication.

We close this document in Chapter 6, in which we draw conclusions about our ap-

proach, and point out possible lines of work for the future.






CHAPTER

RELATED WORK

2.1 Overview

Relational databases have been a building block for many large scale Internet applications.
Much of the popularity of relational databases comes from the programming model they
expose to programmers. The support that relational databases offer to the SQL language
enables developers to store and retrieve their data efficiently. Furthermore, developers
can specify integrity constraints over their data to express the intended semantics of
their applications, therefore eschewing the need of implementing these behaviors on the
application-level. Finally, the transactional semantics hides concurrency anomalies to
programmers and ease the development of concurrent applications. These applications
provide services to millions of users that demand responsiveness, high availability, and
fault-tolerance. To tackle these challenges, current systems replicate their data across

multiple nodes (i.e. replicas).

Replication can be broadly defined as the act of maintaining multiple instances of the
same object. Having multiple instances of an object improves performance, availability,
and fault-tolerance. In the first case, the requests to access an object may be distributed
over all the replicas that hold a copy of that object. Processing requests concurrently
boost performance because more requests can be processed per time unit, thus improving
throughput. Moreover, it allows workloads to be distributed over the available resources,
which enables efficient resources utilization. Additionally, if one of the replicas becomes
unavailable (for instance due to a failure) the object is still accessible by clients, thus

providing availability and fault-tolerance.

Given that the state of an object usually over time, replication must also guarantee
the consistency among different copies of the object. In a replicated environment, at

some point, different replicas may hold different values for a given object. Depending on
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CHAPTER 2. RELATED WORK

the application semantics, such occurrence may or may not be a problem. For instance,
a flight reservation system should not allow inconsistencies between replicas because
that could lead to overselling tickets to clients. In contrast, a simple information feed,
such as the one offered by Facebook, tolerates inconsistencies without major negative
consequences.

The amount of time replicas are allowed to diverge depends on four main aspects:
i) the replication protocol used to disseminate information between replicas, ii) the con-
sistency model employed by the application, iii) the deployment environment, and iv) the
conditions of the network. Database replication protocols are discussed in Section 2.2.
Consistency models are discussed in Section 2.3. Deployment environment is related to
the underlying infrastructure in which replicas are executing (either in a cluster or in
a geo-replicated setting). Network conditions are greatly influenced by the deployment
environment. For instance, inside a cluster, network conditions deteriorate if links are
congested. Links congestion arise due to the over subscription of communication chan-
nels (i.e., the ratio between the servers bandwidth to the total uplink bandwidth at the
access layer [HM14]).

As a consequence of allowing replicas to individually change a global (and shared)
state, conflicts and divergent states naturally emerge. Typically, these challenges are ad-
dressed by employing some deterministic technique such as last-writer-wins, or pushed
to the application to be resolved [DeC+07; Ter+95]. CRDTs [Sha+11a; Sha+11b] go a step
further and hide conflict resolution inside the data type itself, while still guaranteeing
state-convergence, making these data types very useful for developers to use in applica-
tions which replicate their state over a set of nodes, and aim to taking benefits of weak
consistency semantics to improve their performance.

The remainder of this chapter covers topics that are directly related to our work. Sec-
tion 2.2 discusses replication in the context of relational databases. Section 2.3 comprises
weakly consistent replication and the trade-offs associated. Section 2.4 introduces and
discusses CRDTs. Finally, in Section 2.5, we discuss the processes of preserving invariants

over replicated objects.

2.2 Database Replication

Before exploring databases in the context of a distributed system, for better understand-

ing, we start by describing the system model in the context of a single replica.

2.2.1 System Model

Transactions are a fundamental feature of relational databases. A transaction is a logical
unit of work that executes atomically (i.e., either all operations are successful or none
is). Each transaction executes under an isolation level (one of the four ACID properties),

which determines if the intermediate effects of ongoing transactions are exposed to other

8



2.2. DATABASE REPLICATION

concurrent transactions. Stricter isolation levels protect transactions to see the changes
induced by concurrent transactions, while more relaxed isolation levels do not. Serializ-
ability, a particular strong isolation level, is the traditional correctness criteria for objects
in relational databases. For the sake of completeness, we now provide a formal definition
of Serializability:

Definition 2.1. Serializability: the execution of a set of concurrent transactions is equivalent
to some serial execution of that same set of transactions [Bail5; Ber+86; Bor+11]

Executing transactions under Serializability requires major efforts by the concurrency
control protocol to provide an isolated environment where transactions execute. This
greatly reduces performance (in this case transactions per time unit). To overcome this
challenge, more relaxed isolation levels have been proposed. Snapshot Isolation (SI),
Repeatable Read (RR), and Read Committed (RC) are popular isolation levels provided
by most commercial database systems [MyS15a; Oral5; Pos15]. Applications can leverage
these isolation levels to achieve better throughput, in exchange of relaxing the isolation
between concurrent transactions.

To increase performance, many systems also distribute their data across multiple
nodes. Such approach is further discussed in the following sections.

2.2.2 Distributed Databases

Databases are distributed mainly to improve performance, provide fault-tolerance, and
increase the availability of a system. In the literature, one can find two main approaches
to distribute the state of a database across a set of nodes, namely replication [Cec+08;
Cha+14; DS06; Gall5; Gra+96; Gor; Wie+00] and partitioning [Agu+15; Cat11; DeC+07;
MyS15b]. By replicating the state of the database across a set of nodes (i.e., replicas), each
replica owns a copy of each object in the database. In contrast, partitioning consists in
distributing the database state across a set of nodes (i.e., shards), meaning that each shard
of the system owns only a portion of the whole data. Both approaches are complementary
and have different advantages and disadvantages. Sharding on the one hand, heightens
the need for replication for high availability since a single node failure may lead the
whole system to become unavailable, as the portion of data and state maintained by the
failed node becomes unavailable. Furthermore, operations that access multiple objects
in the database might span multiple machines. In such case, one has to pay the price of
expensive coordination protocols such as 2-Phase Commit, which can limit performance
and make it challenging to execute certain workloads efficiently [Agu+15]. Replication
on the other hand, might not be suitable for large databases, such as the ones operated
by Facebook or Twitter. In this remainder of this section we will focus on replicated
databases as they more closely relate to the work developed in this thesis.

As a consequence of replicating the same data across multiple nodes in the system, it

is mandatory to ensure that they remain consistent across all replicas. Indeed, to ensure
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that replicas converge to the same final state, they cannot act as totally independent
components, and must exchange information regarding the operations they executed in
response to client’s requests. Replication protocols, which are a fundamental aspect to

ensure this, are discussed in the next section.

2.2.3 Database Replication Protocols

Database replication protocols can be discussed in two dimensions. The first dimension
comprises how replicas transit state and includes active and passive replication. The
second dimension refers to where and when updates might occur (Master-Slave or Multi-
Master, and Eager or Lazy replication respectively).

The remainder of this section explores these protocols in more detail. We will use “up-
date”, “write”, and “operation” interchangeably. Note that as read-only operations do not

modify the state of the database, they are not relevant for ensuring replica convergence.

Active Replication

Active replication (also known as State Machine replication) [Sch90; Gor; Wie+00] is a
non-centralized replication technique. The intuition at the core of this approach is that
if all replicas execute the same sequence of operations they reach the same state. In ac-
tive replication, operations are replicated to all replicas and executed independently in
each one. To ensure state convergence, this approach requires two properties: i) that
operations are executed in the same order in every replica, and ii) that operations are de-
terministic. It is easy to understand why both properties are necessary. First, if operations
are executed in different orders, replicas may end up in an inconsistent state. For instance,
when the effects of two write operations to the same object do not commute. Second, if
operations are not deterministic, they might produce different outputs. A paradigmatic
example of non-deterministic operations in the SQL language are time-related macros
such as now(). Typical implementations of active replication resort to the properties
that Atomic Broadcast provides [Gor; Wie+00] to ensure a total order of operations. For

completeness, we now provide a formal definition of Atomic Broadcast:

Definition 2.2. Atomic Broadcast: if a process delivers a message m before it delivers a message

m’, no process delivers m after delivering m’. [Gor; Wie+00]

Ensuring the deterministic behavior of operations is usually left for the application
programmers to guarantee. For instance, in the above example, the programmer could

replace the function call now() with a pre-computed value instead.

Passive Replication

In contrast to active replication, in passive replication [Gor; Wie+00] operations are

executed once in a single replica. The modifications induced by the execution of the
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Figure 2.1: Eager Replication Protocol

operations (also called the operation’s write-set) are then propagated to other replicas,
which in turn install these modifications. Compared to active replication, this approach
is more resource efficient because the operation need not to be executed, and only its

side-effects must be applied.

Eager Replication

In an Eager Replication scheme (also known as synchronous replication) [KA00; Wie+00],
after receiving an update, the replica immediately propagates it to others replicas and
waits for them to acknowledge the correct execution of that operation. Upon receiving the
acknowledgment from all replicas (or a subset of them, for instance, a majority [KA00]),
the operation is said to be successfully completed and the client is notified. Eager repli-
cation assures serializable execution of requests because replicas are (synchronously)
contacted (i.e., within the boundaries of the operation, from the perspective of the client).
Hence, Eager Replication usually provides strong consistency. Figure 2.1 illustrates an
eager replication protocol in action. As discussed previously, we can observe that before
the client receives the reply to his request, all replicas of the system must acknowledge
the correct execution of the operation. As a consequence, the latency of the operation is

dominated by the slowest replica to acknowledge its execution.

Lazy Replication

By contrast to Eager Replication, in a Lazy Replication approach (also known as asyn-
chronous replication, or optimistic replication) [DS06; Lad+92; SS05], operations are
executed in a single replica and asynchronously disseminated to other replicas. Avoiding
coordination during the execution of each operation greatly improves the response times
as perceived by the user. This come at a cost of weakening the consistency guarantees
since replicas are allowed to temporarily diverge. Hence, Lazy Replication does not en-

sure that clients read the latest version of an object (hence providing weak consistency
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guarantees). Figure 2.2 illustrates how requests are processed when resorting to lazy

replication. Dashed arrows represent background communication.
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Figure 2.2: Lazy Replication Protocol

Master-Slave

In a Master-Slave setup (also known as Primary Copy) [Gor; Wie+00], one replica is
designated the master replica while the others are called slaves. Only the master replica
can process write requests. After receiving an update, the master replica propagates it
accordingly to one of the schemes described above (i.e., either eagerly or lazily). Given
that all write requests are directed to a single replica, ensuring a total order of updates
is trivial and corresponds to the order by which the master replica processes the updates.
A Master-Slave approach has two main drawbacks: i) the master replica is a potential
bottleneck, particularly in a workload composed mostly of write operations, and ii) the
master replica is a Single Point of Failure (SPOF). Master-Slave schemes are mostly used
to improve read performance, given that read-only operations can be issued to any replica
and coordination is not required for those operations. Figure 2.3 depicts the operation
of a typical Master-Slave architecture. In more detail, we observe that write requests are

directed to the master replica while read requests are issued to one of the slaves replicas.

Multi-Master

In a Multi-Master architecture (also known as update-anywhere replication), all replicas
have the same capabilities. Writes can be performed by any replica, thus potentially boost-
ing write throughput. This also enables users to contact any replica for the execution of
write operations, which might be translated into lower latencies for those operations if the
client is geographically close to the replica. Unfortunately, in this context coordination
mechanisms are much more complex than in a Master-Slave architecture since concurrent
updates on different replicas may conflict with each other [Gra+96]. Furthermore, if up-

dates are lazily replicated to the other replicas in the system, conflicts may arise only after
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Figure 2.4: Multi-Master Replication Protocol

some replicas have already committed the operation. As a consequence, reconciliation
techniques must be employed in order to resolve these conflicts [DeC+07; LM10; Ren+08;
Sha+11b]. One of these techniques is discussed in detail in Section 2.4. Figure 2.4 depicts

a Multi-Master architecture together with a lazy replication protocol.

2.2.4 Comparison with existing Systems

Plattner and Alonso introduced the concept of satellites databases [PA04; Pla+08]. In
their system Ganymed, satellites databases serves read-only transactions while writes are
tunneled to the master replica. This is achieved by a scheduler that separates and routes
requests to the appropriate database replica. The same concept is applied by Salomie

et al. in Multimed [Sal+11]. In more detail, Multimed treats a multi-core machine as
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a distributed system, where a subset of the cores act as satellites and another subset as
the master replicas. In both cases, writes are centralized in a single node, which could
become a bottleneck. Furthermore, in Ganymed, the presence of a network partition
can prevent clients from communicating with the master replica leading to the unavail-
ability of the system. WEAQL on the other hand, employs a multi-master architecture,
therefore enabling every replica in the system to process write requests. This approach
has the advantage to avoid potential bottlenecks on the master replica, particularly for
write-intensive workloads. In addition, in contrast to Ganymed, the presence of network
partitions does not render our the system unavailable, as long as clients can communicate
with at least one replica.

In order to improve the scalability of replicated databases, Amza et al. employ a multi-
master lazy replication strategy [Amz+03]. To minimize the number of conflicts between
transactions, a central scheduler virtualizes the set of database replicas to the application
servers as if it was a single database. All requests are tunneled to the scheduler, who is
in responsible for minimizing conflicts and redirect requests to the adequate replicas. In
order to minimize conflicts, the scheduler needs to know upfront which tables will be
accessed by each transaction. As a consequence, applications must be adapted to provide
this information to the scheduler. WEAQL also leverages a multi-master lazy replication
technique to improve the scalability of replicated databases, however, we do not require
programmers to feed any information regarding their transactions pattern. Besides that,
contrary to the work of Amza et al., WEAQL does not require transactions to be totally
ordered in a central scheduler in order to ensure replicas convergence.

Lin et al. proposed a middleware solution that implements One-Copy Snapshot Iso-
lation (1SI) [Lin+05], which guarantees that the SI properties are maintained in a dis-
tributed context, thus avoiding anomalies such as transaction inversion [DS06]. However,
this solution requires synchronization on a per transaction basis, which hinders the scala-
bility and performance of the system. In our work, we were willing to relax the Isolation
properties in order to increase the performance and scalability of replicated databases,
by exploring a lazy replication approach.

ConfluxDB, an extension of PostgreSQL [Cha+14], is also a multi-master lazy repli-
cated system. It was designed to address the scalability challenges associated with Master-
Slave solutions, by enabling the master replica to be partitioned across multiple nodes.
The set of master partitions execute the 2PC protocol to agree on the decision regarding
the execution of transactions, and produce an update log which is later consumed by
the slaves replicas to be kept in sync. Similar to ConfluxDB, WEaQL also employs a
multi-master lazy replication approach. However, in our work, every replica holds a full
copy of the data, which enables WEAQL to completely avoid the execution of distributed
transactions.

More recently, Aguilera et al. proposed Yesquel [Agu+15], a shard-based approach
which aims to improve the scalability and performance of relational databases. To this

end, Yesquel resorts to a new distributed data structure YDBT, specifically designed for
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the context of distributed databases. Furthermore, Yesquel preserves the SQL semantics
by executing the 2PC consensus protocol for coordinating the shards involved in each
transaction. WEAQL on the other hand, improves the scalability of relational databases
by leveraging full replication. In addition, to preserve the SQL semantics, WEAQL ex-
ploits coordination-free techniques whenever possible, and only resorts to coordination

when strictly required.

2.2.5 Summary

In the previous sections, we surveyed the multiple strategies found in the literature to
replicate the state of a database across multiple replicas. In particular, we have discussed
these strategies in two different dimensions. In the first dimension, we examined how
replicas transit state and presented two approaches, namely active and passive replication.
In the second dimension, we have considered how the updates are propagated between
replicas and where they are allowed to be executed. Figure 2.5 summarizes the latter dis-
cussion and depicts the possible combinations of strategies that one might resort to when
replicating the state of a database. We ended this section by comparing our work with

existing solutions that resort to the database replication techniques described previously.

update propagation

c

8 Eager Lazy

8 Master-Slave Master-Slave
o)

9

Y Eager Lazy

S Multi-Master Multi-Master

Figure 2.5: Database Replication Strategies Summary (adapted from [Wie+00])

2.3 Weakly Consistent Replication

The CAP theorem proposed by Eric Brewer and later demonstrated by Gilbert and Lynch [GL02]
had a decisive impact on the design of distributed systems. The CAP theorem states that
it is impossible to provide both strong consistency (i.e., linearizability [GL02]) and avail-
ability [BG13] while tolerating network partitions in a distributed system. We consider
a system available if it continues to operate as expected, in the presence of partitions.
For instance, we do not consider a system to be available if in the presence of partitions,
it always responds with no-op to client’s requests. In distributed systems comprised of
hundreds of interconnected nodes, partitions will eventually arise [Hal15]. Therefore,
for this class of systems, the choice has always been between consistency and availability.
The trade-off between consistency and availability has been a hot topic in the research

community for a long time.
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Figure 2.6: Partition in a Distributed System

Before exploring this trade-off, it is important to clarify that consistency, from the
point of view of the CAP theorem, has a different meaning than the “Consistency” pro-
vided by the ACID properties of relational databases. While in a relational database Con-
sistency refers to the guarantees that after the execution of each transaction the database
remains in a consistent state, in distributed systems, Consistency refers to the guarantees

the the applications provide when clients access their data [Vog08].

As an example, consider two processes P; and P,. At some point, P; writes the value
1 in a particular data object. In a system that provides strong consistency, it is guaran-
teed that any subsequent requests that read this object (either from P; or P,) will observe
the updated value. To achieve strong consistency, replicas must coordinate and syn-
chronously transit to the next state. In more detail, upon receiving an operation that
modifies the state of the system, a subset of replicas (typically a quorum) must success-
fully acknowledge the execution of the operation before notifying the client. When an
update is installed in a quorum of replicas, it is guaranteed that subsequent operations
read the updated value because at least one of the replicas will participate in both quo-
rums. This technique greatly reduces the performance of the system since more replicas
must be contacted per operation, which has a severe impact on the latency of the opera-
tions. Furthermore, strong consistency is at odds with availability. Figure 2.6 depicts a
situation of a system with three replicas which are experiencing a temporary partition. In
this example, client C; contacts replica R; to issue an update operation. This operation
is successful because R; is able to form a quorum with R,. Client C,, on the other hand,
is connected to Rz, which is on the other side of the partition. Because R3 cannot contact
other replicas, operations in this replica will not succeed until the partition heals. Hence,
this system is said to be unavailable. Systems that follow this approach are said to be “CP”

since they favor consistency over availability when the system is experiencing a partition.
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However, high availability has been an increasingly important aspect of online ser-
vices. Indeed, it has been noticed [Gom| that performance and availability are two fun-
damental requirements when it comes to companies revenue and user satisfaction. In
this context, weakly consistent replication has been the typical approach to meet these
strict requirements. In systems which rely on weakly consistent replication, operations
do not require upfront coordination (i.e., synchronization) among replicas. In more detail,
operations are processed in the replica to where the request was originally issued (i.e.,
the local replica), and updates are lazily disseminated in the background to other repli-
cas. Because replicas are not required to synchronize on a per operation basis, weakly
consistent systems are able to achieve better performance (in terms of throughput) when
compared to strongly consistent systems, while remaining available under the presence
of partitions. In exchange, these systems cannot provide the properties associated with
strong consistency, in particular that clients always observe the latest state of the system.
We now resume to the example in figure 2.6. Client C; writes the value 1 to replica R;. At
this point, R; and R, are not in a consistent state because Ry have not yet propagated the
changes to its peers. Now consider the case where client C, issues a read operation to Rj.
Because Rj is not required to contact its peers to execute this operation, it will respond
to this request based on his local state. Hence, despite the fact that the system is experi-
encing a partition, it can remain available if it desires so, at the cost of allowing clients to
read stale data. To summarize, systems like the one just described favor Availability over
Consistency in the presence of partitions, and as such are said to be “AP”.

The above discussion brings to light another aspect that must be taken into consid-
eration. As a consequence of favoring Availability over Consistency, weakly consistent
systems must be designed taking into consideration that conflicting operations might
occur, for instance when two operations concurrently modify the same object on different
replicas of the system. For instance, in the context of the example in Figure 2.6, a conflict
would arise if C; and C, concurrently wrote different values for the same data object in
replicas Ry and R,, respectively. In this case, a classic replication protocol that simply
installs remote updates in a lazy fashion would leave both replicas in inconsistent final
states, which would become permanent. To tackle this challenge, reconciliation processes
must be adopted to ensure that replicas converge to the same state. In the literature,
one can find two main classes of reconciliation policies. On the one hand, automatic
conflict resolution techniques [LM10; Sha+11b], such as last-writer-wins, enables repli-
cas to deterministically decide which update should be installed. Such approach can be
implemented at the database level as in Cassandra [LM10], consequently hiding these
conflicts from the application. On the other hand, application-specific reconciliation
methods [DeC+07; Ter+95] enable a more fine-grained control over the conflict resolu-
tion policies and might be required to implement the adequate semantics envisioned by
the developer. In this particular case, programmers must provide the merging procedures
required to reconcile conflicting operations. In Section 2.4 we will further discuss the

topic of conflict resolution policies.
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Whether an application should opt for strong or weak consistency greatly depends
on its requirements. For instance, an online banking system should opt for strong consis-
tency to avoid negative balances on customer’s accounts. In contrast, social networks like
Twitter or Facebook tend to opt for weak consistency because it provides a better perfor-
mance and user experience, without introducing major negative consequences. Picking
strong or weak consistency is achieved effectively by the consistency model employed.
In the literature, many consistency models have already been proposed: Linearizabil-
ity [HW90]; Serializability [BG81]; Causal Consistency [Alm+13; Lam78; Llo+11]; Even-
tual Consistency [Vog08]. More recently, many systems have adopted a more flexible
approach and offer multi-level consistency, enforcing both strong or weak consistency
(e.g., on a per operation basis) [Kra+09; Li+12; Li+14; Ter+13]. The following sections dis-
cuss in more detail two particular weak consistency models, namely Eventual Consistency

and Causal Consistency, which are closely related to our work.

2.3.1 Eventual Consistency

For completeness, we start by presenting an informal definition of Eventual Consistency.

Definition 2.3. Eventual Consistency: Eventual delivery: An update executed at one node
eventually executes at all nodes. Termination: All update executions terminate. Convergence:

Nodes that have executed the same updates eventually reach an equivalent state. [EL14]

Eventual Consistency is a particular weak consistency model. The only guarantee
that Eventual Consistency provides is that if all updates activity stops, then eventually
all replicas reach the same logical state (i.e., replicas are indistinguishable). While in
theory Eventual Consistency seems to provide very few guarantees to applications, the
empirical evidence shows that in fact, eventual consistent systems are often strongly con-
sistent [BT11; EL14]. As an example, Vogels determined that the inconsistency window
(i.e., the time required for an update be visible in all replicas) for the read operation on
Amazon SimpleDB’s was less than 500ms in most cases [Vog09].

Implementing an EC system is rather straightforward. Replicas execute requests
locally to ensure responsiveness, and asynchronously (in the background) disseminate
information about the operations they have executed. The process of exchanging informa-
tion between replicas is often called anti-entropy because it allows replicas to diminish
the divergence between them. The inconsistency window can be shortened by employing

anti-entropy protocols more frequently.

2.3.2 Causal Consistency

Causal Consistency is another form of weak consistency. Causal Consistency enables
the tracking of relationships between operations, which in some applications might be
necessary to provide an intuitive behavior. For instance, consider a chat application with

three users exchanging messages among them; user A sends m; to all other participants.
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User B reads m; and replies with m,. In this scenario, it does not make sense for user
C to receive m, before m;. Clearly, there is an implicit relationship between m; and
m,, because m, only “happened” in reply of m;. Lamport in [Lam78] characterizes this
relationship as “happened-before” relationship, which is denoted by —. This relationship
defines a partial order < of events (in the above example, messages) in a distributed
system [Lam78]. Formally, “happened-before” relationship is defined as follows [Lam78]:

Definition 2.4. (1) If a and b are events in the same process, and a comes before b, then a — b
(2) If a is the sending of a message by one process and b is the receipt of the same message by

another process, then a — b (3) Ifa — b and b — c then a — c.

Causal Consistency [Alm+13; Lam78; Llo+11] guarantees that operations become
visible to users in an order that respects their causal order. Hence, when the above
scenario is executed under Causal Consistency, user C is guaranteed to observe m2 only
after observing m1 because there is a partial order < such as m1 < m2 (see definition 2.4).

Tracking “happened-before” relationships can be achieved by using Vector Clocks
(VCs). Vector Clocks consist of a vector of N entries, where N is the number of nodes
in the system [SS05]. In this context, each node typically generates new VCs values by
incrementing its own entry on the VC. These values are then used to capture the relation-
ship between operations in the system. As an example, when some replica R; processes
an operation opy, it increments V C[i] and associates the new vector clock VC; with op;.
Afterward, a second operation op, is issued to replica R;, which correspondingly gen-
erates a second vector clock VC, to it. It is said that the vector clock VC, dominates
VC, if VCy # VC; and Vi € 1...N, VC,[i] > VCy[i]. In other words, operation op, “hap-
pened before” op; if VC, dominates V C;. If neither vector clock dominates the other, the
operations are said to be concurrent [SSO5].

Causal Consistency has gained much popularity and is now employed in many geo-
replicated systems [Alm+13; Llo+11; Llo+13]. The reasons are three-fold. First, preserv-
ing the causality between operations promotes a more intuitive behavior of applications,
as illustrated in the previous example where users exchanged messages among them.
Second, implementing Causal Consistency can be achieved with a modest performance
penalty when compared to Eventual Consistency [BG13]. Third, it is also known that
Causal Consistency is the strongest consistency model that is available in the presence of

network partitions [Mah+11].

2.3.3 Comparison with existing Systems

In the last decade, the appearance of NoSQL databases has led many weakly consistent
systems to be developed, both by academia and industry [Cha+08; Coo+08; DeC+07;
Fit04; LM10; Llo+11; Llo+13; Tec15]. In Dynamo [DeC+07], each object is identified by a
key and is replicated across N replicas (hence tolerating up to N —1 failures). Replicas are

placed in a ring and each one is responsible for a subset of the key-space. Read and write
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operations specify a parameter - R and W respectively - that correspond to the number
of replicas that must acknowledge the request before notifying the client. Maximum
availability and minimum response times are achieved by setting W = R = 1. Dynamo is
used by Amazon to store and retrieve shopping carts data. Google’s BigTable [Cha+08]
and Yahoo’s PNUTS [Coo+08] are another examples of non-relational databases designed
to achieve high scalability. In contrast, WEAQL provides high availability by replicating
the full state of the database over a set of replicas and employing weakly consistent
replication among them. Furthermore, WEAQL preserves the SQL interface, which is
more convenient for programmers to store and retrieve application’s data when compared
to the interface provided by NoSQL stores.

Li et al. proposed Gemini [Li+12], a middleware layer that supports a two-fold con-
sistency model called RedBlue Consistency. In Gemini operations are labeled either blue
or red. Blue operations do not require upfront coordination and are lazily replicated to
remote sites, thus providing weak consistency. Red operations are totally ordered among
them and require coordination between replicas, thus providing strong consistency. For
an operation to be labeled blue, it must fulfill two conditions: i) the operation must be
commutative with respect to all others, and ii) the operation must not break application’s
invariants. To increase the number of blue operations, each operation is decoupled into
two parts: i) a side-effect free generator operation determine the changes induced by the
original operation, and ii) a shadow operation that effectively modifies the state of the
system . While Gemini offers a flexible behavior, the generation of shadow operations
is not automated and demands the programmer intervention. Sieve [Li+14], presents
an extension to this work, which was designed to address this problem. Sieve automat-
ically labels and produces commutative shadow operations, therefore minimizing the
developer intervention. In WEAQL, all operations are commutative by design and are
always lazily replicated to remote replicas. To enforce particular application’s invariants,
instead of coordinating operations that might endanger such invariant, WEAQL resorts
to a coordination service prior to the execution of those operations.

Clements et al. [Cle+13] highlight the importance of commutativity in the perfor-
mance and scalability of a distributed system. They introduced a general rule that states
the following: “whenever interface operations commute, they can be implemented in a
way that scales”. To exploit this property, they developed a tool that analyzes a set of
operations based on the interface’s specification and identifies under which conditions
operations commutes. They used this tool to modify POSIX’s calls in a Linux-based
kernel and reported that most calls are indeed possible to implement in a commutative
way. WEAQL also leverages commutativity to improve the performance of replicated
databases. However, contrary to the work of Clements et al., the process of generating
commutative operations is automated, consequently not requiring the programmers in-
tervention.

Bayou is a weakly consistent replicated storage system [Ter+95]. It was designed to

serve clients with unstable network conditions, as found in early mobile connections. To
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overcome this limitation, operations only need to contact a single replica. Updates are
lazily propagated in the background, thus providing Eventual Consistency. Similar to
WEeAQL, Bayou automatically resolves conflicts without exposing them to the application
level. However, the merge procedures must the provided by the programmer. WEaQL
on the other hand, only requires programmers to specify the intended semantic to be able
to implement the adequate reconciliation procedures.

ChainReaction [Alm+13] is a distributed key-value store that provides Causal Con-
sistency. Replicas placement follow the same approach as in Dynamo. The subset of
replicas responsible for managing a given object is called a chain. A client-side library
forwards requests to the appropriate chain. Writes are managed by the head of the chain,
which has the responsibility to propagate the updates throughout the rest of the chain;
read operations are directed to the tail of the chain. When a write request reaches the
tail, it is guaranteed that all the chain have already seen the update. At this point, the tail
acknowledges back to the client. To minimize latency, a parameter k defines the number
of replicas that must receive the update before returning to the client. While achieving
Causal Consistency in read operations with low latency, write operations must wait for
the update to be replicated in k replicas, therefore augmenting the perceived latency for
those operations. WEAQL does not make the distinction between read and write oper-
ations. In particular, all operations can be processed by any replica in the system and
complete with low latency. Furthermore, because write operations are not tunneled to a
specific replica, WEAQL does not suffer from the traditional issues associated with the

Master-Slave approach, such as the master replica becoming a bottleneck.

2.3.4 Summary

In this section, we have explored in detail the “strong vs weak” consistency dichotomy. In
particular, we discussed the advantages and disadvantages of both approaches and scru-
tinized the trade-offs involved when choosing each replication strategy. To summarize,
strong consistency guarantees that users observe a consistent view of the system at the
cost of becoming unavailable in the presence of partitions. In contrast, weak consistency
remains available in such conditions by allowing replicas to temporarily diverge, which
may result in users reading stale data. We concluded this section by comparing our work

with relevant distributed systems that advocate weak consistency models.

2.4 Conflict-Free Replicated Data Types

In the previous section, we discussed weakly consistent replication, a technique suitable
for providing performance and availability. Unfortunately, replicating data in such con-
text is complex because any replica can process updates without synchronizing with other

replicas, which may result in conflicts. To address this challenge, so far we have discussed
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two different approaches, namely automatic reconciliation (e.g., last-writer-wins) and
application specific procedures. We now introduce a third approach.

CRDTs [Sha+11Db] are a collection of data types where all operations that modify the
state are commutative by design. As a consequence, replicas can modify the state of these
data types without coordination and still achieve the same final state. Furthermore, con-
flicts that might arise during the execution of concurrent operations are resolved inside
the data type itself, hence relieving programmers from worrying about the concurrency
details of their applications. For these reasons, CRDTs implement compelling features to
use in the context of weakly consistent systems.

Formally, CRDTs provide Strong Eventual Consistency (SEC), which can be defined

as:

Definition 2.5. Strong Eventual Consistency [Sha+11b]: An object is Strongly Eventually
Consistent if it is Eventually Consistent and Strong Convergence: Correct replicas that have

delivered the same updates have equivalent state: Yi,j:¢; =c¢j = s; =s;

The additional property of SEC (when compared to Eventual Consistency) implies
that CRDTs are in a consistent state after delivering the same set of operations. Note
that Eventual Consistency does not require this property; indeed, it only states that after
delivering the same set of updates, replicas eventually converge. The key insight here is
that in CRDTs, the reconciliation process (if required) is done as part of the operation
itself.

CRDTs expose two types of operations to programmers: query and update operations.
The query operation reads the local state of the object while the update operation modifies
it. Each update operation is decoupled in two phases: i) the first phase is executed locally
and may perform some preliminary computations, and ii) the second phase, also known
as downstream phase, disseminates the update asynchronously to all replicas [Sha+11a].
The replica where the client issues the operation is called the source replica for that
operation.

CRDTs can either be operation-based or state-based. In an operation-based CRDT, the
operation is replicated by the source replica and executed at all replicas (i.e., following
an active replication approach as described in Section 2.2.3). In a state-based CRDT, the
whole state of the object is replicated instead of the operation.

2.4.1 State-based CRDT

Formally, a state-based CRDT (or Convergent Replicated Data Type (CvRDT)) is a tuple
(S,so,q,u,m), where S represents the state domain of the object and 50 represents the
initial state; g is the set of query operations and u the set of update operations. When an
update operation is executed, the object transits from s to s'*!

In a CvRDT, an update operation is executed exclusively by the source replica. Asyn-

chronously, the modified object is sent to all other replicas. When a replica receives the
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remote state of an object, it executes a merge procedure that merges both states (i.e., the
remote and local states). After this step, it is guaranteed that the object is consistent

across the local and remote replicas.

2.4.2 Operation-based CRDT

An operation-based CRDT (or Commutative Replicated Data Type (CmRDT)), is a tu-
ple (S,SO, q,t,u, P) where S, SY and q preserve the same meaning as described before. In
CmRDTs, an update operation is decoupled in two operations: i) t is a side-effect free
prepare-update operation (phase 1), and ii) u is an effect-update operation, that effec-
tively modifies the state of the object (phase 2). The prepare-update operation executes
exclusively at the source replica and it does not modify the internal state of the CRDT.
This phase is used to generate unique tags or calculate timestamps needed to enable au-
tomatic reconciliation (let us call this the operation’s metadata). At the source replica,
the effect-update operation is executed right after phase 1. Asynchronously, this oper-
ation is disseminated to the remote replicas along with the metadata, and is executed

independently by each one.

2.4.3 CRDTs Examples

While there are more CRDTs defined in the literature (such as graphs, counters, and repli-
cated arrays [Sha+11a]), this section will describe the data types that are most relevant
to our work, namely registers (which can be seen as records in a database table) and sets
(which represent database tables). All the specifications presented in the remainder of

this section were originally formalized by Shapiro et al. in [Sha+11a].

LWW Register

A register is a memory cell that supports both assign (i.e., update) and value (i.e., query)
operations. Each assign operation is associated with a timestamp. Non-concurrent assign
operations preserve sequential semantics (i.e., the later one overwrites the earlier one),
which means that assign operations do not commute. In a state-based LWW Register,
the assign operation always succeeds on the local replica, since there is no greater times-
tamp than the one just calculated. The new state is eventually replicated to all replicas
and merged with the remote state, by comparing the two timestamps associated with
each state (i.e., by comparing the timestamp generated in the local replica with the one
generated by the remote replica). Specification 1 presents the pseudo-code for this CRDT.

In an operation-based LWW Register (see specification 2), the assign operation is split
into two operations as discussed before. During phase 1, a new timestamp is calculated;
phase 2 modifies the value of the register, if and only if the new timestamp is greater than

the current timestamp associated with the register.
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Specification 1 LWW Register (state-based)
payload X x, timestamp ¢ > X : some type

—_

2: initial 1,0
3: update assign(X w)
4: x,t =w,now() > Timestamp, consistent with causality
5. query value() : X w
6: letw=x
7: compare (R, R’) : boolean b
8: let b= (Rt<R.t)
9: merge (R, R’) : payload R”
10: if Rt<R.t
11: R”.x,R”.t=R’.x,R’.t
12: else
13: R”.x,R”.t =R.x,R.t

Specification 2 LWW Register (operation-based)

1: payload X x, timestamp ¢ > X : some type
2: initial 1,0
3: query value() : X w
4: letw=x
5. update assign(X x’)
6:  atSource()t’
7: let t’ = now() > Timestamp
8:  downstream(x’, t’) > no precondition: delivery order is empty
9: ift<t

10: x,t:=x,t

G-Set, 2P-Set, and OR-Set

Sets are a building block for implementing many data structures such as Maps, Containers
and Graphs. A traditional implementation of a Set includes three basic operations: add,
remove and lookup.

A G-Set (i.e., Grow-Only Set) only supports the add and lookup operations. Since
the only operation that modifies the state is the add operation (which is commutative
by design), an operation-based G-Set naturally commutes. In a state-based approach
(depicted in Algorithm 3), the add operation locally adds an element to the set, and the
merge operation computes the union between the local and remote state.

In the 2P-Set (presented in Algorithm 4), elements may be added and removed, but
never added again. The implementation is based on two G-Sets, one for added elements
(S,;) and the other for removed elements (S,). An element e is said to be in the Set if
ecS,Ne¢&S,. Aremove operation is allowed if and only if the source replica contains
the element to be removed. Hence, a remove operation must first query the set to check
if the element e is present. This behavior can be captured by requiring a precondition
P :lookup(e).

While useful in some cases, the previous specifications do not reflect the expected
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Specification 3 G-Set (state-based)

—_

payload set A
initial 0

update add (element e)
A:=AU{e}

query lookup (element e) : boolean b
letb=(e€A)

compare (S, T) : boolean b
letb=(S.ACT.A)

merge (S, T) : payload U
let UA=S.AUT.A

—_
=4

Specification 4 2P-Set (state-based)

1: payload set A, set R > A: added; R: removed
2: initial 0,0
3: query lookup (element e) : boolean b
4:  letb=(ecAANegR)
5. update add (element e)
6: A:=AUl{e}
7: update remove (element e)
8:  pre lookup(e) > precondition
9: R:=RU{e}
10: compare (S, T) : boolean b
11: letb=(S.ACT.AVS.RCT.R)
12: merge (S, T) : payload U
13 letUA=SAUT.A
140 let UR=S.RUT.R

behavior of a Set. The G-Set does not allow removes while the 2P-Set does not allow
elements to be added again after being removed. The OR-Set more closely resembles a
general implementation of a Set. A specification for an operation-based OR-Set can be
found in Algorithm 5. In this variant, each element has a unique tag associated. An add
operation generates a unique tag at the source replica, which inserts the pair (element,
tag) in the set. Then, it propagates this pair to the remote replicas. Since two concurrent
add operations generate distinct (and unique) tags, duplicates may be present. Hence,
the lookup operation must mask duplicates. When removing an element, the set of
unique tags associated with that element observed at the source replica are recorded.
After a remove operation, the element is no longer in the set and the collection of tags
observed during the operation is propagated to other replicas, which in their turn will
remove all elements that match the tags received. In this CRDT, the add operation takes
precedence over the remove operation in case both operations are executed concurrently.
This is because the set of tags observed by the remove operation does not include the tag

generated by the concurrent add operation.
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Specification 5 OR-Set (operation-based)

1: payload set S > set of pairs {(e, unique —tag p,...)}
2: initial 0

3: query lookup(element e) : boolean b
4 letb=3,:(ep)€S)
5. update add(element e)
6 atSource (e)

7

8

let a = unique() > unique(): returns a unique value
: downstream (e, @)
9: S:=SU{(e )}
10: update remove(element e)
11: atSource (e)
12: pre lookup(e)
13: let R={(e,p)[3, : (e,p) € S}
14:  downstream (R)
15: pre V(e u) € R:add(e, p) has been delivered > Causal order suffices
16: S:=S\R > Remove pairs observed at source

2.4.4 Summary

In this section, we discussed in detail a relevant approach to aid the reconciliation process
of conflicting operations. CRDTs transparently reconcile conflicting updates by imple-
menting the reconciliation procedures inside the data type while guaranteeing that their
state converge in all replicas, despite the order of which they execute updates. As weakly
consistent replication has been gradually gained popularity as a way to improve the
performance of many online systems, CRDTs have had a significant influence in their
design. For instance, CRDTs are nowadays deployed in many industry systems, such as
Riak [Tec15] and the online game League of Legends [Aval6], among others.

2.5 Invariants Preservation

Frequently, application’s developers desire to enforce a set of properties on their data to
implement particular behaviors on their applications. For instance, Twitter allows users
(i.e., clients) to login in its website by providing a combination of username+password.
As a consequence, Twitter must be able to uniquely identify each client to be capable
of displaying the appropriate information associated with each client, such as private
messages, news feed, etc. To achieve this, Twitter requires usernames to be unique,
so whenever a client tries to login in the site, Twitter promptly knows who is the user
trying to access its system. Unique usernames is a paradigmatic example of an invariant
that one might want to enforce on its data. However, there are more examples of these
invariants, such as restricting the values of an object to a certain value, or set of values
(e.g., ensuring that the stock of an item in an shopping application is always positive),

or maintaining relations between different objects (e.g., foreign-key constraints in the
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context of relational databases).

Defining invariants over the data objects stored in a database allow programmers to
better express the envisioned semantics of their applications, and prevent erratics behav-
iors that might disrupt the normal utilization of a system. Typically, these invariants are
encoded in the database level by resorting to integrity constraints provided by SQL-based
relational databases, such as foreign-key constraints, check constraints and unique con-
straints. Alternatively, they can also be enforced at the application-level if the database
does not provide these mechanisms, as in the case of NoSQL databases, making the
application’s logic notoriously more complex.

Preserving invariants in distributed environments remains challenging [Bal+15b], as
the data objects which must obey these rules are no longer centralized, but instead repli-
cated across a number of sites. In this context, as replicas are able to process concurrent
updates, they might unwillingly lead to the violations of invariants. Returning to the
Twitter example previously describe, how can Twitter ensure that usernames are globally
unique if multiple replicas can process the operation of a user signing-up in their system?
Unfortunately, in this case one has to either provide strong consistency semantics by
centralizing updates on a single replica, or resort to expensive consensus protocols, such
as the Paxos algorithm [Lam06]. However, the emergence of weak consistent semantics
as a way to improve the performance of distributed systems, has increased the tension
between enforcing global invariants and improved performance.

To address these challenges, researchers have been exploring alternative approaches
to preserve global invariants while minimizing the coordination costs. Gemini [Li+12]
provides weak consistent semantics whenever possible, but requires global synchroniza-
tion on the operations that might violate global invariants. SIEVE [Li+14] resorts to static
analysis to determine the weakest pre-conditions in which operations may be executed
without resorting to coordination. Balegas et al. on the other hand, try to minimize
the coordination costs by placing it outside the critical path of the operations [Bal+15a].
Bailis et al. focus on the integrity constraints present in relational databases and pro-
pose I-Confluence [Bai+14], a formal framework which determines when coordination
is required to ensure the correctness of an application (i.e., to avoid the violation of
invariants)

The work in this dissertation confluences in many of the previous observations. In
more detail, in designing WeaQL, we also had to address this well-known tension
between preserving the SQL semantics, which requires coordination among replicas, and
providing weak consistency, whose performance gains come from avoiding coordination.
To tackle this challenge, in this dissertation we leverage many insights and observations
made previously on this topic [Bai+14; Bal+15a; Li+14], and introduce a set of lightweight
mechanisms to preserve SQL integrity constraints, such as foreign-key constraints, unique
constraints, and auto-increment values. These mechanisms provide a sweet spot between
preserving the most important invariants of relational databases and minimizing the

coordination overhead.
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2.6 Summary

In this chapter, we have reviewed the topics and works found in the literature that are
more relevant to the contributions made in this dissertation. In Section 2.2 we have
discussed how today’s applications leverage replication in order to improve their per-
formance and availability. In this context, we have discussed how replicas coordinate
their efforts, and how updates are disseminated across a set of replicated databases. In
more detail, we explored synchronous and asynchronous techniques, and argued about
the advantages and disadvantages of both approaches. In Section 2.3, we have examined
the trade-offs that distributed systems must contemplate when advocating a consistency
model. In particular, strong consistent systems are easy to reason about, but sacrifice
performance and availability in the presence of network partitions. In contrast, weakly
consistent systems favor availability and performance, but require an extra effort by de-
velopers to cope with conflicts and inconsistencies that might arise in this environment.
In this line of work, we discussed CRDTs in Section 2.4, a relatively recent family of
data types designed to seemingly handle conflicting operations, therefore making them a
choice of excellence in the design and implementation of weakly consistent systems. We
ended this chapter in Section 2.5, by discussing the consequences of relaxing the consis-
tency model in relation to the preservation of global invariants in a database system. In
particular, we described the inherent tension between avoiding coordination to improve
performance, and enforce global invariants which by their nature may require global

coordination.
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In this chapter, we present our solution, WEAQL, a distributed middleware layer. In
Section 3.1 we start by giving an high-level overview of the solution proposed in this
dissertation, followed by an outline of the goals which we aim to accomplish. In Sec-
tion 3.2 we discuss the semantics that WEaQL offers to applications when compared to
the traditional ACID semantics. In Section 3.3 we describe the set of SQL invariants which
are relevant for the context of this dissertation. The remaining sections of this chapter

present our solution in full detail.

3.1 Goals and Overview

In a nutshell, the main goal of WEaQL is to provide applications that store their state in
a relational database with a more scalable alternative, improving their performance. To
this end, we resort to replication of the database state and explore a trade-off that has been
commonly employed in the context of storage systems for geo-replicated scenarios. In
particular, we sacrifice strong consistency, instead offering a form of eventual consistency
which enables us to avoid the overhead of continuous synchronization among replicas.
As a result, we allow transactions that access the same data not to observe the effects of
each other and subsequently reconcile their possibly conflicting side-effects. However, we
would also like our system not to deviate significantly from the currently offered interface

and semantics. In particular, this entails the following concrete objectives:

* to offer a language and semantics that are very close to SQL, namely preserving its
main invariants, while requiring minimal coordination among a set of replicas of a
standard SQL database;

* to offer multiple conflict resolution policies to developers, that should entail mini-

mal (or none) changes to the application code;
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* to transparently guarantee that all replicas converge to the same state, regardless of

the order in which they execute transactions or queries issued by applications.

To accomplish these goals, WEaAQL employs a set of techniques which will be de-
scribed thoroughly in this chapter.

To summarize, WEAQL is a module deployed between the application and the database
layer. WEAQL has a client-side component that resides on the application-side, and a
component that is coupled with each instance of a replicated database.

At a high-level, an interaction of a client application with WEAQL has the following
pattern. Clients issue a series of SQL queries, which are intercepted by the client-side
component of WEAQL, which provides the front-end for our replication strategy and
storage back-end. To ensure convergence, SQL queries that form the transaction are
transformed in a way that converts them into CRDT operations that commute by design.
These transformations are transparent for the application and allow the execution of most
transactions without resorting to any form of coordination. The client will then commit
the transformed transaction to a single replica of the system. When an application issues a
commit, WEAQL first verifies if the transaction can be safely committed locally without
breaking SQL invariants. While most transactions can be committed locally, some of
them might lead to invariant violations when applied on remote replicas. In those cases,
WEeAQL resorts to a logically centralized but physically replicated coordination service
prior to committing the operation. The coordination service is responsible for providing
the fundamental coordination mechanisms for preserving SQL constraints which are not
possible to maintain without some form of coordination. For instance, it checks if a given
value can be used as a unique-key, or if it is already being used by another record in that
table. When a transaction is committed in the local replica, WeaQL replicates it to other
instances of the database asynchronously, following a lazy replication approach. This
technique slightly departs from the traditional ACID semantics, which will be discussed

in the next section.

3.2 WEeAQL Semantics

The ACID properties (Atomicity, Consistency, Isolation, Durability) are a fundamental
aspect of relational databases, in which developers heavily rely on to build their applica-
tions. Therefore, it is important to understand how these four principles are integrated
into our solution.

The end result of our design is a system whose specification can be described as pro-
viding the Atomicity, Consistency, and Durability aspects of the ACID semantics, but
where the Isolation guarantee is slightly weakened in the following way. The low-level
aspect of isolation of the underlying database engine is preserved, meaning that the in-
termediate effects of ongoing transactions may or may not be observed by one another,

depending on the isolation level defined by the programmer for the execution of those
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transactions. However, the high-level aspect of making transactions becoming visible to
other transactions is weakened. This is because WEAQL defers updates propagation to
remote replicas, which enables replicas to temporarily diverge. In this context, immedi-
ately after a transaction is committed, its effects are only seen by the replica in which
the transaction was executed (i.e. the local replica). Therefore, clients accessing other
replicas will not observe the effects of that transaction until the local replica propagates
its effects. This also implies that two transactions that modify the same data may execute
against the same database state, not observing each other’s effects, leading to the need to
reconcile such divergent state at a later time.

This approach raises the possibility of violating important invariants of the SQL lan-

guage, which for completeness we summarize next.

3.3 SQL Invariants

The SQL language allows programmers to specify integrity constraints on individual
records, a collection of records (tables), or relations among records in different tables. This
mechanism eases the development of applications and is important for the continuous use
of relational database nowadays. In this work, we focus on three of the most commonly

used integrity constraints, which are characterized in the remainder of this section.

Unique Constraints

Unique constraints disallow the repetition of values in a column, or set of columns, across
multiple records of a database table, making each row on a table distinguishable. For
example, a social network developer can flag a field username as unique so that username
can be used to login in the service. Primary-keys and auto-increment constraints are

particular examples of this class of constraints.

Foreign-Key Constraints

Foreign-key constraints denote a relation between records of two different database tables.
It is specified over one, or a set of columns in one table (which we dub child-table), whose
values (if different from NULL) have to match the values on a similar number of columns in
a second table (which we name parent-table). There is an implicit dependency expressed
by this constraint: a child-record (i.e., a record in a child-table) cannot be inserted if the
respective parent-record (i.e., a record in a parent-table) does not exist. Foreign-key con-
straints may also be defined with a set of options that specify the action to be taken by
the database when parent-records are updated or deleted. The RESTRICT option prevents
a parent-record from being deleted or updated if it has at least one child-record refer-
encing it. The option CASCADE will propagate the actions made to columns belonging
to the foreign-key constraint in the parent-record to all child-records. While there are
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other options (e.g., SET NULL), in this work we focused only on the two options previ-
ously mentioned because they were the most challenging to reason about in a distributed

environment. Dealing with the SET NULL option is future work.

Foreign-key constraints are useful for tying together records across different tables.
For instance, in a shopping cart application, there can be two tables stored in the database,
namely cart and cart_line. The former table keeps a set of records, each of which describes
the information regarding a cart, while the latter table stores a list of items associated
with each cart. In this case, one could specify a foreign-key constraint between the two
tables so that items can be referred back to the cart they belong to. In this example, cart

and cart_line are the parent and child table, respectively.

Check Constraints

Check constraints allow developers to restrict the values for a specific column (across all
records) on a database table. A paradigmatic example of the use of this constraint is to
capture the fact that the stock of a product must be non-negative (i.e., stock > 0). This
class of integrity constraints may also be seen as bounded counters (when applied to
integer columns), which must be below or above (or both) a given set of threshold value

(or values).

3.4 Merging Policies

As discussed in Section 3.1, WEAQL propagates updates asynchronously between repli-
cas. This design choice allows the execution of concurrent operations which may conflict
with each other and must be later reconciled. In this context, it is important to understand
the desired behavior for handling conflicting operations. What should be the final state
of the database when a replica deletes a record and, concurrently, other replica updates
it? Should the final state reflect the modification of that record or should it simply reflect
the delete operation? It turns out that there is not a single correct answer to this ques-
tion. Different answers may be suitable for different applications scenarios. This raises
the question of how should the reconciliation of conflicting operations be done. On the
one hand, implementing a static reconciliation method (such as last-writer-wins [LM10])
compromises the flexibility required by many applications for handling concurrent op-
erations. On the other hand, imposing on developers the burden of implementing their
own reconciliation procedures on a per application basis leads to errors as developers
have to make a non-trivial effort to re-design their code and to reason about all possible

concurrent executions between all operations.

To address the above tension, we aim to find a sweet spot in this trade-off: we seek to
minimize the developer intervention while at the same time provide flexibility, enabling

the use of different semantics for addressing conflicting updates.
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@DELETEWINS CREATE TABLE FOO (

@LWWINTEGER a int(10) unsigned NOT NULL,
b int(10) unsigned,

@LWWINTEGER c int(10) unsigned,

@DELTAINTEGERd int(10) unsigned,

@LWWINTEGER e varchar(50),

PRIMARY KEY (a),

@UPDATEWINS FOREIGN KEY (b)

REFERENCES t1(b))

ENGINE=INNODB;

Figure 3.1: SQL Schema Annotations Example

To this end, we require programmers to specify the intended semantic for dealing
with concurrent operations that modify the state of the database using small annotations
in the database schema file (DDL); these annotations are processed by WeaQL, which
in its turn, will apply the adequate conflict resolution strategy (i.e. merging policies),
freeing the programmer from that burden, while still providing several choices for the

intended semantics.

To capture the different merging policies available to the application programmer,
we have defined three different types of annotations, namely i) table annotations, ii) at-

tributes annotations, and iii) foreign-key annotations.

In Figure 3.1 we illustrate how these annotations are integrated into the DDL schema
file. All annotations are optional, which means that in case the programmer decides not
to specify any particular semantic, WEaQL will employ what we consider the “default”

behavior to address potential conflicts between transactions modifying the database state.

In the remainder of this section, we will focus exclusively on covering each type of
annotation and discussing their underlying semantics. In Section 3.7 we will resort to

these annotations to design the conflict resolution procedures employed by WEaQL.

3.4.1 Table Annotations

We say an update-delete conflict arises when two transactions concurrently update and

delete the same record on a table.

Table annotations allow developers to specify how such conflicts should be addressed.
The annotation @UPDATEWINS favors the update operations. This mean that when two
operations respectively update and delete the same record concurrently, the update op-
eration overrides the delete operation and, therefore, the final state of the database only
reflects the update operation. In contrast, when the database table is annotated with the
@DELETEWINS annotation, the opposite behavior is achieved. Accordingly, in this case, the
final state of the database will not contain the record.
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3.4.2 Attribute Annotations

This type of annotations enables WEAQL to deal with conflicts at the level of columns, in
particular for transactions that update the same column in a table record or transactions
that attempt to insert the same record (i.e. with the same primary-key).

To handle conflicts which arise from two concurrent updates on the same record, we
follow a strategy similar to the one employed in the SIEVE system [Li+14], which offers
two merging policies. On the one hand, with the annotation @LWWx, WEAQL follows a
last-writer-wins approach, which means that only the last value applied to that column
will be stored in the database. On the other hand, by using the annotation @DELTAx, the
updates for that column are perceived by the application as an increment or decrement
of a value over an original value, in which case the final state of the column will reflect
the effects of all operations. As an example, this semantic might be useful for an attribute
that represents the stock of a particular item in an online store, such as Amazon. With
the annotation @DELTA«, if transactions #; and t, concurrently try to increment the stock
of a given item by 3 and 5 respectively, the total delta would be the sum of both values,
in this case, 8. These merging policies differ in a fundamental way. With the @DELTAx
annotation, the effects of both updates are reflected in the state of the database, even if
they were issued concurrently. In contrast, with the @LWWx annotation, only one of the
updates is reflected in the final state of the database.

WEeAQL also deals with a different type of conflict, namely those that arise upon the
concurrent insertions of records with similar values on columns with a unique constraint.
This is relevant as unique fields in a table may have different semantics for the applica-
tion. In particular, some of these columns might only serve to identify records in tables,
where the concrete value has no meaning to the application, while in other cases (for in-
stance an username) the value itself might be used by the application for other purposes.
This implies that in the first case WEAQL can address these conflicts by transforming
(locally) these values in a way that ensure their uniqueness while in the later case such a
technique cannot be employed and Wea QL might be required to resort to some form of
coordination. To distinguish between these two cases we allow individual columns to be
tagged with the @ EMANTIC and @VOSEMANTIC annotations, which indicates whether or not
the values in that column are relevant to the application. Additionally, if the annotation
@SEMANTIC is used along an auto-increment field, we consider that ids must be generated
sequentially.

The relevance of this distinction is further discerned ahead in Section 3.6.1.

3.4.3 Foreign-Key Annotations

These annotations are similar to the table annotations described previously. However,
while table annotations specify the conflict resolution policy for operations on a given
table, foreign-key annotations specify the policy for dealing with concurrent delete and

insert operations across two tables that have a foreign-key restriction between them.
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WeAQL Annotations

Type Options

Table @UPDATEWINS
Annotations @DELETEWINS
Foreign-key @UPDATEWINS
Annotations @DELETEWINS

WEeAQL Annotations SIEVE Annotations
Attribute @SEMANTIC @LWW*

Annotations @NOSEMANTIC @DELTA*

Table 3.1: WEAQL Annotations

manage record content manage record visibility
AN
Record Content _CCLOCK _DELFLAG _DCLOCK

Figure 3.2: A database record in WEaQL

With the annotation @UPDATEWINS, if a parent-record is deleted concurrently with a child-
record insertion, the insert operation prevails and WeaQL will avoid the deletion of the
parent-record and effectively insert the new child-record. The @ELETEWINS annotations
specify the opposite behavior, meaning that the child-record becomes deleted (similar
to the case where the insertion of the child-record is serialized before the delete of the

parent-record).

3.4.4 Summary

In this section, we have detailed the different merging policies in which programmers can
rely on to reconcile conflicting operations in their applications. Table 3.1 summarizes all
available annotations in WEAQL, and we highlighted the default behavior for the cases
where no annotation is provided.

In the next section, we will cover a fundamental aspect that every replicated database

must pursue which is state convergence.

3.5 State Convergence

The key mechanism which WEAQL uses to achieve state convergence is commutativity.
WEeAQL leverages commutativity by ensuring that all transactions committed to the

database are commutative by design. In particular, WEAQL ensures this property by
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applying a set of transformation over the SQL statements issued by the application in a
way that makes each transaction globally commute with all others.

Because each transformed SQL transaction is commutative, replicas can execute oper-
ations in different orders and still reach the same final state. This avoids the necessity of
determining a global order of operations and allows WEAQL to propagate transactions
to remote replicas asynchronously. Unfortunately, this approach also promotes conflicts,
since two operations may concurrently update the same record. Hence, in order to ensure
a consistent state among replicas, it is imperative for WEAQL to be able to detect these
conflicts and rollback certain operations. Note that here we do not use the word roll-
back in the traditional sense that one usually associates with the operation of a relational
database. We do not actually rollback transactions by issuing a rollback command to the
database. Instead, its effects are undone through the effects of transactions whose SQL
statements are transformed.

To achieve this, we enrich the database schema with metadata. The metadata consists
of three extra columns for every table, depicted in figure 3.2. The _cclock and the _dclock
fields are vector clocks that keep track of the logical time when each record was modified
or deleted, respectively. The _delflag field is a boolean flag that indicates whether the
record is deleted or not.

These extra columns are useful in the following way. Imagine two replicas Ry and R,
concurrently updating a record in a specific column tagged with the annotation @LWWx.
In this scenario, because we follow a last-writer-wins strategy, one of the updates must
be discarded. Hence, we use the value of _cclock to decide which update should be
discarded. In particular, we compare both clocks and decide in favor of the update with
the highest clock value.

An important aspect of this technique is that it is completely transparent to the ap-
plication. What this means is that the application have no knowledge about the extra
columns and it does not need to change the queries it uses to retrieve and store data.
WEeAQL automatically adds the metadata columns in an automatic preprocessing of the
database schema.

To summarize, in WEAQL every interaction with the database (i.e. transaction) is
commutative. We do not propose any novel technique. Instead, we leverage mechanisms
that have been widely used by the NoSQL community and apply the same insights to
the context of relational databases, in particular, commutativity and weakly consistent
replication. Unfortunately, this approach endangers the properties of SQL invariants, a

topic which will be discussed in the next section.

3.6 Preserving SQL Invariants

To preserve SQL invariants, traditional solutions resort to some form of coordination

mechanisms. Multi-Master architectures rely on the virtues that group communication
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PK3  RecordX PK3 | RecordY
(a) Initial state (b) Concurrent insertion
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PK3  RecordX PK3 | RecordY
" PK3 | RecordY " PK3 | RecordX

(c) Error when replicating operation

Figure 3.3: State divergence on concurrent insertion of unique-keys

primitives provide to determine a total order of operations. On the other hand, Master-
Slave solutions serialize all updates using a master replica.

As a result of employing weakly consistent replication in WeaQL, SQL invariants
must be carefully handled so its original semantics can be preserved. In our work, we
focus on three of the most commonly adopted integrity constraints, namely the ones
discussed in section 3.3. WEAQL specifically targets this set of constraints as they are
widely used across many applications deployed on top of relational databases.

In the remainder of this section, we discuss each of these SQL invariants in more detail.
We start by observing how a naive coordination-free execution of operations might violate
the semantics underlying each integrity constraint. We then continue by presenting how
WEAQL effectively protects SQL integrity constraints while minimizing coordination
between replicas.

3.6.1 Unique Constraints

When two operations try to insert two tuples with the same value in the unique-key,
only one of the operations should succeed. Figure 3.3 shows a potential situation that
might surface when two concurrent insertions on the same table are executed in different
replicas without coordination. Figure 3.3a reflects the initial states of both replicas, which
are in a consistent state. In figure 3.3b both replicas independently, but more important,

concurrently without resorting to any form of coordination, insert a tuple with the same
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Ids Generation

Replical Replica2 Replica3

7 8 9
Ids 10 11 12
13 14 15
16 17 18

Table 3.2: Ids generation in WEAQL

unique-key, but different values for the remaining columns. Because the operations
are executed without coordination in each replica, each of the operations is initially
successful. The problem arises when the operations are propagated, in the background,
to the remote replicas, as portrayed in Figure 3.3c. Both replicas will fail to execute the
operation received from the remote replica because of the unique constraint, leading to a
divergent state (which will become permanent). Clearly, if the operations did not use the
same value for the unique-key this problem would never arise. Therefore, the question
that one should ask is the following: does the unique value has a relevant semantic for the
application? If the unique value has no semantic meaning for the application it means
that its sole purpose is to uniquely identify each record. In such cases, we consider that
it is acceptable to manipulate the value of each unique-key, as long as we preserve its
original semantics (i.e. that the values remain unique). Identifier columns (ids) are a
common example where the values themselves have no meaning besides identifying each
record. In this case, it is possible to generate a globally unique id without requiring
replicas to coordinate. Table 3.2 describes how WEAQL handles such cases. Initially,
replicas start by reading the current maximum value for this unique-key. Subsequently,
each replica adds its own id to the maximum value. For instance, if the maximum value
was 6, replica R; would get 7 and replica R, 8. To generate globally unique numbers,
each replica keeps increasing its value by a constant delta equal to the number of replicas

in the system.

In the case where the unique constraint refers to string fields, we can transform the
value by appending a prefix with the id of the replica where the operation was issued.
We illustrate this behavior in Figure 3.4. Again, we start in a consistent state in Figure
3.4a. In Figure 3.4b, two concurrent inserts with the same value for the unique-key are
executed. but in this case, before inserting the tuple in the database, WEAQL appends
the replica’s prefix to the unique value. When the operations are replicated, both will

execute successfully and the state of both replicas will converge as shown in Figure 3.4c.

There are however cases where the value of the unique-keys has a semantic meaning.
A database table that contains the usernames of all registered users in the system is a par-
ticularly relevant example. In this case, we cannot employ the strategy described above as

it would change the behavior of the application in a way that would be noticeable by its
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@ Replica R1 @ Replica R2 % Replica R1 % Replica R2
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(c) State convergence on concurrent in-
sertion of unique-keys

Figure 3.4: Concurrent insertion of unique-keys in WeaQL

users. In particular, if a user registers himself in the system with a specific username, his
expectation is to use that same username to execute particular operations such as login in
the system. Appending a prefix in such a case would not allow the application to retain
its originally intended behavior. Therefore, to preserve the integrity constraint in this
situation one should either not allow concurrent operations or, alternatively, coordinate
such operations. WEAQL follows the latter approach. However, instead of coordinating
the whole operation across all replicas in the system, WEAQL issues a lightweight Re-
mote Procedure Call (RPC) to the coordination service asking for permission to use the
specific unique value. We have already described how WeaQL distinguishes between
both cases in Section 3.4.2, namely by tagging the database field with the appropriate
annotation.

In Figure 3.5, we present a diagram which summarizes how WeaQL handles this
class of constraints. Green and red boxes represent coordination-free and coordinated

techniques, respectively.

3.6.2 Foreign-Key Constraints

Preserving a parent-child relation without coordination is challenging. First, the cascade
behavior described in Section 3.3 depends on the state of the replica where the operation

is executed, which means that the operation has the potential to be non-deterministic
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Figure 3.5: How WeEAQL manages Unique constraints

(and non-determinism is a well-known source for state divergence [Cle+13; Li+12; Li+14;
Sha+11b]). Second, two replicas may concurrently manipulate the two tables in a foreign-
key relationship and originate inconsistencies, for instance when one replica deletes a
parent-record and other inserts a new child-record.

To tackle these challenges, we opted to incorporate the implementation of the foreign-
key constraint directly in WEaQL. To do so, we removed those commands from the
database schema (in the automatic preprocessing phase of the database schema) and in-
stead, implemented the corresponding behavior of the foreign-key constraint in WeaQL.
By doing so, we are able to capture the side-effects of the operations and apply them
in a deterministic, state-independent way across all replicas. As an example, whenever
necessary, WEaQL piggybacks parent-records information along with operations creat-
ing or updating child-records to ensure that the parent-child relation is not broken. In
particular, if one annotates the database schema with the tag @UPDATEWINS for a given
foreign-key constraint, whenever a child-record is inserted, we piggyback the primary-
key of its parent-record. This enables WEAQL to bring the adequate parent-record back
into the database if a concurrent operation had deleted it.

In the end, managing this class of constraint can be achieved without requiring coor-
dination in any of the possible concurrent scenarios. Later on, in Section 3.7, we describe

in more detail how WeA QL effectively enforces and protects this class of constraint.

3.6.3 Check Constraints

As discussed in Section 3.3, a check constraint may also be seen as a bounded counter
above or below a certain threshold. Implementing bounded counters without coordina-
tion can be partially achieved [Bal+15b]. Consider the constraint CHECK stock > 0. In
this case, operations that increment the stock field will never break the invariant. In
contrast, two concurrent operations trying to decrease the stock value might lead the
stock value below zero, therefore violating the constraint. WeaQL makes this important

distinction and only employs coordination in the latter case. The coordination service is
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Figure 3.6: How WeAQL manages Check constraints

contacted to request permission to decrement (or increment if the constraint is defined
with <) a specified value where such a constraint exist.

Note that the above discussion is only valid if the columns covered by a check con-
straint are tagged with @DELTA* annotation. If the annotation is @LWWx, it is trivial to
evaluate the value and decide whether or not it complies the check constraint.

Figure 3.6 summarizes the behavior of WEAQL on preserving this class of constraints,

when a table column is covered with a check constraint.

3.6.4 Coordination Service

While in most cases it is possible to protect invariants without resorting to any form of
coordination, we have identified particular cases where coordination must be employed
to preserve some SQL invariants. To this end, WEAQL resorts to a replicated coordination
entity prior to committing transactions that might endanger such SQL invariants.

To summarize, with WEAQL coordination is required for preserving invariants in
three different scenarios: i) generating sequential ids for auto-increment fields, ii) insert-
ing unique-keys with semantic value, and ii7) decrementing or incrementing a table field
covered by a check constraint of the type > or <, respectively.

The coordinator is an external service which is contacted by WeaQL prior to com-
mitting a transaction, which by its nature requires coordination. This step is a very
lightweight process and requires a single RPC to complete. At the end, if the transaction
is allowed to commit, it is guaranteed that all the invariants involved in the transaction
will be preserved. In contrast, if the transaction is not allowed to commit the client
application is notified of the error.

This coordination service must keep track of some information to make the decision
about whether or not a transaction can be safely committed. In particular, the coordinator

keeps track of the following information. For every unique constraint associated with a
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column with semantic value, the coordinator keeps tracks of all currently used values.
Therefore, when an operation tries to insert a record with a particular value for that col-
umn, all that the coordinator must do is to check if that value is already being used. If not,
the new value is added to the list of currently used values and the transaction is allowed
to proceed. To generate sequential ids for an auto-increment constraint, the coordinator
manages an integer value which is atomically incremented. The coordinator maintains
different values for different auto-increment constraints, hence they can be independently
incremented. As to ensure check constraints, the coordinator does the following. First,
it keeps track of the threshold associated with the constraint. For instance, if the check
constraint is defined as check stock > 0 the threshold value would be 0. Then, for every
record which must comply this constraint, the coordinator monitors the current value for
that particular column. As an example, if a transaction tries to decrement the stock of
a given record by 3, the coordinator checks the current value for that record to decide if
the operation can proceed. In this case, the operation could only proceed if the current
value was > 4, in which case it would be updated to the new value.

When the requirements of a transaction cannot be satisfied, the coordinator forces
WEeAQL to abort the transaction.

3.6.5 Summary

In this section, we have discussed how WEAQL is able to preserve the natural semantics
of SQL invariants with minimal or no coordination. Instead of looking at each invariant
as a blind rule to which the database records must comply, we extract meaningful in-
formation regarding each invariant through the use of annotations. This enables us to
gain a deeper understanding of each invariant and, in some cases, we were able to ex-
plore alternatives solutions that guarantee the enforcement of invariants while avoiding
coordination.

In the following section, we will scrutinize the SQL transformations used by WeaQL,
an aspect that has been referred to since the beginning of this chapter but one which has

not yet been covered in detail up to now.

3.7 SOQL Queries Transformations

SQL transformations are a transversal mechanism in WeaQUL. First, they effectively im-
plement the foreign-key constraint semantics. Second, they provide state convergence by
leveraging the metadata columns discussed in Section 3.5. Third, they are also relevant to
implement the semantics associated with the annotations described in Section 3.4. For in-
stance, if the programmer specifies a @UPDATEWINS policy over a database table, when two
replicas concurrently delete and update the same record, the transformations employed

by WeAQL must ensure the appropriate behavior, in this case by guaranteeing that after
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both operations are executed, the record is still in the database with the appropriate final
value.

A SQL transformation maps a single SQL query (i.e. the original query issued by the
application) to a sequence of SQL queries (i.e. transformed queries), generated by WeaQL
in an automatic fashion. The transformed queries are then executed in the database in
place of the original query. To be able to produce the correct and expected behavior,
operations (i.e., transactions) in WEAQL must be executed respecting its causal history.
As an example, imagine three replicas Ry, R;, and R3. Ry inserts a record in the database
and propagates the operation to R, and Rj. After inserting the record in the database, R,
issues an update on that same record and propagates the changes to its peers R; and Rj.
If, for some reason (e.g., network congestion), R3 receives the update operation before the
insert, it must wait for the insert operation before installing the update because of the
causal dependency between both operations. Indeed, if R; promptly executed the update,
it would have no consequence since that record had not yet been inserted.

We developed SQL transformations for the insert, update, and delete queries, which

are discussed in full detail next.

Insert Record Query

We start by presenting the transformation associated with the insert query, which is the
most straightforward and easy to understand. The pseudo-code for this transformation

is depicted in algorithm 6.

Specification 6 SQL Transformations: insert record

1: def insert(Record record, VectorClock txnClock):
let table = record.table > the table in which this record will be inserted

record._cclock = txnClock
record._cclock = txnClock
record._delflag = false

table.put(record)

First, the record is augmented with the information regarding the metadata columns.
In particular, we assign to _cclock and _dclock a unique vector clock generated for this
transaction, and set the _delflag to false. Second, a typical insert query is executed to

effectively insert the record in the database table.

Delete Record Query

WEeAQL does not actually deletes database records. Instead, we use the _delfag column
to emulate the delete operation. While deleted records remain in the database, they are
filtered in the context of select queries. For instance, when performing a select query, only

the records with _delflag = false are retrieved from the database, therefore preserving
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the natural semantics of the select query. Furthermore, if the original delete query con-
tains a range query (e.g. delete from foo where bar > 10), we make it deterministic

by querying the database to retrieve the affected tuples a priori.

Specification 7 SQL Transformations: delete record
1: def delete(Record record, VectorClock txnClock):

2:  let policy = record.table.policy > the policy for this database table
3:
4:  if policy = @UPDATEWINS :
5: if (txnClock > record._cclock)
6: record._delflag = true
7:  elseif policy = @DELETEWINS :
8: if (txnClock > record._cclock OR txnClock || record._cclock)
9: record._delflag = true
10:
11:  record._dclock = merge(txnClock,record._dclock) > merge: take the greatest value

for each clock entry

Algorithm 7 presents the pseudo-code for the delete operation, which consists of
setting the _delflag to true under specific circumstances. On the one hand, if the policy
for this table is @UIPDATEWINS, we only “delete” the record if the timestamp associated with
this transaction is greater than _cclock (line 6), which means that no concurrent update
for that particular record was issued. On the other hand, if the policy is @ ELETEWINS,
this delete operation should prevail even if some concurrent operation also updated
this record. This behavior is reflected from lines 7 to 9. In either case, we end this
transformation by merging the transaction vector clock with the current _dclock for that
record, to indicate that the state of this record already reflects the operations previously

applied plus the current delete.

Update Record Query

Algorithm 8 outlines the pseudo-code for the SQL transformation developed for deal-
ing with an update query. The variable values, that is a parameter of the algorithm,
maps each table column with the respective value of this record (excluding the metadata
columns). Note that even if an update query only updates a single column, this parameter
will include both the non-updated column values and the updated values (i.e., the old
unmodified columns/values and the updated columns/values).

An update query is transformed as follows. First, we replace the old content of the
record with the values contained in values, if the assigned logical timestamp txnClock is
greater than _cclock (line 6). This comparison is a deterministic process which depends
only on the values of both clocks. This ensures that in every case the content (i.e. the
actual values for each column stored in the database) of this record will converge in all
replicas, even when concurrent updates are issued over different replicas of the database.

For instance, if two replicas R; and R, concurrently execute two updates to the same

44



3.7. SQL QUERIES TRANSFORMATIONS

Specification 8 SQL Transformations: update record

1: def update(Record record, Map<Column,Value> values, VectorClock txnClock):
let policy = record.table.policy > the policy for this database table

2
3
4 if (txnClock > record._cclock)

5: for (Entry < Column, Value > entry : values)
6 record.column = value

7

8

record._cclock = merge(txnClock, record._cclock) » merge: take the greatest value
for each clock entry

9:
10:  if (policy = @UPDATEWINS):
11: if (txnClock || record._dclock)
12: record._delflag = false > set record visible, in case some concurrent
operation deleted it
13: record._dclock = merge(txnClock,record._dclock)

@LWW~ column of a particular record, only one of the updates will be reflected, in this
case, the update whose transaction timestamp is greater. After updating the values (if
required), we merge both clocks to indicate that the state of this record already reflects
the operations previously applied plus the current update. At the end, if the semantic
policy for this table is specified as @IPDATEWINS, we additionally check if the _dclock of
this record is incomparable (i.e. concurrent) with txnClock, in which case it would point
to the existence of a concurrent delete query, that previously made the record invisible
(i.e. deleted). If so, we need to prevail the effects of the update by explicitly resetting
_delflag to false so that the subsequent queries will observe this record again. This last
step is crucial for the following reason. Imagine two replicas Ry and R, concurrently
executing an update and delete operation, respectively. After executing the delete oper-
ation, when R, receives the update operation from Ry, it will first install the update on
this record (line 6). However, this record remains deleted (i.e., _delfag = true) because of
the delete operation previously executed. However, by explicitly resetting the _delflag
to false (lines 10 to 13), the effects of the delete operation are canceled. In the end, after
the execution of both operations, the previously deleted record will be visible (i.e., not

deleted) and in a consistent state when compared with R;.

Delete Parent Record Query

Operations on records which must guarantee a foreign-key constraint require special
treatment. This is because of the implicit relation between parent-records and child-
records. On the one hand, child-records cannot be “orphan” upon their insertion. On
the other hand, deleting a parent-record may prompt side-effects such as deleting all
matching child-records. Hence, we have implemented specific SQL transformations for

the operations that manipulate records on each side of the foreign-key relation as to
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preserve the original semantics, namely when deleting a parent-record and inserting a
child-record.

The transformation for deleting a parent-record is shown in algorithm 9. First, we

Specification 9 SQL Transformations: delete parent-record

1: def delete(Record record, List<Records> childs, VectorClock txnClock):
let policy = record.table.policy > the policy for this database table
let fkPolicy =record.table.fkPolicy » the foreign-key properties for this record

return; > abort and notify client application

if policy = @QUPDATEWINS :

2
3
4:
5. if (fkPolicy.option = RESTRICT AND childs.size > 0)
6
7
8
9 if (txnClock > record._cclock)

10: record._delflag = true

11:  elseif policy = @ELETEWINS :

12: if (txnClock > record._cclock OR txnClock || record._cclock)
13: record._delflag = true

14:

15: record._dclock = merge(txnClock,record._dclock)
16:

17:  if (fkPolicy.option = CASCADE)

18: delete(childs)

19: if (fkPolicy.policy = @ELETEWINS)

20: for(child : record.getChilds())

21: if (child._cclock || txnClock)

22: delete(child)

verify if the parent-record can be deleted (line 5). This might not be possible when the
foreign-key is defined with the option RESTRICT and there are child-records associated
with this parent-record. In such case, we abort the operation and notify the client (line 6).
The next steps of the transformation (up to line 15) are similar to the “normal” delete
record transformation. The difference is that in this case, under some circumstances,
deleting a parent-record will cause the associated child-records to be deleted as well.
Hence, after deleting the parent-record, we check if the option defined for the foreign-
key constraint is CASCADE. If so, we delete all the child-records associated with the current
parent-record (line 18). To make this process deterministic, the list of child-records to be
affected is retrieved a priori by querying the database, allowing this operation to be state-
independent, even when executing against different states (e.g. when executing in the
remote replicas). Finally, if the foreign-key is tagged with the annotation @ELETEWINS,
the transformation must additionally delete all child-records that might have been in-
serted concurrently. This step, depicted from lines 19 to 22, is the only one which depends
on the state of the replica executing the operation. However, this is justified because if

some operation actually inserted a child-record, the local replica where the delete was
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issued in the first place has not yet seen this operation. Hence, we issue a query to ex-
plicitly delete all child-records that were inserted concurrently. To summarize, when
lines 19 to 22 are executed in the local replica (i.e. the replica which executed the delete
in the first place) no records will be affected. However, when those lines are executed in
the remote replicas, they will capture all the child-records that might have been inserted

concurrently.

Insert Child Record Query

The transformation to insert a child-record is depicted in algorithm 10.

Specification 10 SQL Transformations: insert child-record
: def insert(Record record, VectorClock txnClock):

[

2:  let table = record.table
3:  let fkPolicy =record.fkPolicy > the foreign-key properties for this record
4:  record._cclock = txnClock
5. record._dclock = txnClock
6:  record._delflag =true > insert the child row hidden
7:
8: table.put(record)
9:
10: if fkPolicy = @UPDATEWINS :
11: let parentRecord = record.parent
12: parentRecord._delflag = false > set parent visible
13: parentRecord._cclock = merge(txnClock, parentRecord._cclock)
14:
15 if (parentRecord._delflag = false)
16: record._delflag = false > set child row visible iff parent is visible

We start by augmenting the record with the metadata columns. However, in this
case, we assign true to the _delflag, which means that in the beginning, this record will
be inserted as a deleted record. Then, the effective behavior of the transformation of
this query will depend on the annotation associated with the foreign-key defined for the
affected record.

If the annotation is @QUPDATEWINS, it means that even if some concurrent operation
deletes the parent-record, the parent and child records should be visible in the database
after both operations are executed. Hence, in this case, we explicitly set the _delflag of
the parent-record to false (line 12), to reverse some potential delete parent operation that
might have been executed in another replica. Moreover, we update the value of _cclock
of the parent-record (line 13) to simulate an update on the parent-record, therefore pre-
venting concurrent operations from deleting it.

Finally, we end the transformation by conditionally setting the _delflag of the child-
record to false (lines 15 to 16). In particular, the child-record will only be visible if the

parent-record is also visible, therefore retaining the parent-child relation in all cases.
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The intuition underlying this transformation is the following. If the annotation is
@UPDATEWINS, by explicitly resetting the _delflag of the parent-record, all concurrent
parent-record deletes are reverted, and therefore, the condition on line 15 will always be
true. Hence, the child-record will be visible in every possible case, which complies with
the semantic associated with the annotation @UPDATEWINS. In contrast, if the annotation
is @ELETEWINS, the child-record will be deleted if a concurrent parent-record is executed,
because the delete parent operation will delete all child-records that were inserted con-
currently. As an example, let us imagine two replicas R; and R, concurrently inserting a
child-record and deleting a parent-record, with a foreign-key tagged with @ ELETEWINS.
At first, Ry successfully inserts the new child-record in the database. When R; receives
the delete parent operation, the newly inserted child-record will be deleted because the
operation was concurrent with the delete (line 22 of algorithm 9). When R, receives the
insert operation, after its execution, the child-record will not be visible because its parent-
record is not visible. Therefore, after the execution of the two operations, the parent and

child records will be in a deleted state in every replica of the database.

3.8 Summary

In this chapter, we presented the key mechanisms which WeaQL employs to achieve
the goals delineated in section 3.1. Table 3.3 summarizes what we have discussed so
far and maps each mechanism with the corresponding objective. In section 3.4 we pre-
sented schema annotations which allow developers to specify the desired semantics for
reconciling conflicting operations. In section 3.5 we detailed how WEAQL leverages
metadata columns to ensure state-convergence. In section 3.6 we discussed how SQL
transformations allow WeaAQL (in some cases) to protect invariants without resorting to
coordination. Finally, we presented the SQL transformations algorithms employed by our
solution in section 3.7.

In the next chapter, we will present the internal structure of WeaQL, describe its
core components, give implementation details that are relevant for a clear understanding

of our solution, and cover practical challenges that had to be tackled in this work.
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WEAQL Summary

Goal

Mechanism

Multiple Merging Policies

DDL Annotations

SQL Transformations

Preserve SQL Invariants

SQL Transformations

Coordination Service

State Convergence

SQL Transformations
Metadata

Table 3.3: WEAQL Summary
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CHAPTER

IMPLEMENTATION

This chapter discusses the implementation details of our solution, described in Chap-
ter 3. In Section 4.1 we focus our attention on the internal architecture of WEaQL.
Sections 4.2 and 4.3 comprises relevant aspects of our implementation essential for a

clear understanding of our solution.

4.1 WEeAQL Architecture

We now present the internal architecture of WEaAQL. Throughout this section, we will
describe each core component of WEAQL, their purpose and how they interconnect with
each other.

4.1.1 Overview

An high-level overview of our system is depicted in Figure 4.1. At its core, WEAQL
has two central components. The Proxy is a library that is coupled together with the
application program. The Replicator component has an instance tied together with each
replica of the database. External to the core of WEAQUL (but still an important component
of our solution) is Zookeeper [Hun+10], which we leverage as the coordination service
which WEAQL resorts to preserve some of SQL integrity constraints.

With WeEaAQL, when an application opens a connection to the database (via JDBC),
WEeAQL transparently intercepts this process and spawns a dedicated proxy instance,
which in practice replaces the original JDBC connection by exposing the same interface as
the original JDBC. Each proxy instance is bound to a single replicator instance during
its lifetime. This is because we want to preserve the read-my-writes property [Ter13]
between transactions issued by a single client. If we were to allow a proxy to switch

between replicas, we could not ensure this property since both replicas may not have
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Figure 4.1: WEAQL architecture. Dashed arrows represent communication between
Proxies and database replicas for executing transactions and making transactions com-
mutative. Solid arrows indicate communication for committing and replicating transac-
tions. Dotted arrows illustrate communication between Zookeeper and Replicator for
coordinating conflicting transactions.

had the time to synchronize their state and hence be missing the effects of some of the
transactions, previously completed by the client.

A transaction in WEAQL can be decomposed in two (potentially three) phases. The
proxy is responsible for executing the first phase, which corresponds to the execution of
the transaction in a private sandbox environment. The second phase corresponds to the
coordination process, which may not be required for every transaction. The third and last
step is handled by the replicator and corresponds to the execution of the updates over
persistent storage (immediately on the local replica and asynchronously on the remote
replicas). In fact, a golden rule that epitomizes WeA QL is the following. Proxies write to
temporary memory, replicators write to persistent storage. The three steps mentioned
above will be described in more detail throughout this chapter.

We implemented WEAQL in a total of 32k lines of Java code. We reused SIEVE’s
source code [Li+14] and integrated it directly in WEAQL. In particular, SIEVE already
provided mechanisms to parse the table and attributes annotations from the database
schema file. We extended that functionality so the full length of annotations used by
WEeAQL could be captured.

4.1.2 Proxy

The proxy module consists of a customized JDBC driver, which has two main purposes.
First, it orchestrates the execution of transactions in the local sandbox, and second, it is
responsible for mapping the original SQL queries into their commutative form (i.e. using
the SQL transformations described in section 3.7). In practice, the sandbox environment

consists of temporary tables which mimic the original structure denoted by the database
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schema. For instance, if an application contains a table user with 2 columns, each sand-
box will contain a table tmp *_user with the same columns, where * corresponds to the
identifier of the proxy instance. Note that the sandbox does not hold a copy of the data,
but only the tables’ structure. In fact, prior to the beginning of a transaction, all the tables
in the sandbox are emptied.

To get a clear picture of how the proxy works, we now explain the sequence of steps
that are performed, since an application starts a transaction until it issues the commit
operation. A transaction starts when the application issues the first SQL query. Each SQL
query is intercepted by the proxy, which has two tasks. First, it executes the query in
the sandbox and returns the result back to the client. In this step, the original query is
executed with a minor caveat. Because deleted records are kept in the database, we must
filter these records so they are not part of any result seen by the client application. To do
so, we append the condition _delflag = false to every select query in order to exclude
deleted records from the result sets exposed to the application.

The motivation for executing transactions in the sandbox first lies in the fact that we
want to minimize the coordination overhead. For instance, consider a transaction that
inserts multiple records one by one in a given table user. In this particular case, WEaQL
would have to contact the coordination service to ensure that usernames are unique.
Because we cannot predict what will be the queries issued by the application, WEaQL
would need to contact the coordination service prior to each insert, issuing n RPCs, where
n equals the number of inserted records. However, by executing transactions first in the
sandbox, this number is lowered to 1. This is because transactions are executed in the
sandbox using an optimistic approach, and, at commit time, a single RPC is issued by the
replicator with a list of all usernames that the transaction intends to insert. As another
example, if a transaction tries to insert a record with an auto-increment column whose
values must be sequential, the proxy assigns a local temporary id to avoid immediate
coordination, and at commit time, the replicator replaces this value with the definitive
value after contacting the coordination service.

During the execution of transactions the proxy keeps track of all the changes that
the execution of the transaction will produce. Then, after receiving the commit com-
mand from the application, the proxy generates the commutative SQL statements and
ships them to the replicator. Because some key information regarding these SQL state-
ments resides in the replicator (for instance the transaction’s vector clock), the proxy
uses placeholders whenever needed, which are later replaced by the replicator prior to

committing the transaction.

4.1.3 Replicator

The Replicator module implements the following semantics: i) committing transac-
tions in the local database, i7) handling all interactions with the Zookeeper cluster, and

iii) communicating with other replicators to exchange transactions logs.
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In more detail, upon receiving a request to commit a transaction from the proxy,
the replicator performs a lightweight check to verify whether the transaction requires
coordination or if it can be safely executed locally without coordination. In the case where
coordination is required, the replicator issues an RPC to the coordination service, which
either allows the transaction to commit or not. If the transaction is not allowed to commit,
the proxy is notified of the error and the transaction aborts. This might happen, for
instance, when a transaction tries to insert a record with a value for a unique-key that is
already being used.

If the coordination request succeeds, the replicator does the following. First, it
generates a new unique vector clock to be associated with the transaction. Second, he
replaces all the placeholders left by the proxy in the list of SQL statements with the
appropriate values. Third, it effectively commits the transaction in persistent storage. If
the commit succeeds, the transaction log is sent to all its peers (i.e. other replicators)
in a lazy fashion and the proxy is notified of the success of the transaction.

When a replicator instance receives a transaction log from another replicator, it
first checks if the transaction can be executed without violating causality (i.e. if that
replica has received all transactions from remote replicas that the incoming transaction
may depend on, according to each entry of the vector clock). If so, the transaction is
executed. Otherwise, the transaction is added to a queue of pending transactions. A col-
lection of background threads are then responsible for emptying this queue periodically
by executing pending transactions whose causal dependencies have already been met
locally.

The number of threads that are allocated to executing transactions from other repli-
cators can be tuned depending on the applications needs. In particular, to maximize
throughput, we can allocate a single thread to this task (which can even run at a lower
priority and include some sleep time), thus prioritizing the execution of local pending
requests. In contrast, if the application prefers to reduce the staleness of the data, it can
make use of more threads in order to reduce the time it takes to incorporate transactions

from remote replicas.

4.1.4 Zookeeper Extension

The Zookeeper is a centralized coordination service [Hun+10], which enables clients
to implement sophisticated synchronization protocols. In its core, the Zookeeper uses
znodes, which resembles files and folders in a typical file system, that can be created,
deleted, updated, and so on via the interface Zookeeper exposes to its clients.
Extensible Zookeeper (EZK) [Dis+15] allows the Zookeeper [Hun+10] coordination
service to be augmented with client code (extensions), which are dynamically loaded and
executed in Zookeeper replicas. In particular, EZK allows custom code to execute in
response to each original Zookeeper API call. One of the main advantages of EZK is that

it allows clients to batch multiple API calls in the same RPC while ensuring its atomic
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execution. This drastically differs from Zookeeper, in which each API call requires an
RPC. This property enables clients to execute complex operations with very low latency.

Our coordination service is implemented as a Zookeeper extension by creating, up-
dating, and removing znodes that represent the contended resources. For instance, each
value already used by a unique-key constraint is represented by a znode. When our co-
ordination service receives a request from the Replicator, it only has to check if the
corresponding znode exists. Similarly, sequential ids are generated by atomically incre-

menting the value of the znode that corresponds to the auto-increment field.

4.2 Conflicts Detection and Lost Updates

As discussed in Section 3.5, each database record is equipped with a vector clock (_cclock)
which tracks the logical time in which each record was last modified. In particular, this
vector clock always reflects the logical time when the last column was updated, which
means that WEAQL is not able to distinguish between updates across different columns
of a single record. More specifically, given a record and a vector clock, WEAQL is not
able to recognize which column was last updated. For this reason, we say that the conflict
detection is made at the record level. Achieving a more fine-grained conflict detection
is possible. For instance, if we were to use a logical clock for each table column, we
could keep track of changes in individual columns. However, this approach would also
consume more storage, at least 2n columns per table, where n equals the number of
original table columns. For this reason, we considered a record-level conflict detection a
good compromise between spatial complexity and the granularity of conflicts detection.

The approach that WeaQL follows to deal with conflicting operations raises the pos-
sibility of losing updates during the process of reconciling concurrent operations. As
an example, imagine two concurrent operations on the same record modifying columns
¢ and ¢, respectively, both with the annotation @LWW+. Since the vector clocks of both
operations are incomparable (i.e. transactions are concurrent), WEaQL will only install
one of the updates, namely the one whose vector clock value is greater. This decision is
deterministic and is achieved by comparing each entry of the vector lock. For instance,
if operation op; has a vector clock vc; =[5,2,3] and op, has a vector clock vc, = [4,2,4],
despite the fact that these clocks are incomparable, op; will prevail since by looking at
the first clock entry we verify that 5 > 4. Therefore, the effects of operation op, will be lost.
Note however that we explicitly specified that the columns updated were tagged with the
@LWW~ annotation. Indeed, this analysis only makes sense for columns where its merging
policies are last-writer-wins. If the updated columns were tagged with @DELTAx, no up-
dates would be lost since updates on these columns are seen as increments or decrements
of a specified delta value, which can be easily merged as discussed in Section 3.4.2.

The above discussion unveils a fundamental difference on how the state of each replica
progresses in WEAQL when compared with classic, strong consistent solutions. In these

systems, all replicas orderly progress through the same sequence of internal states. In
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contrast, this is not true in WeaQL. This can be easily understood by revisiting the
previous example. In particular, the state of the replica that issued op; in the first place
will never reflect the effects of op,. However, the replica that issued operation op, will
temporarily reflect its effects, until op; is propagated and executed in this replica. Hence,
despite the fact that the state of both replicas eventually converges, they did not go
through the same sequence of states during their execution.

4.3 Stored Procedures

To efficiently support the implementation of the SQL transformations described in Sec-
tion 3.7, we implemented a set of stored-procedures whose goals are to compare vector
clocks. While internally all these functions compare the values of two vector clocks,
they output different values. As an example, we have implemented a function isCon-
currentOrGreaterClock(oldClock,newClock) which returns true if newClock is con-
current or greater then oldClock, and false otherwise. However, another function clock-
IsGreater(oldClock,newClock) returns true only if newClock dominates oldClock and
false otherwise.

These procedures have an active role in the SQL transformations performed by WeaQL.
In particular, their output values are used as boolean flags which are appended to the
where clause of many SQL statements in order to cancel their effects. For instance, let
u; (issued by replica r1) and u, (issued by replica r,) be two concurrent updates on the
same record. Because these operations are trying to update a @ WwW+ column, the final
state of the record will only reflect one of the updates (let it be u;). Therefore, when r;
receives u, from r,, it must not install the respective update. To do so, we append the
clockIsGreater function to the where clause of the update, being the first argument
_cclock and the second argument the clock associated with the operation. In effect, the

operation query would look similar to:

UPDATE % WHERE x AND clockIsGreater(_cclock,txnClock)

where * represents the content of the original query (e.g. columns updated and the
original where clause). We now resume the previous example. After r; executes u;, the
_cclock is updated with the vector clock value associated with that operation. Then, when
this replica receives the u, from r,, because the vector clock of u; is greater than the clock
of u,, the output of executing the function clockIsGreater(_cclock, txnClock) will be

false. Therefore, the SQL query would look similar to:
UPDATE » WHERE = AND FALSE

Consequently, this update would not be in fact executed, which was the desired be-
havior. In contrast, when r, receives the operation from r;, the update will be effectively

executed because the function will output true instead of false. Note, however, that
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in this example, we replaced the call of the function by its output value for clarity. In-
deed, what is issued to the database is the function’s call itself. It is the database’s engine
responsibility to execute the function and calculate the output value.

To summarize, all the comparisons of vector clocks required by the SQL transforma-
tions described in Section 3.7 are achieved by calls to stored procedures implemented in
the database engine. While originally these procedures are not installed in the databases
servers used by applications, we have developed a small program which automatically

installs them, therefore removing the intervention of programmers in this process.

4.4 Summary

In this chapter, we shifted the focus to the implementation details of WEaQL. We
started by describing each core component of WEAQL and its main purposes. We then
materialized our coordination service, in particular by building on previous work and
developing our own Zookeeper extension. We concluded by exploring relevant imple-
mentation details, more specifically how WeaQL handles conflicts detection and how

stored procedures aids in the implementation of the SQL transformations.
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EVALUATION

In this chapter we experimentally evaluate WEAQL. Our experimental evaluation focus
on trying to answer the following questions:

What is the overhead introduced by WeaQL?

What are the performance benefits of WEaAQL when compared with state of the art
solutions for replicating relational databases?

How does WEAQL performance vary with the number of replicas in the system?

What is the overhead imposed by the use of the coordination service?

The remainder of this chapter is organized as follows. We start by describing the exper-
imental setup in which all experiments were conducted. Then, we report the results of
the experiments and discuss the results. We conclude by summarizing the most relevant
aspects of the evaluation and by drawing some additional conclusions. Throughout this

chapter, we will use the words “transaction” and “operation” interchangeably.

5.1 Experimental Setup

All experiments were conducted in a local cluster with a maximum total of 10 machines.
We used MySQL 5.6 as storage engine and Java SE 7 to run WEaQL. The machines
running database instances (which varied between one and five) had a 2 Quad-Core AMD
Opteron 2376 2.3 GHz processor, 16GB of RAM and 2 Gigabit NICs. For experiments with
WEAQL, we deployed a replicator instance co-located with each database instance, and
deployed a Zookeeper cluster with 3 instances. Clients were spread across 5 dedicated

machines to avoid client-side bottlenecks.
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The experiments were performed by having a variable set of clients connect via a
JDBC driver to the database instances, and continuously executing transactions during 60
seconds, after an initial ramp-up time of 20 seconds. We call run to a single execution
of 20 + 60 seconds experiment with a fixed number of clients. All the experiments were
conducted by executing three independent runs, and all the plots presented throughout
this chapter reflect the average values of the three runs. Before running each experiment,
we loaded the full database into memory to eliminate potential I/O bottlenecks. Every
experiment was executed over a clean version of the database so that the evolution of the

database state did not impact the measured results.

5.1.1 Baselines

We compared WeaQL with two solutions for replicating relational databases across a
set of nodes, namely MySQL-Cluster [MyS15b] and Galera-Cluster [Gall5]. We chose
these systems for two main reasons. First, they are two prominent solutions used in
the industry community, and second, their approaches to replicate the state diverge in
fundamental ways, therefore creating the opportunity to compare our work with two
different solutions.

MySQL-Cluster follows a shard-based technique, which means that each replica of
the system only holds a portion of the data. In this configuration, operations may access
data located on remote nodes, in which cases MySQL-Cluster resorts to the 2PC protocol
to ensure that all nodes involved in the transaction agree on the commit decision.

Galera-Cluster on the other hand, uses a multi-master full replication approach to
replicate the state among a set of nodes. Since every node of the system holds a full
copy of the data, Galera-Cluster waives the need of executing distributed transactions.
However, because two replicas may concurrently access the same data, Galera-Cluster
resorts to group communication primitives to determine a total order of operations and
ensure that all replicas evolve through the same sequence of internal states. While the
process of agreeing on the order of execution of operations is synchronous, the process of

installing updates in remote replicas is asynchronous.

5.1.2 Benchmark

We evaluated WEAQL using the TPC-C benchmark [Coul5]. The TPC-C benchmark
in an online transaction processing (OLTP) benchmark which simulates an e-commerce
environment. Users interact with the database by executing a set of different transactions,
which range from read-only to update-intensive transactions. In particular, the TPC-
C standard defines five different transactions types, which are summarized next. The
order-stat transactions is a mid-weight read-only transaction which checks the status of
an order for a particular customer. The delivery transaction is a read-write operation
that processes a batch of new orders yet to be delivered. The stock-level transaction is

a heavy read-only transaction that examines the current stock level of items that have
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Workloads Specification
Transaction Workload 1 Workload 2

New Order 45 40
Payment 43
Delivery 4
Stock Level 4 30
Order Stat 4 30

Table 5.1: Workloads Specification

been recently purchased. The payment operation is a light-weight read-write transaction
that updates the customer’s balance to simulate the payment of a new order. Finally, the
new-order operation completes a new purchase by creating a new order and inserting
multiple purchased items.

In TPC-C, items are distributed across multiple warehouses, which serve ten different
districts each. The TPC-C standard specifies that ids generated for each new-order must
be assigned sequentially, on a per district basis. This invariant is not directly encoded
by any SQL integrity constraint; instead, it is maintained by placing a select before each
insertion for querying the next available id. As a result, this application-level invariant
cannot be directly handled by our system. To make TPC-C run with WeaQL, we slightly
modified the TPC-C code so that the previously mentioned constraint was changed from
the application-level logic to a single SQL constraint. In particular, we set this column
as an auto-increment attribute and tagged it with the annotation @ EMANTIC. This way
WEeAQL will generate sequential ids to each new-order. Note however that this modifica-
tion increases contention since our system must generate sequential ids for all new-order
transactions, in contrast to Galera-Cluster and MySQL-Cluster which generate sequential

ids only on a per district basis.

5.1.3 Workloads

To cover a wide range of application scenarios, we have defined two distinct workloads
with different read/write ratios, which are presented in Table 5.1. The first workload
conforms to the one specified by the TPC-C standard, which consists of 92% of read-write
transactions (Workload 1). We have also defined a more light-weight workload where
read-only transactions dominate the transaction space. In this workload (Workload 2)

70% of the transactions are read-only transactions.

5.2 WEAQL Overhead

WEAQL is a middleware layer deployed between the application and the database engine.
Therefore, it inherently introduces some overhead since operations must pass through
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Figure 5.1: WEAQL Overhead for a single replica experiment

WEeAQL instead of access directly the database engine. To measure the overhead imposed
by our solution, we deployed a single replica and executed an experiment with one and
eight clients issuing operations using Workload 1. In this configuration, the results
obtained accurately reflect the performance of each solution for a single replica, without

having interference produced by the replication mechanisms.

Figure 5.1 presents the throughput and average latency obtained for this experiment.
Focusing on the results with one client in Figure 5.1a, we observe that WEAQL is outper-
formed both by Galera-Cluster and MySQL-Cluster. In particular, Galera-Cluster yields
1.18x the throughput in relation to WeAQL while MySQL-Cluster surpasses WEaAQL by
a factor of 1.85x. The average latency depicted in Figure 5.1b is also coherent with these
results, showing incrementally higher latencies for WEaQL, Galera-Cluster and MySQL-
Cluster. When the number of clients is increased, the results obtained for WEaQL and
Galera-Cluster remained consistent with our expectation. In more detail, in the configu-
ration with eight clients, Galera-Cluster yielded 1.76x the performance of WEAQL and
experienced 0.6x the latency observed in WEAQL. The results obtained with MySQL-
Cluster were unforeseen in two different ways. First, we did not expect the performance
of MySQL-Cluster to be so high in the configuration with one client. Second, the sudden
performance loss observed between the experiments with one and eight clients was also
surprising. Even though we are not able to explain these results, we can speculate that this
behavior is related to the database engine used by MySQL-Cluster. While both WeaQL
and Galera-Cluster in their core use the InnoDB storage engine [MyS16b], MySQL-Cluster
on the other hand resorts to the NDB storage engine [MyS16a]. Nevertheless, the low per-
formance of MySQL-Cluster with multiple clients will again become noticeable further

ahead on the experimental results reported in Section 5.4.
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Figure 5.2: Latency-Throughput with 3 replicas

5.3 Performance Evaluation

In this section, we want to evaluate the following factors. First, what is the raw perfor-
mance of WEAQL in terms of throughput (i.e., operations per second) when compared
to Galera-Cluster and MySQL-Cluster. Second, how different system loads impacted the
latency of transactions and overall throughput. We evaluated these aspects of the sys-
tems using a different number of replicas to understand how the different replication

approaches affected these metrics.

We conducted two experiments, with three and five replicas. In each experiment, we
increased the load on the system by increasing the number of clients issuing operations
concurrently. Each experiment was executed with the two different workloads described
previously. We measured the number of operations successfully executed, and the average

latency experienced by the end clients.

Figure 5.2 reports the results obtained from experiments with three replicas. In
these plots, the x —axis refers to the number of successful operations while the y —axis
represents the average latency of the operations. The marked dots along the curves
represent the different loads imposed on the system, in this case, the number of connected
clients issuing operations. Ideally, the curves would be horizontal ones, which means
that increasing the number of outstanding clients is translated into a higher throughput

without affecting the latency experienced by them.

The first noteworthy observation is that for a low number of users (marked dots in the
beginning of the lines), Galera-Cluster and MySQL-Cluster outperform WeaQL, both in
Workload 1 and Workload 2. This is coherent with our expectation and is justified by two
factors. First, the overhead penalty inherent to WEAQL (as discussed in section 5.2) is
translated into lower throughput per replicain WeaQL. Second, for a reduced number of
clients, the contention derived from the concurrent access to the same records is not high

enough to severely compromise the performance of Galera-Cluster and MySQL-Cluster.
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Taking as example the run with five clients (first marked dot on the curves), Galera-
Cluster achieves 1.9x the throughput when compared with WeaQL. On the other hand,
MySQL-Cluster yields 1.4x the performance in relation to WeaQL, a lower value when
compared with Galera-Cluster. This latter result seems to contradict the results obtained
in section 5.2, where MySQL-Cluster yielded better performance (for the experiment with
one client). However, it is sustained by the fact that MySQL-Cluster may be required to
execute transactions involving multiple nodes of the system (in contrast to Galera-Cluster
where each node hosts a full replica of the data), which increases the experienced latency
and degrades performance.

When we increase the number of clients, WEaQL was able to achieve a much higher
throughput while degrading the perceived latency at a much slower rate when compared
both to Galera-Cluster and MySQL-Cluster. Note that for WEaQL, we had to further
increase the load on the system to be able to saturate it, which is why the line referent to
WEeAQL has more marked dots. There are a couple of reasons that justifies the results
obtained. On the one hand, by increasing the number of clients issuing operations, the
chances that those clients concurrently modify the same data also increase. This fact is
the most determinant aspect that justifies the behavior observed for Galera-Cluster. In
particular, in Galera-Cluster transaction execution follows an optimistic approach. At
commit time, the transaction’s write-set is broadcast to the entire cluster which then must
certificate it’s validity by checking possible conflicts. If this certification process fails, the
transaction aborts. As increasing the number of clients leads to a higher number of con-
flicts (for instance when two concurrent transactions issued to different replicas modify
the same record), the number of transactions that fail to pass the certification process also
increases. Consequentially, the abort rate increases which result in a loss of throughput.
On the other hand, the performance degradation observed in MySQL-Cluster is mostly
due to the fact that a transaction that spans multiple nodes requires the execution of the
2PC protocol to decide whether or not it is successfully committed. In this context, the
perceived latency of each transaction is dominated by the slowest node to acknowledge
the commit. While a good partition schema of the data might reduce the chances of
requiring distributed transactions, MySQL-Cluster does not actively tries to minimize the
need to use 2PC. In particular, the data partition schema employed by MySQL-Cluster
is based on a hash function applied in the primary-key of each record, making this ap-
proach completely “blind” to the application scenario. In contrast, WeaQL does not
require any system-wide decision (besides the ones enforced by the coordination service)
to be able to successfully commit a transaction. Furthermore, even if two transactions
modify the same record concurrently, instead of aborting the transaction, WEaQL is
able to resolve the associated conflict by following the reconciliation policy specified by
the programmer. Hence, in WEAQL, increasing the number of clients does not lead to
a higher number of aborts, allowing WEAQL to achieve much higher throughput. In
the end, when compared with Galera-Cluster, WEAQL yields 2.2x the peak throughput
for the Workload 1 and 1.9x the peak throughput for Workload 2 (figure 5.2b). As to
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Figure 5.3: Latency-Throughput with 5 replicas

MySQL-Cluster, WeAQL achieves 3.3x the peak throughput for Workload 1 and 3.5x for
Workload 2. The comparison between the results obtained for both workloads also unveils
an interesting difference. More specifically, the lower gains in throughput of WEaQL
when compared with Galera-Cluster for Workload 2 is due to the fact that read-only
transactions are more prominent. Consequently, the decrease in the number of conflicts
leads to a lower number of aborted transactions for Galera-Cluster. However, the inverse
behavior is observed with MySQL-Cluster. Indeed, the increased read ratio of Workload
2 benefits more WeaQL than MySQL-Cluster. This is because in MySQL-Cluster, read-
only transactions may still require accessing data on remote nodes. Another aspect that
differentiates MySQL-Cluster from Galera-Cluster is the fact that increasing the number
of clients does not significantly deteriorates the throughput of MySQL-Cluster, which
contrasts with the behavior exhibited by Galera-Cluster. This can be observed in both
workloads after both solutions achieve their peak throughput. At that point, adding more
clients in Galera-Cluster results in a significant loss of throughput, while in MySQL-
Cluster it results in a fast increase in latency and a less pronounced loss of throughput.
We now move on to the experiment with five replicas, whose results are depicted in
Figure 5.3. In a general way, the discussion above and consequent conclusions are also
reflected in the results of these experiments. However, the higher number of nodes in
the system impact Galera-Cluster and MySQL-Cluster in different ways. In the case of
Galera-Cluster, more replicas in the system is translated into more deadlocks and concur-
rent accesses on the same data, and therefore, lower performance. Indeed, Galera-Cluster
achieved better performance in the scenario with three replicas than in this scenario.
This fact exposes the scalability issues associated with group communication protocols
(a topic which will be discussed in more depth in section 5.4). MySQL-Cluster on the
other hand, is able to achieve better throughput when compared to the three replicas
scenario. In this configuration, despite the probability of transactions accessing data on

remote nodes increases (due to the greater number of shards present in the system), each
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replica must process fewer operations since the load in the system is distributed among
a larger number of processes. This allowed MySQL-Cluster to slightly increase its peak
throughout when compared with the previously discussed scenario. The results obtained
show that when compared with Galera-Cluster, WEaQL yields 4.0x the peak throughput
for the Workload 1 and 3.3x the peak throughput for Workload 2 (figure 5.3b). As to
MySQL-Cluster, WEAQL achieves 3.9x the peak throughput for Workload 1 and 3.4x for
Workload 2.

5.3.1 Abort Rates

To support the conclusions drawn in the previous section, and further understand the
observed results, we have also investigated the abort rates for Workload 1 associated
with each solution. This is an important aspect to assess as some of our conclusions,
particularly regarding the observed performance of Galera-Cluster, were justified by
the high number of aborted transactions derived from the high contention on resources.
Indeed, contention have a very different impact in WEAQL in regard to both baselines.
On the one hand, as discussed in Section 5.3, Galera-Cluster executes transactions based
on the local state of each replica, requiring no cluster-wide synchronization in this step.
At commit time, however, if the certification process fails, the transaction aborts and
the whole effort of executing the transaction is wasted. On the other hand, MySQL-
Cluster follows a pessimistic lock-based approach. In this context, a transaction may
abort for instance due to a deadlock that arises during its execution. In such case, the
transaction is immediately aborted, i.e., sooner when compared to Galera-Cluster. For
this reason, aborts in Galera-Cluster have a greater negative impact on performance when
compared with MySQL-Cluster because more work is wasted. WEAQL contrasts with
both approaches in the following way. First, conflicting transactions are not aborted,
instead, they are reconciled. Second, each transaction is first executed in its own sandbox.
Then, at commit time, the side-effects of each transaction are applied as a batch in the
main storage, drastically reducing the time transactions require (exclusive) access to the
shared database objects. As a consequence, aborts in WEAQL are virtually nonexistent.

Figure 5.4 depicts the abort rates observed in all three systems for the experiments
with three and five replicas. In the case of WEAQL, we had to include a separate plot with
a different scale, (placed in the center of each main plot), to be able to notice the curves
referent to its abort rates. Nevertheless, the results are consistent with our expectation. In
more detail, we observe that the abort rates experienced by Galera-Cluster are consistently
higher with the number of clients issuing operations to the system. This observation
supports our claim in section 5.3, where we pointed out that the poor performance of
Galera-Cluster was mainly derived from the contention of resources, which resulted in
many conflicting transactions. Another interesting observation is that MySQL-Cluster
does not experience a dramatic increase in the abort rate as the system is targeted by

an increasingly load. Indeed, this behavior is coherent with the results obtained for
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Figure 5.4: Abort Rates Comparison

MySQL-Cluster in Figures 5.2a and 5.3a, where increasing the load in the system had a
low impact on the system throughput but high impact on the latencies experienced by
the clients. Finally, as discussed previously, we observe that WEAQL experiences close
to 0% abort rates. In fact, aborts in WEAQL only happen when i) the coordination
service enforces the abort to preserve SQL integrity constraints, or ii) a deadlock is found
during the execution of the updates in main storage. In the case of the TPC-C benchmark,
the coordination service never aborts a transaction because it is the one responsible for
distributing the new-order ids. Furthermore, deadlocks are very rare in WEaQL because
we leverage the calls addBatch() and executeBatch() [Oralé6] (provided by the standard

JDBC specification) to execute transactions in main storage, which makes this process very
efficient.

5.4 Scalability Evaluation

We now shift the focus to study how WeAQL scales when more replicas are added to
the system. This is an important aspect to measure because when applications need to
improve their performance, a popular solution is to add additional resources to the sys-
tem. By evaluating the scalability of the system, we can predict what are the performance
benefits that applications might extract from the addition of new resources. To compare
the scalability achieved by WEAQL when compared with Galera-Cluster and MySQL-
Cluster, we have ran experiments with up to five database replicas. In each experiment,
we have increased the number of clients proportionally to the number of replicas in the
system. For instance, for experiments with one replica, we used 20 clients, for experi-
ments with two replicas we resorted to 40 clients, and so on, until 100 clients in the five
replicas setup.

Figure 5.5 reports the results obtained for the two different workloads. The first notice-

able observation is that for a single replica experiment, the results obtained are consistent
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Figure 5.5: Scalability Comparison

with our intuition. In particular, we observe that Galera-Cluster yields the best perfor-
mance when compared to WEaAQL and MySQL-Cluster, while WEAQL outperforms
MySQL-Cluster. This latter result is coherent with the results that were presented previ-
ously in section 5.2. Despite Galera-Cluster outperforming WeaQL and MySQL-Custer
for a single replica system on both workloads (see Figure 5.5a and Figure 5.5b), the results
also show that adding new resources to Galera-Cluster results in a loss of performance,
even for Workload 2, where read-only transactions dominate the workload. This result
is reasonable and the rationale for this behavior is two-fold. The first reason was already
pointed out in section 5.3 and is associated with the fact that increasing the number of
replicas/clients also leads to an increase in contention. Second, because Galera-Cluster
is a full replicated database, each transaction must be installed in each replica of the sys-
tem. Therefore, when the number of replicas increases, the work done by each one also
increases proportionally. In contrast, MySQL-Cluster does not suffer from this handicap.
In fact, the sharding approach employed by MySQL-Cluster achieves the opposite effect.
In particular, by increasing the number of shards (i.e., replicas) the application’s requests
become more distributed across all the shards and, therefore, each replica effectively has
to process a lower number of transactions. WEAQL on the other hand also experiences
the drawbacks of full replication as it has to execute every transaction in every replica
of the system. However, in contrast to Galera-Cluster, WEAQL mitigates this aspect by
employing weakly consistent replication, and therefore prioritizing the execution of lo-
cal transactions while deferring the execution of remote updates to background threads.
This allows WEAQL to exhibit better scalability when compared with Galera-Cluster
and MySQL-Cluster. For WEaAQL, the results obtained shows a scalability factor of 3.3x
for Workload 1 and 3.2x for Workload 2 in the five replica setup. In other words, by
increasing the load in the system and the number of resources (i.e., replicas) by a factor of
5, WEAQL was able to extract 3.3x and 3.2x the performance when compared to a single

replica setup. In contrast, MySQL-Cluster achieves a considerably lower scalability factor,
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Figure 5.6: Performance comparison between coordination-required and coordination-
free operations

particularly with Workload 1, yielding only 2.4x the performance of the one replica setup,
while achieving a 3.7x factor with Workload 2.

5.5 Coordination Overhead

In all experiments realized so far, new-order transactions generated sequential ids, as de-
scribed in the TPC-C specification. For WeaAQL, this required each new-order transaction
to retrieve the next available id by contacting the coordination service. We now proceed
to gauge the overhead introduced by this mechanism. In more detail, our goal is to mea-
sure the impact on the latency and throughput imposed by the coordination mechanism
employed by WEAQL. To evaluate these factors, we made the following experiment.
We set the annotation associated with the id column in the orders table to @IOSEMATIC
so that the ids generated by the new-order transaction no longer need to be sequential
and could be generated locally by WEAQL. In this context, new-order transactions no
longer required coordination. We deployed a five replicas cluster and executed multiple
runs with different numbers of clients issuing operations. For this experiment we used
a workload which consisted only of new-order transactions. We ran both configurations
of the TPC-C benchmark (the standard one, and the one which does not require ids to be
sequential), and compared the results.

Figure 5.6 presents the throughput and latency comparison between the executions
of both configurations of TPC-C. As expected, the configuration of TPC-C that does
not require coordination yields better performance and lower latencies than the original
specification. For a load of five clients, the latency increase introduced by the use of
the coordination service is roughly of 22%, from an average of 48.9ms to 59.7ms per
transaction, while the throughput decreases by 18%, from 102 ops/s to 84 ops/s. At the

maximum load of the experiment (275 clients), the coordination-required configuration
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yielded 15% less throughput than the coordination-free counterpart, while experiencing
an 18% increase in latency. Indeed, the performance variation between both experiments
exhibited a small amplitude for the different loads injected in the system. In particu-
lar, the increase in latency observed by the coordination-required experiment fluctuated
between 11% and 22% when compared to the coordination-free experiment, while the
throughput varied between 82% and 91%.

Adding more clients to the system naturally results in an increase of the average
latency of each transaction, which is clearly reflected in Figure 5.6b. The source of this be-
havior is two-fold. On the one hand, increasing the load in the system requires WeaQL
to process more client’s requests. On the other hand, it also increases the number of
concurrent accesses that the coordination service must handle. To further investigate how
each of these aspects contributed to the increase in latency (in the coordination-required
experiment), we analyzed its origin in more detail. In particular, we split the latency
of each transaction into two groups: i) execution and commit latency, and ii) coordina-
tion latency. This allowed us to accurately discern how much the coordination process
contributed to the observed latency.

Figure 5.7 depicts this situation, where the total latency is distributed by the two
distinct groups previously described. The results obtained reveal that it is the execution
+ commit time that most contribute to the increase of latency experienced by the clients.
As an example, consider the results obtained for the experiment with 175 and 275 clients.
The average latency with 175 clients was roughly 150ms, being 128ms associated with
the execution + commit of the transactions, and 22ms from the coordination process. By
analyzing the values obtained for the experiment with 275 clients, we observed an average
of 206ms per transaction, 174ms relative to the execution + commit of the transaction
and 32ms introduced by the use of the coordination process. These results show that
the increase of the load in the system had a low impact on the time spent contacting
the coordination service when compared to the time it took to execute and commit the
operation. Indeed, in raw values, we notice that the coordination process only took

an additional 10ms in the experiment with 275 clients, while the execution + commit
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experienced an additional of 46ms when compared to the experiment with 175 clients.
To conclude, we can speculate that WEaQL will saturate faster then the coordination
service, which means that the coordination service is not a significative bottleneck in our

solution.

5.6 Summary

In this chapter, we have evaluated WEAQL against two popular solutions to replicate
the state of relational databases among a set of replicas. We started by assessing the
overhead imposed by WEAQL in Section 5.2. In particular, the results obtained have
shown that WEAQL imposes a modest overhead when compared with Galera-Cluster,
while the comparison with MySQL-Cluster was somehow inconclusive due to the fact
that internal aspects of the database supporting this system appear to have significant
overhead when multiple clients access the system. In Section 5.3 we have evaluated
WEeAQL in two distinct configurations, and under different system loads. We have shown
that WEAQL is able to achieve much better performance in terms of peak throughput
across all tested configurations, in relation to both of the used baselines. The benefits of
lazy replication were also explored in Section 5.4. More specifically, we have shown that
WEAQL is able to scale better than the competing alternatives (particularly under write-
intensive workloads), by avoiding continuous synchronization among replicas. Finally,
in Section 5.5, we have evaluated the costs of protecting particular SQL invariants by
resorting to coordination, and shown that this process imposes acceptable overhead in

terms of the latency experienced by the end user and overall throughout of the system.
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CHAPTER

CONCLUSION

The fast improvement of the Internet’s infrastructure around the globe enabled the emer-
gence of Internet services which handle massive amounts of information and requests
from clients. To meet the strict requirements of these applications (e.g., availability and
performance), the backbone infrastructure which supports these services is replicated
across multiple clusters. For decades, relational database systems had been the choice
of excellence of applications to store and retrieve their data. The semantics provided
by the SQL language established a rich, well-founded programming environment which
allowed programmers to focus on the development of their applications while eschewing
the need to handle low-level details such as concurrency accesses to their data or the
atomic execution of a set of operations. However, scaling relational databases to meet the
needs of this new era of applications has proved challenging, as relational databases were

not devised to be explored in a distributed setting.

In this dissertation, we explored an alternative approach to improve the performance
and scalability of relational databases. Motivated by the fact many applications already
leverage weakly consistent replication for improved performance, we exploited this ob-
servation in the context of relational databases. To our knowledge, our work is the first to
combine weakly consistent replication without enforcing a total order of transactions exe-
cution. We achieved this by ensuring that transactions are commutative by design, which
allowed us to avoid upfront coordination, a mechanism so far required to ensure that
replicas converged to the same final state. In addition, we also empowered our solution
with lightweight mechanisms which preserve many SQL integrity constraints, which we
believe to be fundamental to developers to express their application’s semantics. We have
materialized these ideas in WEAQL, a middleware replication layer that offers weakly

consistent semantics on top of a set of replicated relational databases.
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The benefits of our solution were demonstrated in Chapter 5. In more detail, Sec-
tion 5.3 showed that WEAQL yielded better performance at lower latencies for a variety
number of replicas and clients, when compared with two state-of-the-art solutions for
replicating relational databases. In Section 5.4 we have shown that our solution is able
to scale better than both baselines. As a trade-off, WEAQL sacrifices data consistency,
enabling replicas to temporarily diverge, therefore allowing users to read stale data. In
this context, we do not claim that our solution fits all application’s scenarios. Indeed,
applications that deal with sensible information and want to preserve strong consistency
semantics must resort to solutions that enforce synchronous replication across all replicas.

Nevertheless, the work proposed in the context of this dissertation offers a new point
in the design space of scalable database replication, where state-convergence is achieved

by design and coordination is limited to the operations that endanger SQL invariants.

6.1 Limitations and Future Work

As a prototype, WEAQL currently misses some features that applications may require
to fully implement their functionalities. For instance, WA QL prototype does not allow
primary-keys to be altered (i.e., they are immutable). This is because we use primary-
keys to ensure that our SQL transformations always target the intended records. However,
this is not a fundamental issue. We could extend WeaAQL by adding a new immutable
metadata column, as a way to always be able to deterministically refer to the records
initially desired. Furthermore, since each delete operation does not effectively erase the
record from the database, the dataset keeps growing in size. Our implementation does
not yet handles garbage collection of deleted records, but one simple solution is to have a
background thread periodically looking for deleted records and erasing them.

As future work, one promising path is to provide a formal proof that our SQL trans-
formations effectively ensure state-convergence. While we spent much time working on
these transformations and testing all possible interleaving of operations, a formal proof
would constitute a great contribution to the research community and could inspire the
emergence of new CRDTs, with practical use in the context of relational databases. Fur-
thermore, it would be interesting to explore a more dynamic behavior in the replication
process employed by WEAQL. In more detail, our solution currently propagates trans-
action’s logs to remote replicas right after a transaction is successfully committed on the
local replica. We could change this behavior by propagating batches of transactions logs
instead of one at a time, to extract even more performance of the system at the cost of in-
creasing the staleness of data. In contrast, we could also augment WEAQL to enforce that
the number of pending transactions to be applied from remote replicas did not exceed a
certain threshold, by temporarily refusing to process requests from clients.
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